RAILTEL CORPORATION OF INDIA LIMITED
(A Govt. of India Undertaking)

Expression of Interest for Selection of Partner from Empanelled Business
Associate for

Tender of MIDC RFP Reference No. IT Cell/E-Tender/P260503, Dt. 15-04-2026

For

Project Name :- Implementation of Cloud-based Enterprise Email Solution with Email
Security, Data Protection and Backup Services for MIDC

EOI No: RCIL/WR/MUMBAI/MKTG/26-27/004, Dated: 17" June -2026

Western Railway Microwave Complex, Senapati Bapat Marg, Mahalaxmi, Mumbai-400013




EOI NOTICE
RailTel Corporation of India Ltd,
Western Railway Microwave Complex, Senapati Bapat Marg,
Mahalaxmi, Mumbai — 400013.

EOI No: RCIL/WR/MUMBAI/MKTG/26-27/004, Dated: 17" June -2026

RailTel Corporation of India Ltd., (here after referred to as “RailTel”) invites EOls from RailTel’s
Empaneled Partners for the selection of suitable partner as Exclusive pre bid teaming arrangement
for “Supply, installation, testing and commissioning of Telecom material in connection with Provision
of 4 X 48 core Optical Fiber to improve circuit reliability in RTM-CNA (195 Km) and UJN-DWX-INDB
(79 km) Total 274 Kms.”

The details are as under:

S No. | EOI Published Date 17-06-2026
1 | Last date for submission of EOI Bid | 20-06-2026 16:00
2 | Opening of EOI Bid 20-06-2026 16:30
3 | EOI project estimated value Rs. 6,00,00,000/-
3 | Biding System One Packet System
4 | EOI fees inclusive tax (Non- Rs. 5,900.00/- (Incl. Tax)
refundable)
5 | Tender Application Fee (Non- Rs. 1,20,000/- (Rupees One Lakh Twenty Thousand
refundable) Only) payable online along with submission of Eol
response.
6 | EMD for EOI Rs. 12,00,000/- (Rupees Twelve Lakhs Only)
in the form of online transfer as EMD along with
submission of Eol response.

The EMD should be in the Favor of RailTel Corporation of India Limited payable at Mumbai
through online bank transfer or through Bank Guarantee. Partner needs to share the online payment
transfer details like UTR No, date of payment and if submitted as Bank Guarantee then original hard
Copy is to be submitted to the below mentioned officers along with the proposal.

RailTel Bank Details:
State Bank of India - Current Account Details: -

Customer ID 80166800693

Account Number 44105657722

State Bank of India, Commercial Branch,
Gurgaon (04079)

6th Floor, Palm Court Building, Mehrauli
Road, Near MDI, Gurugram

IFSC Code SBIN0004079

Home Branch & Branch Code

Branch Address




Eligible Business Associates are required to direct all communications related to this
Invitation for Eol document, through the following Nominated Point of Contact persons:

1. Level 1

Contact Name : Sh. Mangesh Dahiwile
Designation : Senior Manager/ Marketing
E-Mail Address : mangeshd@railtelindia.com
Mobile No : +91- 9730094171

2. Level 2

Contact Name : Sh. Anand Kumar,
Designation : Joint General Manager/ Marketing
E-Mail Address : anandnkn(@railtelindia.com
Mobile No : +91- 9004444107

Note:
1. Empanelled partners are required to submit soft copy of technical packet through an e-mail at

eoi.wr@railtelindia.com duly signed by Authorized Signatories with Company seal and

stamp.

2. The EOI response is invited from eligible Empanelled Partners of RailTel only.

3. All the document must be submitted with proper indexing and page no.

4. This is an exclusive pre-RFP partnership arrangement with empanelled business associate
of RailTel for participating in the end customer RFP. Selected partner’s authorized
signatory has to give an undertaking they will not submit directly or indirectly their bids and
techno-commercial solution/association with any other organization once selected in this EOI
for pre-bid teaming arrangement (before and after submission of bid to end customer
organization by RailTel). This undertaking has to be given with this EOI Response.

5. Partner can submit their response as an individual organization. Consortium is not permitted.
The Bidder has to be an empanelled partner of RailTel.

6. Transfer and Sub-letting. The Business Associate has no right to give, bargain, sell, assign or
sublet or otherwise dispose of the Contractor any part thereof, as well as to give or to let a third

party take benefit or advantage of the present Contract or any part thereof.




1. Introduction about RailTel

RailTel Corporation of India Limited (RailTel), is a Mini Ratna Government of India undertaking
under the Ministry of Railways. The Corporation was formed in Sept 2000 with the objectives to
create nationwide Broadband Telecom and Multimedia Network in all parts of the country, to
modernize Train Control Operation and Safety System of Indian Railways and to contribute to
realization of goals and objective of national telecom policy 1999. RailTel is a subsidiary of Indian
Railways.

RailTel has approximately 65000+ kms of OFC along the protected Railway tracks. The transport
network is built on high capacity DWDM and an IP/ MPLS network over it to support mission
critical communication requirements of Indian Railways and other customers. RailTel has Tier-III
Data Center in Gurgaon and Secunderabad hosting / collocating critical applications. RailTel is also
providing Telepresence as a Service (TPaaS), where a High-Definition Video Conference facility
bundled with required BW is provided as a Service.

For ensuring efficient administration across India, country has been divided into four regions
namely, Eastern, Northern, Southern & Western each headed by Executive Director and
Headquartered at Kolkata, New Delhi, Secunderabad & Mumbai respectively. These regions are
further divided into territories for efficient working. RailTel has territorial offices at Guwahati, &
Bhubaneswar in East, Chandigarh, Jaipur, Lucknow in North, Chennai & Bangalore in South,
Bhopal, and Pune & Ahmedabad in West. Various other territorial offices across the country are
proposed to be created shortly.

RailTel’s business service lines can be categorized into three heads namely B2G/B2B (Business to
Government and Business to Business) and B2C (Business to customers):

Licenses & Service portfolio:
Presently, RailTel holds Infrastructure Provider -1, National Long Distance Operator, International
Long Distance Operator and Internet Service Provider (Class-A) licenses under which the following
services are being offered to various customers:
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stateof the art NGN based network through its Interconnection with all leading Telecom

Operators

e Lease Line Services: Available for granularities from E1 to multiple of Gigabit
bandwidth&above

e Dark Fiber/Lambda: Leasing to MSOs/Telco’s along secured Right of Way of Railway
tracks

e (Co-location Services: Leasing of Space and 1000+ Towers for collocation of
MSC/BSC/BTSof Telco’s

b) Enterprise Services
e Managed Lease Line Services: Available for granularities from E1, DS-3, STM-1 & above
e MPLS VPN: Layer-2 & Layer-3 VPN available for granularities from 2 Mbps& above
e Dedicated Internet Bandwidth: Experience the “Always ON” internet connectivity at
yourfingertips in granularities 2 Mbps to several Gbps

¢) DATA CENTER

e Infrastructure as a service (IaaS), Hosting as Services, Security operation Centre as a
Service (SOCaaS): RailTel has MeitY empaneled two Tier-1II data centres in Gurgaon
& Secunderabad. Presently RailTel is hosting critical applications of Indian Railways,
Central & State government/ PSUs applications. RailTel will facilitate Government’s
applications

e Hosting services including smooth transition to secured state owned RailTel’s Data
Centers and Disaster Recovery Centres. RailTel also offers SOC as a Service ‘SOCaaS’.
In addition, RailTel offers VPN client services so that employees can seamlessly access
government’s intranet, applications securely from anywhere without compromising
security.

d) National Long Distance:

Carriage of Inter & Intra -circle Voice Traffic across India using state of the art NGN based
network through its Interconnection with all leading Telecom Operators
e Lease Line Services: Available for granularities from E1 to multiple of Gigabit
bandwidth & above

e Dark Fiber/Lambda: Leasing to MSOs/Telco’s along secured Right of Way of Railway
tracks

e Co-location Services: Leasing of Space and 1000+ Towers for collocation of
MSC/BSC/BTSof Telco’s

e) High-Definition Video Conference:

RailTel has unique service model of providing high -definition video conference bundled with
Video Conference equipment, bandwidth and FMS services to provide end to end seamless
services on OPEX model connecting HQ with other critical offices. RailTel also offers




application-based video conference solution for employees tobe productive specially during this
pandemic situation.

f) Retail Services — RailWire

RailWire: Triple Play Broadband Services for the Masses. RailTel has unique model of
delivering broadband services, wherein local entrepreneurs are engaged in delivering &
maintaining broadband services and upto 66% of the total revenues earned are shared to these
local entrepreneurs in the state, generating jobs and revitalizing local economies. On date RailTel
is serving approx. 4,68,000 subscribers on PAN Indian basis. RailTel can provide broadband
service across— Government PSU or any organization’s officers colonies and residences.

2. Project Background and Objective of EOI

RailTel intends to participate in Tender floated by end Customer organization for Selection of
Service Provider for Implementing Cloud-based Enterprise Email Solution with Email Security, Data
Protection and Backup Services for MIDC

RailTel invites EOIs from RailTel’s Empanelled Partners for the selection of suitable partner for
participating in above mentioned work for the agreed scope work. The empanelled partner is
expected to have excellent execution capability and good understanding customer local
environment.

3. Scope of Work

a) In view of the upcoming renewal and the evolving requirements related to cybersecurity, data
protection, and regulatory compliance, MIDC intends to implement a cloud-based (Saa$S),
enterprise grade Email Solution along with integrated Email Security, Data Protection, and Backup
Services.

b) Due to the increasing incidence of cybersecurity threats such as phishing, malware,
ransomware, and zero-day attacks, it has become essential for MIDC to implement a
comprehensive and robust

protection mechanism for its email systems and end-user data. The proposed solution is expected
to strengthen MIDC'’s security posture and reduce risks associated with data breaches and service
disruptions.

c) MIDC intends to migrate its existing email solution to a secure, cloud-based SaaS email
platform.

d) The scope of work shall include, but shall not be limited to, Provision of the proposed email
solution,

Migration of existing email data to the proposed email service provider, Supply, installation,
configuration, and maintenance of the proposed Email Security, Data Loss Prevention (DLP), and
Backup solution.

In case of any discrepancy or ambiguity in any clause / specification pertaining to scope of




work area, the RFP and corrigendum/addendum released by end customer organization shall
supersede and will be considered sacrosanct. (All associated clarifications, response to queries,
revisions, addendum, and corrigendum, associated prime service agreement (PSA)/MSA/SLA
also included.)

Special Note: RailTel may retain some portion of the work mentioned in the end
organization RFP, where RailTel has competence so that overall proposal becomes most
winnable proposal.

4. Response to EOI guidelines

4.1 Language of Proposals
The proposal and all correspondence and documents shall be written in English in soft copy
through an email (file should not exceed 20 Mbps).

4.2 RailTel’s Right to Accept/Reject responses
RailTel reserves the right to accept or reject any response and annul the bidding process or even
reject all responses at any time prior to selecting the partner, without thereby incurring any
liability to the affected bidder or Business Associate or without any obligation to inform the
affected bidder or bidders about the grounds for RailTel’s action.

4.3 EOI response Document
The bidder is expected to examine all instructions, forms, terms and conditions and technical
specifications in the bidding documents. Submission of bids, not substantially responsive to the
bidding document in every aspect will be at the bidder’s risk and may result in rejection of its
bid without any further reference to the bidder.
All pages of the documents shall be signed by the bidder including the closing page in token of
his having studies the EOI document and should be submitted along with the bid.

4.4 Period of Validity of bids and Bid Currency

Bids shall remain valid for a period of 60 days from the date Bid submission date issued by the
end Customer organization for which bid is going to submit.

4.5 Bid Earnest Money (EMD)
4.5.1 The Business Associate shall furnish a sum as given in EOI Notice via online

transfer from any scheduled bank in India in favour of “RailTel Corporation of India
Limited” along with the offer. This will be called as EOI EMD.

4.5.2 Offers not accompanied with valid EOI Earnest Money Deposit shall be
summarily rejected.
4.5.3 In case if offer is selected for bidding, the partner has to furnish Earnest Money

Deposit (for balance amount as mentioned in the customer’s Bid and Eol notice as




applicable) for the bid to RailTel. The selected Business Associate shall have to submit
EMD to RailTel before submission of bid to end customer as applicable.

4.5.4 Return of EMD for unsuccessful Business Associates: EOI EMD of the
unsuccessful Business Associate shall be returned without interest after completion of
EOI process.

4.5.5 Return of EMD for successful Business Associate: EOI-EMD & Earnest

Money Deposit (balance EMD) if applicable and Integrity Pact of the successful bidder
will be discharged / returned as promptly as possible after the receipt of RailTel’s
EMD/BG from the Customer and or on receipt of Security Deposit Performance Bank
Guarantee as applicable (clause no. 4.6) from BusinessAssociate whichever is later.
4.5.6 Forfeiture of EOI EMD or EOI EMD & EMD (balance proportionate EMD)
and or Penal action asper EMD Declaration:
4.5.6.1 The EOI EMD may be forfeited and or penal action shall be initiated if a
Business Associate withdraws his offer or modifies the terms and conditions of
the offer during validity period.
4.5.6.2 In case of non-submission of SD/PBG (as per clause no. 4.6) lead to forfeiture of
EOI EMD, EMD (balance proportionate EMD) if applicable and Integrity Pact
and or suitableaction as prescribed in the EMD Declaration shall be initiated as
applicable.
4.5.7 Having participated with another party/consortium apart from RailTel in RailTel’s end
customer Tender

4.6 Security Deposit / Performance Bank Guarantee (PBG)

4.6.1 In case the bid is successful, the PBG of requisite amount proportionate to the
agreed scope of the work will have to be submitted to RailTel.

4.6.2 As per work share arrangements agreed between RailTel and Business Associate
the PBG will be proportionately decided and submitted by the selected Business
Associate.

4.7 Last date & time for Submission of EOI response
EOI response must be submitted to RailTel at the email address specified in the preamble not
later than the specified date and time mentioned in the preamble.

4.8 Modification and/or Withdrawal of EOI response
EOI response once submitted will treated, as final and no modification will be permitted except
with the consent of the RailTel.
No Business Associate shall be allowed to withdraw the response after the last date and time for
submission.

The successful Business Associate will not be allowed to withdraw or back out from the
response commitments. In case of withdrawal or back out by the successful business associate,
the EarnestMoney Deposit shall be forfeited, and all interests/claims of such Business Associate
shall be deemed as foreclosed.




4.9 Details of Financial bid for the above referred tender

Business Associate meeting eligibility criteria and clearing the technical evaluation will be
selected for exclusive pre-bid arrangement for optimizing technical and commercial solution so

that most winnable solution is submitted to end customer.

In case if there are Two or more Business Associate meeting eligibility criteria and clearing
technical evaluation criteria, then price bid will be sought from these Sole partner/ consortiums
in the second stage for the given scope of the work and Sole partner/ consortium with overall
lowest (L1) offer will be selected for exclusive pre bid arrangement for optimizing technical
and commercial solution.
The final bid for the tender will be prepared jointly with the selected Business Associate so that
the optimal bid can be put with a good chance of winning the Tender.

4.10 Clarification of EOI Response

To assist in the examination, evaluation and comparison of bids the purchaser may, at its
discretion,ask the Business Associate for clarification. The response should be in writing and no
change in theprice or substance of the EOI response shall be sought, offered or permitted.

4.11Period of Association/Validity of Agreement

RailTel will enter into a pre-bid agreement with selected bidder with detailed Terms and
conditions.

5. Eligibility Criteria for Bidding Business Partner of RailTel

Sr Particulars Criteria for Tender Package

No. (Mandatory Compliance & Document
Submission)

A) | Financial Conditions

BA should be registered under Companies Act
2013 proprietor firm or as amended and should
have at least 4 years of operations in India as on
bid submission date.

1. Certificate of Incorporation

2. GST Registration

3. PAN Card

4. Documentary evidence in the
Form of Order/Agreement/ MOU etc

i)

BA individually should have a average annual
turnover of X 30 Crores in last three financial
years & current year (i.e. FY 2022-23, FT 2023-24
and FY 2024-25)

Turnover Certificate issued by the
Chartered Accountant. Certificate should
contain UDIN no. issued by ICAI.

Copy of Annual Audited Accounts shall
also be submitted




. Positive Net Worth and Profitability
BA should also have a positive net worth & be Certificate issued by the CA for the last
i) | profitable in three out of the last 3 financial years three financial years (i. e. FY 2020-21, FY-
(i.e. FY 2022-23, FT 2023-24 and FY 2024-25). 2021-22, FY 2022-23, FY 2023-24).
Certificate should contain UDIN no. issued
by ICAI.
B) Technical Conditions
i) [Bidder should have a Manufacturer's MAF on O_EM 'et_terhead complying
Authorization Form (MAF) from respective with the given criteria.
OEMs of the quoted products for exhaustive
AMC support for the complete O&M period.
C) | Annexures
Covering Letter: Self-certification duly
Annexure 1 - . .
v) m Signed by an authorized signatory on
thecompany letterhead.
The Bidder should agree to abide by all the
technical, commercial & financial conditions of the
vi) Annexure 2 end customer RFP for which EOI is submitted.

Self-certification duly signed by authorized
signatory on company letter head.

An undertaking signed by the Authorized
Signatory of the company to be provided on letter
head. The Bidder should not have been

Vi) Annexure 3 blacklisted/debarred by any Governmen
/Non-Governmental Organization in Ind
bid submission date.

viii) Annexure-4 Format for Affidavit to be uploaded by B
with the tender documents.

ix) - Non-disclosure agreement with RailTel.

Annexure-5
X) OEM AMC Support Declaration
Annexure-6

xi) Annexure-7 Compliance Certificate

Xii)

Annexure-8 Performance Bank Guarantee Format

xiii) Annexure-9 Price Bid Format

‘ Power of Attorney Puwer'of Attorney or Boarfl Rfesolutionlin favor of

Xiv) ; one of its employees who will sign the Bid

Documents,

XV)

Customer Tender Document

Signed customer Tender document




MAHARASHTRA INDUSTRIALDEVELOPMENT CORPORATION
TENDER DOCUMENT

RFP Reference No. IT Cell/E-Tender/P260503 Closing Date/Time:22/06/2026 16:00 PM
6. Bidder’s Profile

The bidder including individual consortium members if any shall provide the information in the
below table:

S. ITEM Details
No.

1. Full name of bidder's firm

2. Full address, telephone numbers, fax numbers, and email

address of the primary office of the organization / main /
head / corporate office

3. Name, designation and full address of the Chief Executive
Officer of the bidder's organization as a whole, including
contact numbers and emailAddress

4. Full address, telephone and fax numbers, and email addresses
of the officeof the organization dealing with this tender
5. Name, designation and full address of the person dealing with

the tender towhom all reference shall be made regarding
the tender enquiry. His/her telephone, mobile, Fax and email

address

6. Bank Details (Bank Branch Name, IFSC Code, Account
number)

7. GST Registration number
PAN Number

7. Evaluation Criteria

7.1 The Business Associates are first evaluated on the basis of the Eligibility Criteria as per clause 5
above.

7.2 The Business Associate qualifying the Eligibility criteria will be selected for exclusive pre-bid
arrangement for optimizing technical and commercial solution so that most winnable solution is
submitted to end customer.

7.3 In case if there are two or more Sole partner meeting eligibility criteria then the price bids will
be sought from these Sole partners in the second stage for the given scope of the work and Sole
partner with overall lowest (L1) offer will be selected for exclusive pre bid arrangement for
optimizing technical and commercial solution.

7.4 RailTel reserves the right to accept or reject the response against this EOL, without assigning any
reasons. The decision of RailTel is final and binding on the participants. The RailTel evaluation
committee will determine whether the proposal/ information is complete in all respects and the
decision of the evaluation committee shall be final. RailTel may at its discretion assign lead factor
to the Business associate as per RailTel policy for shortlisting partner against this EOIL.

7.6 All General requirements mentioned in the Technical Specifications are required to be complied.
The solution proposed should be robust and scalable.
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RFP Reference No. IT Cell/E-Tender/P260503 Closing Date/Time:22/06/2026 16:00 PM

8 Withdrawal of Bids

A Bidder wishing to withdraw its bid shall notify to RailTel by e-mail prior to the deadline
prescribed for bid submission. The notice of withdrawal shall be addressed to RailTel at the address
named in the Bid Data Sheet, and bear the Contract name, the <Title> and < Bid No.>, and the
words “Bid Withdrawal Notice.” Bid withdrawal notices received after the bid submission deadline
will be ignored, and the submitted bid will be deemed to be a valid submitted bid.

No bid can be withdrawn in the interval between the bid submission deadline and the
expiration of the bid validity period specified in the Bid Data Sheet. Withdrawal of a bid during this
interval may result in the forfeiture of the Bidder’s EMD.

9 Evaluation Process

The evaluation process of the bid proposed to be adopted by RailTel is indicated in this
section. The purpose of this section is to provide the Bidder an idea of the evaluation process that
RailTel may adopt.

RailTel shall appoint a Bid Management Committee (BMC) to scrutinize and evaluate the
technical and commercial bids received. The BMC will examine the Bids to determine whether they
are complete, responsive and whether the bid format conforms to the bid requirements. RailTel may
waive any informality or non-conformity in a bid which does not constitute a material deviation
according to RailTel.

The bid prices should not be mention in any part of the bid other than the Commercial Bid.
Any attempt by a bidder to influence the bid evaluation process may result in the rejection of Bid
and forfeiture of EMD.

10 Performance Bank Guarantee

The Bidder shall at his own expense, deposit with RailTel, an unconditional and irrevocable
Performance Bank Guarantee (PBG) from nationalized banks as per the format given in this bid,
payable on demand, for the due performance and fulfilment of the contract by the Bidder.

This Performance Bank Guarantee will be submitted within 30 days of the notification of
award of the contract/ Letter of Acceptance (LOA) issuance whichever is earlier. If PBG is not
submitted within this time frame a delayed PBG penalty will be attracted. Post 30 days and upto 60
days from date of notification of award of the contract/ Letter of Acceptance (LOA) issuance a
penalty at 15% per annum interest of LOA amount will be levied as delayed PBG penalty and this
penalty will be deducted from the Invoices & EMD of the Bidder. After these 60 days if PBG is not
submitted then it will be assumed that the Bidder is not interested in submitting PBG and the
Amount of PBG along with the delayed PBG penalty calculated will be retained from Invoices &
EMD of the Bidder. Non submission of PBG can also lead to cancellation of contract and the
decision with respect to whether, to retain the PBG Amount and penalty from Invoices & EMD or
cancellation of contract, will be at the sole discretion of RailTel. In the event of cancellation of
contract EMD will be forfeited. If PBG is retained from Invoices & EMD then the PBG Amount
only and not the penalty attracted will be paid to the Bidder in such a case post the contract period
plus three months(expected PBG validity date) are over after deducting any applicable deductions
(eg: Poor service, etc).

This Performance Bank Guarantee will be for an amount equivalent to 3% of the total
contract value. All charges whatsoever such as premium, commission, etc. with respect to the
Performance Bank Guarantee shall be borne by the Bidder. The Performance Bank Guarantee
format can be found in this document.
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The Performance Bank Guarantee may be discharged/ returned by RailTel upon being

satisfied that there has been due performance of the obligations of the Bidder under the contract.
However, no interest shall be payable on the Performance Bank Guarantee.

In the event of the Bidder being unable to service the contract for whatever reason, RailTel
would invoke the PBG. Notwithstanding and without prejudice to any rights whatsoever of RailTel
under the Contract in the matter, the proceeds of the PBG shall be payable to RailTel as
compensation for any loss resulting from the Bidder’s failure to complete its obligations under the
Contract. RailTel shall notify the Bidder in writing of the exercise of its right to receive such
compensation within 30 days, indicating the contractual obligation(s) for which the Bidder is in
default.

The 30 days’ notice period shall be considered as the ‘Cure Period’ to facilitate the
Implementation Agency to cure the breach. The PBG shall be invoked only if the breach is solely
attributable to the bidder and the bidder fails to rectify the breach within the ‘Cure Period’.

RailTel shall also be entitled to make recoveries from the Bidder’s bills, performance bank
guarantee, or from any other amount due to the Bidder, the equivalent value of any payment made
to the Bidder due to inadvertence, error, collusion, misconstruction or misstatement.

11 Rights to Terminate the Process

RailTel may terminate the bid process at any time and without assigning any reason. RailTel
makes no commitments, express or implied, that this process will result in a business transaction
with anyone.

This bid document does not constitute an offer by RailTel. The Bidder's participation in this
process may result in RailTel selecting the Bidder to engage in further discussions and negotiations
towards execution of a contract. The commencement of such negotiations does not, however,
signify a commitment by RailTel to execute a contract or to continue negotiations. RailTel may
terminate negotiations at any time without assigning any reason.

12. Payment terms

8.1 RailTel shall make payment to selected Business Associate after receiving payment
from Customer for the agreed scope of work. In case of any penalty or deduction made
by customer for the portion of work to be done by BA, same shall be passed on to
Business Associate.

8.2 All payments by RailTel to the Partner will be made after the receipt of payment by
RailTel from end customer organization and upon submission of correct Tax Invoices
as per statutory norms.

8.3  The Payments received from end customer will be disbursed scope wise to the selected
BA. The BA selected for a particular scope will receive payments once end customer
releases payments for the specific part

13 SLA

The selected bidder will be required to adhere to the SLA matrix as defined in the end
Customer organization tender for his scope of work and the SLA breach penalty will be applicable
proportionately on the selected bidder, as specified in the end Customer organization Tender. The
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SLA scoring and penalty deduction mechanism for in-scope of work area shall be followed as
specified in the Tender. All associated clarifications, responses to queries, revisions, addendum and
corrigendum, associated Prime Services Agreement (PSA)/ MSA/ SLA also included. Any
deduction by Customer from RailTel payments on account of SLA breach which is attributable to
Partner will be passed on to the Partner proportionately based on its scope of work.

14. Other terms & Conditions
Any other terms & conditions in relation to SLA, Payments, PBG etc., will be as per end customer
RFP.

Depending on RailTel’s business strategy RailTel may choose to work with Partner who is
most likely to support in submitting a winning bid.
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Annexure 1: Format for COVERING LETTER

COVERING LETTER (To be on company letter head)
Eol Reference No: Date :

To,

RailTel Corporation of India Ltd.
Western Railway Microwave complex,
Senapati Bapat Marg, Mahalaxmi, Mumbai — 400013

Dear Sir,
SUB: Participation in the Eol process
Having examined the Invitation for Eol document bearing the reference number
Dt. released by your esteemed organization, we, undersigned,

hereby acknowledge the receipt of the same and offer to participate in conformity with the said
Invitation for Eol document.

If our application is accepted, we undertake to abide by all the terms and conditions
mentioned in the said Invitation for Eol document.

We hereby declare that all the information and supporting documents furnished as a part of
our response to the said Invitation for Eol document, are true to the best of our knowledge. We
understand that in case any discrepancy is found in the information submitted by us, our Eol is
liable to be rejected.

We hereby Submit EMD amount of Rs. issued vide from Bank

Authorized Signatory Name:
Designation:

Signature:

Seal of the Organization:
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Annexure 2: Format for Self-Certificate & Undertaking
Self-Certificate (To be on company letter head)

Eol Reference No: Date:

To,

RailTel Corporation of India Ltd.
Western Railway Microwave complex,
Senapati Bapat Marg, Mahalaxmi, Mumbai — 400013

Dear Sir,
Sub: Self Certificate for Tender, Technical & other compliances

1. Having examined the Technical specifications mentioned in this EOI & end customer tender, we
hereby confirm that we meet all specification.

2. We agree to abide by all the technical, commercial & financial conditions of the end customer
RFP for which EOI is submitted (except pricing, termination & risk purchase rights of the
RailTel). We understand and agree that RailTel shall release the payment to selected sole
partner/lead partner in case of consortium after the receipt of corresponding payment from end
customer by RailTel. Further we understand that in case selected sole partner/lead partner in case
of consortium fails to execute assigned portion of work, then the same shall be executed by
RailTel through third party or departmentally at the risk and cost of selected sole partner/lead
partner in case of consortium.

3. We agree to abide by all the technical, commercial & financial conditions of the end customer’s
RFPfor the agreed scope of work for which this EOI is submitted.

4. We hereby agree to comply with all OEM technical & Financial documentation including MAF,
Technical certificates/others as per end to end requirement mentioned in the end customer’s
RFP. We are hereby enclosing the arrangement of OEMs against each of the BOQ item quoted
as mentioned end customer’s RFP. We also undertake to submit MAF and other documents
required inthe end Customer organization tender in favour of RailTel against the proposed
products.

5. We hereby certify that any services, equipment and materials to be supplied are produced in
eligible source country complying with OM/F. No. 6/18/2019 dated 23rd July 2020 issued by
DoE, MoF.

6. We hereby undertake to work with RailTel as per end customer’s RFP terms and conditions. We
confirm to submit all the supporting documents constituting/ in compliance with the Criteria as
required in the end customer’s RFP terms and conditions like technical certificates, OEM
compliancedocuments.

7. We understand and agree that RailTel is intending to select a sole partner/lead partner in case of
consortium who is willing to accept all terms &conditions of end customer organization’s RFP
for the agreed scope of work. RailTel will strategies to retain scope of work where RailTel has
competence.

8. We hereby agree to submit that in case of being selected by RailTel as sole partner/lead partner
in case of consortium for the proposed project(for which EOI is submitted), we will submit all
the forms, appendix, relevant documents etc. to RailTel that is required and desired by end
Customer well before the bid submission date by end customer and as and when required.
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9. We hereby undertake to sign Pre Bid Agreement, Pre-Contract Integrity Pact and Non-
Disclosure Agreement with RailTel on a non-judicial stamp paper of Rs. 100/- in the prescribed
Format.

10. We undertake that we will not submit directly or indirectly out bids and techno-commercial

solution/association with any other organization once selected in this EOI for pre-bid teaming
arrangement (before and after submission of bid to end customer organization by RailTel)

Authorized Signatory Name:
Designation:
Signature:

Seal of the Organization:
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Annexure 3: Undertaking for not Being Blacklisted/Debarred

Eol Reference No: Date:

To,
RailTel Corporation of India Ltd.
Western Railway Microwave complex,
Senapati Bapat Marg, Mahalaxmi, Mumbai — 400013
Dear Sir,
Subject: Undertaking for not being Blacklisted/Debarred
We, <Company Name>, having its registered office at <Address> hereby declares that that
the Company has not been blacklisted/debarred by any Governmental/ Non-Governmental
organization in India for past 3 Years as on bid submission date.
Authorized Signatory Name:
Designation:

Signature:

Seal of the Organization:
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Annexure 4: Format of Affidavit

FORMAT FOR AFFIDAVIT TO BE UPLOADED BY SOLE PARTNER/ALL
CONSORTIUM PARTNERS) ALONG WITH THE EOI DOCUMENTS
(To be executed in presence of public notary on non-judicial stamp paper of the value of Rs. 500/-.
The paper has to be in the name of the BA) **

L (Name and Designation) * appointed as the attorney/authorized signatory
of the BA (including its constituents),

M/s (hereinafter called the BA) for the purpose of the EOI documents for
the work of as per the EOI No. Dt.

of (RailTel Corporation of India Ltd.), do hereby solemnly affirm and state on the
behalf of the BA including its constituents as under:

1. T/we the BA (s), am/are signing this document after carefully reading the contents.

2. I/we the BA(s) also accept all the conditions of the EOI and have signed all the pages in
confirmation thereof.

3. I/we hereby declare that I/'we have downloaded the EOI documents from RailTel website
www.railtelindia.com. I/we have verified the content of the document from the website and
there is no addition, no deletion or no alternation to be content of the EOI document. In case
of any discrepancy noticed at any stage i.e. evaluation of EOI, execution of work or final
payment of the contract, the master copy available with the RailTel Administration shall be
final and binding upon me/us.

4. D/we declare and certify that I[/we have not made any misleading or false representation in
the forms, statements, and attachments in proof of the qualification requirements.

5. T/we also understand that my/our offer will be evaluated based on the documents/credentials
submitted along with the offer and same shall be binding upon me/us.

6. I/we declare that the information and documents submitted along with the EOI by me/us are
correct and I/we are fully responsible for the correctness of the information and documents,
submitted by us.

7. DI/we undersigned that if the certificates regarding eligibility criteria submitted by us are
found to be forged/false or incorrect at any time during process for evaluation of EOI, it
shall lead to forfeiture of the EOI EMD besides banning of business for five years on entire
RailTel. Further, I/we (insert name of the BA) * and all my/our constituents understand that
my/our constituents understand that my/our offer shall be summarily rejected.

8. D/we also understand that if the certificates submitted by us are found to be false/forged or
incorrect at any time after the award of the contract, it will lead to termination of the
contract, along with forfeiture of EMD/SD and Performance guarantee besides any other
action provided in the contract including banning of business for five years on entire
RailTel.

DEPONENT

SEAL AND SIGNATURE OF THE BA
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VERIFICATION

I/'We above named EOI do hereby solemnly affirm and verify that the contents of my/our
above affidavit are true and correct. Nothing has been concealed and no part of it is false.

DEPONENT

SEAL AND SIGNAURE OF THE ADVOCATE
Place:

Dated:

**The contents in Italics are only for guidance purpose. Details as appropriate are to be filled in
suitably by BA. Attestation before Magistrate/ Notary Public.



MAHARASHTRA INDUSTRIALDEVELOPMENT CORPORATION
TENDER DOCUMENT

RFP Reference No. IT Cell/E-Tender/P260503 Closing Date/Time:22/06/2026 16:00 PM
Annexure 5: Draft Non-Disclosure Agreement

(To be submitted on a Rs. 100 Stamp Paper)

This Non-Disclosure Agreement (“Non-Disc”) is made and entered into day of
month year (effective date) by and between
(“Department”) and (“Company”). Whereas, Department and Company
have entered into an Agreement (“Agreement”) effective
for and

Whereas, each party desires to disclose to the other party certain information in oral or written form
which is proprietary and confidential to the disclosing party, (“CONFIDENTIAL
INFORMATION”).

NOW, THEREFORE, in consideration of the foregoing and the covenants and agreements
contained herein, the parties agree as follows:

1. Definitions. As used herein:

a. The term “Confidential Information” shall include, without limitation, all information
and materials, furnished by either Party to the other in connection with
citizen/users/persons/customers data, products and/or services, including information
transmitted in writing, orally, visually, (e.g. video terminal display) or on magnetic or
optical media, and including all proprietary information, customer and prospect lists,
trade secrets, trade names or proposed trade names, methods and procedures of
operation, commercial or marketing plans, licensed document know-how, ideas,
concepts, designs, drawings, flow charts, diagrams, quality manuals, checklists,
guidelines, processes, formulae, source code materials, specifications, programs,
software packages, codes and other intellectual property relating to the disclosing party’s
data, computer database, products and/or services. Results of any tests, sample surveys,
analytics, data mining exercises or usages etc. carried out by the receiving party in
connection with the Department’s information including citizen/users/persons/customers
personal or sensitive personal information as defined under any law for the time being in
force shall also be considered Confidential Information.

b. The term, “Department” shall include the officers, employees, agents, consultants,
contractors and representatives of Department.

c. The term, “Company” shall include the directors, officers, employees, agents,
consultants, contractors and representatives of Company, including its applicable
affiliates and subsidiary companies.

2. Protection of Confidential Information: With respect to any Confidential Information
disclosed to it or to which it has access, Company affirms that it shall:

a. Use the Confidential Information as necessary only in connection with Project and in
accordance with the terms and conditions contained herein;

b. Maintain the Confidential Information in strict confidence and take all reasonable steps
to enforce the confidentiality obligations imposed hereunder, but in no event take less
care with the Confidential Information that the parties take to protect the confidentiality
of its own proprietary and confidential information and that of its clients;

c. Not to make or retain copy of any commercial or marketing plans,
citizen/users/persons/customers database, Bids developed by or originating from



MAHARASHTRA INDUSTRIALDEVELOPMENT CORPORATION
TENDER DOCUMENT

RFP Reference No. IT Cell/E-Tender/P260503 Closing Date/Time:22/06/2026 16:00 PM
Department or any of the prospective clients of Department except as necessary, under

prior written intimation from Department, in connection with the Project, and ensure that
any such copy is immediately returned to Department even without express demand from
Department to do so;

d. Not disclose or in any way assist or permit the disclosure of any Confidential
Information to any other person or entity without the express written consent of the other
party; and

e. Return to the other party, or destroy, at Department’s discretion, any and all Confidential
Information disclosed in a printed form or other permanent record, or in any other
tangible form (including without limitation, all copies, notes, extracts, analyses, studies,
summaries, records and reproductions thereof) immediately upon the earlier to occur of
(i) expiration or termination of either party’s engagement in the Project, or
(i) the request of the other party therefore.

f. Not to discuss with any member of public, media, press, any or any other person about
the nature of arrangement entered between Department and Company or the nature of
services to be provided by the Company to the Department.

3. Onus. Company shall have the burden of proving that any disclosure or use inconsistent with
the terms and conditions hereof falls within any of the foregoing exceptions.

4. Exceptions. These restrictions as enumerated in section 1 of this Agreement shall not apply to
any Confidential Information:

a. Which is independently developed by Company or lawfully received from another
source free of restriction and without breach of this Agreement; or

b. After it has become generally available to the public without breach of this Agreement
by Company; or

c. Which at the time of disclosure to Company was known to such party free of restriction
and evidenced by documentation in such party’s possession; or

d. Which Department agrees in writing is free of such restrictions.

e. Which is received from a third party not subject to the obligation of confidentiality with
respect to such Information;

5. Remedies. Company acknowledges that
(a) any actual or threatened disclosure or use of the Confidential Information by Company
would be a breach of this agreement and may cause immediate and irreparable harm to
Department;
(b) Company affirms that damages from such disclosure or use by it may be impossible to
measure accurately; and
(c) injury sustained by Department may be impossible to calculate and remedy fully. Therefore,
Company acknowledges that in the event of such a breach, Department shall be entitled to
specific performance by Company of Company’s obligations contained in this Agreement. In
addition, Company shall indemnify Department of the actual and liquidated damages which may
be demanded by Department. Moreover, Department shall be entitled to recover all costs
(including reasonable attorneys’ fees) which it or they may incur in connection with defending
its interests and enforcement of legal rights arising due to a breach of this agreement by
Company.
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6.

10.

11.

12.

13.

14.

15.

16.

17.

Need to Know. Company shall restrict disclosure of such Confidential Information to its
employees and/or consultants with a need to know (and advise such employees of the
obligations assumed herein), shall use the Confidential Information only for the purposes set
forth in the Agreement, and shall not disclose such Confidential Information to any affiliates,
subsidiaries, associates and/or third party without prior written approval of the disclosing party.
Intellectual Property Rights Protection. No license to a party, under any trademark, patent,
copyright, design right, mask work protection right, or any other intellectual property right is
either granted or implied by the conveying of Confidential Information to such party.
No Conflict. The parties represent and warrant that the performance of its obligations hereunder
do not and shall not conflict with any other agreement or obligation of the respective parties to
which they are a party or by which the respective parties are bound.
Authority. The parties represent and warrant that they have all necessary authority and power to
enter into this Agreement and perform their obligations hereunder.
Dispute Resolution. If any difference or dispute arises between the Department and the
Company in connection with the validity, interpretation, implementation or alleged breach of
any provision of this Agreement, any such dispute shall be referred appropriately to RailTel/
stakeholders/ partners/ patrons

a. The arbitration proceedings shall be conducted in accordance with the (Indian)
Arbitration and Conciliation Act, 1996 and amendments thereof.
The place of arbitration shall be Mumbai.
The arbitrator’s award shall be substantiated in writing and binding on the parties.
The proceedings of arbitration shall be conducted in English language.
The arbitration proceedings shall be completed within a period of 180 days from the date
of reference of the dispute to arbitration.

o a0 o

Governing Law. This Agreement shall be interpreted in accordance with and governed by the
substantive and procedural laws of India and the parties hereby consent to the exclusive
jurisdiction of Courts and/or Forums situated at Mumbai, India only.

Entire Agreement. This Agreement constitutes the entire understanding and agreement of the
parties, and supersedes all previous or contemporaneous agreement or communications, both
oral and written, representations and under standings among the parties with respect to the
subject matter hereof.

Amendments. No amendment, modification and/or discharge of this Agreement shall be valid
or binding on the parties unless made in writing and signed on behalf of each of the parties by
their respective duly authorized officers or representatives.

Binding Agreement. This Agreement shall be binding upon and inure to the benefit of the
parties hereto and their respective successors and permitted assigns.

Severability. It is the intent of the parties that in case any one or more of the provisions
contained in this Agreement shall be held to be invalid or unenforceable in any respect, such
provision shall be modified to the extent necessary to render it, as modified, valid and
enforceable under applicable laws, and such invalidity or unenforceability shall not affect the
other provisions of this Agreement.

Waiver. If either party should waive any breach of any provision of this Agreement, it shall not
thereby be deemed to have waived any preceding or succeeding breach of the same or any other
provision hereof.

Survival. Both parties agree that all of their obligations undertaken herein with respect to
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18.

19.

Confidential Information received pursuant to this Agreement shall survive till perpetuity even
after any expiration or termination of this Agreement.

Non-solicitation. During the term of this Agreement and thereafter for a further period of two
(2) years Company shall not solicit or attempt to solicit Department’s employees and/or
consultants, for the purpose of hiring/contract or to proceed to conduct operations/business
similar to Department with any employee and/or consultant of the Department who has
knowledge of the Confidential Information, without the prior written consent of Department.
This section will survive irrespective of the fact whether there exists a commercial relationship
between Company and Department.

Term. Subject to aforesaid section 17, this Agreement shall remain valid up to  years
from the “effective date”.

IN WITNESS HEREOF, and intending to be legally bound, the parties have executed this
Agreement to make it effective from the date and year first written above.

For Department

Name:
Title:
WITNESSES:

1.

For Company

Name:
Title:
WITNESSES:

1.
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Annexure 6: Complete Eol Examination & Nil Deviation Certificate

(To be submitted by Bidder and all members of consortium)

To

Deputy General Manager/ Marketing

RailTel Corporation of India Ltd

Western Railway Microwave Complex

Senapati Bapat Marg, Near Railway Sports Ground
Mahalaxmi, Mumbai — 400013

Sub: Complete Eol Examination & Nil Deviation Certificate

Ref: Eol Number: Dated:

Dear Sir,

We <Bidder Name> having completely examined the referred Eol, its corrigendum and any
other documents/its addendums/corrigendum referred in this Eol, conclude that we have understood
the Terms & Conditions of the Eol and its subsequent addendums & corrigendum (if any) and any
other documents/its addendums/corrigendum referred in this Eol. We declare that we have sought
all clarifications for the same from RailTel or its end customer for anything contained in this Eol &
any other documents/its addendums/ corrigendum referred in this Eol and have been satisfied with
the clarifications to the fullest extent and there are no terms, clauses, conditions, etc which are
ambiguous.

We also declare that there is no deviation from adhering to anything that is contained in this
Eol and any other documents/its addendums/corrigendum referred in this Eol and that any deviation
later raised by us shall lead to forfeiture of the Bid/Contract at complete discretion of RailTel.

Signature of Authorized Signatory (with official seal)
Name :

Designation

Address

Telephone and Fax

E-mail address
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Annexure 6: Integrity Pact

(Exempted for EOI )

(To be executed on Rs. 500/- Stamp Paper)
Eol Number: Dated:
This Integrity Pact is made at onthis  Day of 2022
BETWEEN

RailTel Corporation of India Ltd (a Govt of India Enterprise under Ministry of Railways) having its
registered office at Plate-A, 6th Floor, Office Block Tower-2,East Kidwai Nagar, New Delhi-
110023and Regional Office at Western Railway Microwave Complex, Senapati Bapat Marg,
Mahalaxmi, Mumbai — 400013, hereinafter referred to as “The Principal”, which expression shall
unless repugnant to the meaning or contract thereof include its successors and permitted assigns
AND

<Bidder Name> having its registered office at <Bidders Registered and Branch Address (if any)>
hereinafter referred to as “The Bidder/ Contractor/ Concessionaire/ Consultant” and which
expression shall unless repugnant to be meaning or context thereof include its successors and
permitted assigns.

Preamble

Whereas, the Principal intends to award, under laid down organizational procedures contract/s
Design, Planning, Supply, installation, fixing, configuration, integration and commissioning of
IP-MPLS (Internet Protocol- Multi Protocol label Switching) routers and associated equipment’s at
Bilaspur, Raipur and Nagpur division of South East Central Railway. The Principal values full
compliance with all relevant laws of the land, rules of land, regulations, economic use of resources
and of fairness/ transparency in its relations with its Bidder(s) and for
Contractor(s)/Concessionaire(s)/Consultant(s).

And whereas in order to achieve these goals, the principal will appoint an independent external
Monitor (IEM), who will monitor the tender process and the execution of the contract for
compliance with the principles mentioned above.

And whereas to meet the purpose aforesaid, both the parties have agreed to enter into this Integrity
Pact (hereafter referred to as Integrity Pact) the terms and conditions of which shall also be read as
integral part and parcel of the Tender documents and contract between the parties. Now, therefore,
in consideration of mutual covenants stipulated in this pact, the parties hereby agree as follows and
this pact witnesseth as under: -

Article — 1: Commitments of the Principal
1. The Principal commits itself to take all measures necessary to prevent corruption and to
observe the following principle: -
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a. No employee of the principal, personally or through family members, will in

connection with the Tender for, or the execution of a contract, demand take a
promise for or accept for self or third person any material or immaterial benefit
which the person is not legally entitled to.

b. The principal will, during the tender process treat all Bidder(s) with equity and
reason. The principal will in particular, before and during the tender process, provide
to all Bidder(s) the same information and will not provide to any Bidder(s)
confidential/ additional information through which the Bidder(s) could obtain an
advantage in relation to the tender process or the contract execution.

c. The principal will exclude all known prejudiced persons from the process.

2. If the Principal obtains information on the conduct of any of its employees which is a
criminal offence under the IPC/PC Act or any other Statutory Acts or if there be a
substantive suspicion in this regard, the Principal will inform the Chief Vigilance Officer
and in addition can initiate disciplinary actions as per its internal laid down Rules/
Regulations.

Article — 2: Commitments of the Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s)

The Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s) commit himself to take all measures
necessary to prevent corruption. He commits himself to observe the following principles during his
participation in the tender process and during the contract execution.

a. The Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s) will not, directly or
through any other person or firm, offer, promise or give to any of the Principals
employees involved in the tender process or the execution of the contract or to any
third person any material or other benefit which he/she is not legally entitled to, in
order to obtain in exchange any advantage of any kind whatsoever during the tender
process or during the execution of the contract.

b. The Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s) will not enter with other
Bidders into any undisclosed agreement or understanding, whether formal or informal.
This applies in particular to prices, specifications, certifications, subsidiary contracts,
submission or non-submission or bids or any other actions to restrict competitiveness
or to introduce cartelization in the bidding process.

c. The Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s) will not commit any
offence under the relevant IPC / PC. Act and other Statutory Acts; further the
Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s) will not use improperly for
purposes of completion or personal gain, or pass on to others, any information or
document provided by the Principal as part of the business relationship, regarding
plans, technical proposals and business details, including information contained or
transmitted electronically.

d. The Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s) of foreign origin shall
disclose the name and address of the Agents/ representatives in India. If any similarly
the Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s) of Indian Nationality
shall furnish the name and address of the foreign principle, if any. Further details as
mentioned in the ‘Guidelines on Indian Agents of Foreign Suppliers’ shall be disclosed
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by the Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s). Further, all the
payments made to the Indian Agent /Representative have to be Indian Rupees only.

e. The Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s) will, when presenting
his bid, disclose any and all payments he has made, is committed to or intends to make
to agents, brokers or any other intermediaries in connection with the award of the
contract. He shall also disclose the details of services agreed upon for such payments.

f. The Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s) will not instigate third
persons to commit offences outlined above or be an accessory to such offences.

g. The Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s) will not bring any
outside influence through any Govt. bodies/quarters directly or indirectly on the
bidding process in furtherance of his bid.

h. The Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s) who have signed a
Integrity pact shall not approach the court while representing the matter to IEMs and
shall wait for their decision in the matter.

Article — 3: Disqualification from tender process and exclusion from future contracts

1.

If the Bidder(s)/ Contractor(s)/ Concessionaire(s)/ Consultant(s) before award or during
execution has committed a transgression through a violation of any provision of Article- 2,
above or in any other form such as to put his reliability or credibility in question, the
Principal is entitled to disqualify the Bidder(s)/ Contractor(s)/ Concessionaire(s)/
Consultant(s) from the tender process.

If the Bidder/Contractor/Concessionaire/Consultant has committed a transgression through a
violation of Article-2 such as to put his reliability or credibility into question, the Principal
shall be entitled to exclude including blacklist and put on holiday the
Bidder/Contractor/Concessionaire/Consultant for any future tenders/contract award process.
The imposition and duration of the exclusion will be determined by the severity of the
transgression. The severity will be determined by the Principal taking into consideration the
full facts and circumstances of each case particularly taking into account the number of
transgressions, the position of the transgressors within the company hierarchy of the
Bidder/Contractor/Concessionaire/Consultant and the amount of the damage. The exclusion
will be imposed for a maximum of 1 year.

A transgression is considered to have occurred if the Principal after due consideration of the
available evidence concludes that “On the basis of facts available there are no material
doubts”.

The Bidder/ Contractor/Concessionaire/Consultant will its free consent and without any
influence agrees and undertakes to respect and uphold the Principal’s absolute rights to
resort to and impose such exclusion and further accepts and undertakes not to challenge or
question such exclusion on any ground, including the lack of any hearing before the decision
to resort to such exclusion is taken. This undertaking is given freely and after obtaining
independent legal advice.

The decision of the Principal to the effect that a breach of the provisions of this Integrity
Pact has been committed by the Bidder/ Contractor/Concessionaire/Consultant shall be final
and binding on the Bidder/ Contractor/Concessionaire/Consultant, however, the Bidder/
Contractor/ Concessionaire/ Consultant can approach IEM(s) appointed for the purpose of
this Pact.
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6. On occurrence of any sanctions/ disqualification etc. arising out from violation of integrity

pact, Bidder/ Contractor/Concessionaire/Consultant shall not be entitled for any
compensation on this account.

Subject to full satisfaction of the Principal, the exclusion of the
Bidder/Contractor/Concessionaire/Consultant could be revoked by the Principal if the
Bidder/ Contractor/Concessionaire/Consultant can prove that he has restored/recouped the
damage caused by him and has installed a suitable corruption prevention system in his
organization.

Article — 4: Compensation for Damages

1.

If the Principal has disqualified the Bidder(s) from the tender process prior to the award
according to Arcticle-3, the Principal shall be entitled to forfeit the Earnest Money Deposit/
Bid Security or demand and recover the damages equivalent to Earnest Money Deposit/ Bid
Security apart from any other legal right that may have accrued to the Principal.

In addition to above, the Principal shall be entitled to take recourse to the relevant provisions
of  the contract related to Termination of  Contract due to
Contractor/Concessionaire/Consultant’s Default. In such case, the Principal shall be entitled
to forfeit the Performance Bank Guarantee of the Contractor/ Concessionaire/ Consultant
and/or demand and recover liquidated and all damages as per the provisions of the
contact/Concession agreement against Termination.

Article — 5: Previous Transgression

1.

The Bidder declares that no previous transgression occurred in the last 3 years immediately
before signing of this integrity pact with any other Company in any country conforming to
the anticorruption/Transparency International (TI) approach or with any other Public Sector
Enterprise/Undertaking in India or any Government Department in India that could justify
his exclusion from the Tender process.

If the Bidder makes incorrect statement on this subject, he can be disqualified from the
tender process or action for his exclusion can be taken as mentioned under Article-3 above
for transgression of Article-2 and shall be liable for compensation for damages as per
Article-4 above.

Article — 6: Equal treatment of all Bidders/ Contractors/ Concessionaires/ Consultants/
Subcontractors

1.

The Bidder(s)/Contractor(s)/Concessionaire(s)/Consultant(s) undertake(s) to demand from
all sub-contractors a commitment in conformity with this integrity Pact, and to submit it to
the Principal before contract signing.

The Principal will enter into agreements with identical conditions as this one with all
Bidders/Contractors/Concessionaire/Consultant and Subcontractors.

The Principal will disqualify from the Tender process all Bidders who do not sign this Pact
violate its provisions.

Article — 7: Criminal charges against violating Bidder(s)/ Contractor(s)/ Concessionaire(s)/
Consultant(s)/ Sub-contractor(s)
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If the Principal obtains knowledge of conduct of a Bidder/ Contractor/ Concessionaire/ Consultant

or Subcontractor, or of an employee or a representative or an associate of a Bidder/ Contractor/
Concessionaire/ Consultant or Subcontractor, which constitutes corruption, or if the Principal has
substantive suspicion in this regard, the Principal will inform the same to the Chief Vigilance
Officer.

Article — 8: Independent External Monitor (IEM)

1.

The Principal appoints competent and credible Independent External Monitor for this Pact
after approval from Central Vigilance Commission. The task of the Monitor is to review
independently and objectively, whether and to what extent the parties comply with the
obligations under this agreement.

The Monitor is not subject to instructions by the representatives of the parties and performs
his functions neutrally and independently. He reports to the CMD, RailTel.

The Bidder/Contractor/Concessionaire/Consultant accepts that the Monitor has the right to
access without restriction to all Project documentation of the Principal including that
provided by the Bidder/ Contractor/ Concessionaire/ Consultant. The Bidder/ Contractor/
Concessionaire/ Consultant will also grant the Monitor, upon his request and demonstration
of a valid interest, unrestricted and unconditional access to his Project documentation. The
same is applicable to Subcontractors.

The Monitor is under contractual obligation to treat the information and documents of the
Bidder(s)/Contractor(s)/Subcontractors(s) with confidentiality. The Monitor has also signed
on ‘Non-disclosure of Confidential Information’ and of ‘Absence of Conflict of Interest’. In
case of any conflict of interest arising at a later date, the IEM shall inform CMD, RailTel
and recuse himself/herself from that case.

The Principal will provide to the Monitor sufficient information about all meetings among
the parties related to the Project provided such meetings could have an impact on the
contractual  relations  between the Principal and the  Bidder/Contractor/
Concessionaire/Consultant. The parties offer to the Monitor the option to participate in such
meetings.

As soon as the Monitor notices, or believes to notice any transgression as given in Article- 2,
he may request the Management of the Principal to take corrective action, or to take relevant
action. The monitor can in this regard submit non-*binding recommendations. Beyond this,
the Monitor has no right to demand from the parties that they act in a specific manner,
refrain from action or tolerate action.

The Monitor will submit a written report to the CMD, RailTel within 8-10 weeks from the
date of reference or intimation to him by the Principal and, should the occasion arise, submit
proposals for correcting problematic situations.

If the Monitor has reported to the CMD, RailTel, a substantiated suspicion of an offence
under relevant IPC/PC Act or any other Statutory Acts, and the CMD, RailTel has not,
within the reasonable time taken visible action to proceed against such offence or reported it
the Chief Vigilance Officer, the Monitor may also transmit this information directly to the
Central Vigilance Commissioner.

The word 'Monitor' would include both singular and plural.

Article — 9: Pact Duration
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This Pact begins when both parties have legally signed it. It expires for the Contractor/Consultant

12 months after his Defect Liability Period is over or 12 months after his last payment under the
contract whichever is later and for all other unsuccessful Bidders, 6 months after this Contract has
been awarded (In case of BOT projects). It expires for the concessionaire 24 months after his
concession period is over and for all other unsuccessful Bidders 6 months after this Contract has
been awarded. Any violation of the same would entail disqualification of the bidder and exclusion
from future dealings.

If any claim is made/lodged during this time, the same shall be biding and continue to be valid
despite the lapse of this pact as specified above, unless it is discharged determined by CMD of
RailTel.

Article — 10: Other Provisions

1. This pact is subject to Indian Law, Place of performance and jurisdiction is the Registered
Office of the Principal, i.e. New Delhi.

2. Changes and supplements as well as termination notices need to be made in writing.

3. If the Bidder/Contractor/Concessionaire/Consultant is a partnership or a Joint Venture
partner, this pact must be signed by all partners or members.

4. Should one or several provisions of this agreement turn out to be invalid, the reminder of
this agreement remains valid, in this case, the parties will strive to come to an agreement to
their original intentions.

5. [Issue like warranty / Guarantee etc. shall be outside the purview of IEMs.

6. In the event of any contradiction between the Integrity Pact and its Annexure, the clause in
Integrity Pact shall prevail.

7. Any dispute/differences arising between the parties with regard to term of this Pact, any
action taken by the Principal in accordance with this Pact or interpretation thereof shall not
be subject to any Arbitration.

8. The actions stipulated in the integrity Pact are without prejudice to any other legal action
that may follow in accordance with the provisions of the extant law in force relating to any
civil or criminal proceedings.

In witness whereof he parties have signed and executed this pact at the place and date first done
mentioned in the presence of following witnesses:-
(For & On behalf of the (Principal) (For & On behalf of Bidder/Contractor/

Concessionaire/Consultant)

Place:
Date:

Witness 1:

Witness 2:
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Annexure 8: Back to Back Compliance Certificate

(To be submitted by Bidder and all members of consortium)

To

Deputy General Manager/ Marketing

RailTel Corporation of India Ltd

Western Railway Microwave Complex

Senapati Bapat Marg, Near Railway Sports Ground
Mahalaxmi, Mumbai — 400013

Sub: Complete back to back Compliance Certificate

Ref: 1) Eol Number: Dated:

2) Tender No: DRM-SnT-ADI-Tele050f25-26, Dt.11/06/202 and all of its addendums/ corrigendum’s
& published documents.

Dear Sir,

Considering reference 1 & 2 we would like to declare that we have read and understood the
Eol, its corrigendum and any other documents/its addendums/corrigendum referred in this Eol
thoroughly. We would like to give you our back to back compliance for all the tender terms and
conditions, clauses, timelines, deliverables and anything explicitly mentioned in the Eol, its
corrigendum and any other documents/its addendums/corrigendum referred in this Eol.

Signature of Authorized Signatory (with official seal)
Name :

Designation

Address

Telephone and Fax

E-mail address
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Annexure 9: Performance Bank Guarantee Format

(For a sum of x% of the value of the contract as per RailTel’s end customer RFP/tender)
(Stamp Duty to be confirmed by RailTel in co-ordination with RailTel’s Legal Department)

Ref. No.
Date
Bank Guarantee No.

To
<Insert complete postal address>

THIS INDENTURE made this <current date> day of <current Month> 2024, BETWEEN THE
<Bank Name>, a Company incorporated and registered under the Indian companies act, 1913 and
deemed to exist within the companies Act 1956, and governed by the Banking Regulation Act, 1949
and having its registered office at <Address>, and its corporate office at <Address>, India and
having one of its Branch Office at <Mumbai Branch Office> (hereinafter referred to as “the Bank”
which expression shall be deemed to includes its successors and assigns) of the first part and
<Bidders Company Name> a company incorporated under the Indian Companies Act 1956 having
its Registered Office at <Address>, Corporate Office at <Address> and its Regional Office at
<Mumbai Office Address> (hereinafter referred to as ‘the Contractor/s’) of the second part and
RailTel Corporation of India Ltd (hereinafter referred to as ‘RailTel’) of the third part WHEREAS
the Contractor/s have submitted to RailTel Eol/Quotation for the execution of Procurement,
Installation, Commissioning and Management of SDWAN for MSEDCL Field Offices up to
Subdivision level vide <Eol No> Dated <Date of Eol> and the terms of such
Eol/Tender/Quotation/contract require that the Contractor/s shall deposit with RailTel as the
security a sum of Rs. <Amount>/- (in figures and words<in words> only Including all Taxes and
contingencies and any other costs mentioned as per LOI and RailTel Terms)AND WHEREAS if
and when any such Eol/Tender/Quotation is accepted by RailTel the contract to be entered into in
furtherance thereof by the Contractor/s will provide that such deposit shall remain with and be
appropriated by RailTel towards the security deposit to be taken under the contract and be
redeemable by the Contractors/ if they shall duly and faithfully carry out the terms and provision of
such contract and shall duly satisfy all claims properly chargeable against them there under AND
WHEREAS the Contractor/s are constituents of the Bank and in order to facilitate the keeping of the
accounts of the Contractor/s, the Bank with the consent and concurrence of the Contractor/s has
requested RailTel to accept the Guarantee of the Bank hereinafter contained, in place of the
Contractor/s depositing with RailTel the said sum as security as aforesaid AND WHERE AS
accordingly <Bank Name>has agreed to accept claim from RailTel upon demand in writing,
whenever required by him, from time to time upto <Date (contract period + 3 months)> so to do, a
sum not exceeding in the whole Rs. <Amount>/- (in figures and words <in words> only incl of Tax)
under the terms of the said Eol/Tender/Quotation and/ or the Contract. The Bank Guarantee is valid
up to<Date (contract period + 3 months)>.

Notwithstanding anything what has been stated above, <Bank Name> liability under the
above guarantee is restricted to Rs. <Amount>/- (in figures and words <in words>only incl of Tax)
and guarantee shall remain in force up to <Date (contract period + 3 months)> unless the demand or
claim under this guarantee is made on us and we receive in writing on or before <Date (contract
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period + 3 months)> all your rights under the above guarantee shall be forfeited and we shall be

released from all liabilities under the guarantee thereafter whether or not the original bank guarantee
is returned to us.

In witness whereof the Bank, through its authorized Officer, has set its hand and stamp on this
......... day of 2022 at ...............

For <Bank Name> For<Company Name>

Authorized Signatories Authorized Signatories

EMP No. EMP No.
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Annexure 9 Price bid as per the format of the Tender

Annexure 10 -BOQ for EOI by MIDC RFP Reference No. IT Cell/E-Tender/P260503
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Disclaimer

The information contained in this Request for Proposal document (“RFP”, “tender”, or “bid document”),
whether provided herein or subsequently provided to the bidders (“VVendor/ Firm/ Agency”) verbally or in
documentary form by the Maharashtra Industrial Development Corporation (MIDC) (hereinafter referred to
as “the Department”), or by any of its employees or advisors, is provided to the Bidders on the terms and
conditions set out in this RFP document.

This RFP is not an agreement and does not constitute an offer or invitation to any party. The purpose of this
RFP is to provide the Bidders, or any other person, with information to enable them to prepare their proposal
(“Bid”). This RFP includes statements that reflect various assumptions and assessments arrived at by the
Department in relation to the scope of the project. Such assumptions, assessments, statements, and information
contained in the RFP documents are made in consideration of the intended objectives of the project and may
not be complete, accurate, or adequate. The information provided in this RFP document is not intended to be
an exhaustive account of statutory requirements and should not be regarded as a complete or authoritative
statement of law. The Department accepts no responsibility for the accuracy of, or any interpretation or opinion

on, the scope of the project expressed herein.

The Department, its employees, and its advisors make no representation or warranty and shall incur no liability
to any person, including any Bidder, under any law, statute, rules, or regulations, or in tort, including the
principles of restitution or unjust enrichment, or otherwise, for any loss, cost, expense, or damage that may

arise from, or be incurred or suffered on account of, anything contained in this RFP or otherwise.

The Department also accepts no liability of any nature whatsoever, whether resulting from negligence or
otherwise, howsoever caused, arising from reliance by any Bidder upon the statements contained in this RFP.
The Department may, in its absolute discretion, but without being under any obligation to do so, amend or

supplement the information contained in this RFP.

The issuance of this RFP document does not imply that the Department is bound to select a Bidder or to
appoint the Selected Bidder (as defined hereinafter) for execution, and the Department reserves the right to

reject all or any of the Bidders or Bids without assigning any reason whatsoever.

The Bidder shall bear all costs associated with or relating to the preparation and submission of its Bid,
including but not limited to costs incurred for preparation, copying, postage, delivery fees, travel, consulting
expenses associated with any demonstrations or presentations that may be required by the Department, and
any other costs incurred in connection with or relating to its Bid. The Department shall not be liable in any

manner whatsoever for such costs, regardless of the conduct or outcome of the selection process.
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Invitation to the bidders

To:

Prospective Bidders

The Maharashtra Industrial Development Corporation (MIDC), Maharashtra State, Mumbai (also referred to
as “The Department” or “Department” in this document) invites technical and commercial offers for the
advertised tender. The bidders shall follow the procedure described on e-Tendering website

(https://mahatenders.gov.in/nicgep/app) for completing their responses and for further final submissions. For

further details about the e-Tendering procedure and its requirements, refer manual available on the e-

Tendering website.

The tender document will be available on e-Tendering website and may be downloaded by the interested
bidders. The bidders are required to submit the tender fee and EMD online on or before the last date of bid

submission through e-tendering website (https://mahatenders.gov.in/nicgep/app) without which bid shall be

considered incomplete & non-responsive and hence shall not be considered for evaluation. The tender fee shall

be non-refundable.

The Department reserves the right to accept or reject or cancel any bid or relax any part of the tender document
without assigning any reason thereof. Important information about the bid is given in Bid Control Sheet

Section.

Mabharashtra Industrial Development Corporation,

Maharashtra, Mumbai.
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Abbreviations

Below is the list of Abbreviations used in this RFP document:;

Abbreviation ‘ Description |

AD Active Directory

AES Advanced Encryption Standard

ATP Advanced Threat Protection

BEC Bidder’s Evaluation Committee
BG Bank Guarantee

BoQ Bill of Quantities
CA Contract Agreement

DKIM DomainKeys Identified Mail

DLP Data Loss Prevention

DMARC Domain-based Message Authentication, Reporting, and Conformance

DNS Domain Name System
DR Disaster Recovery

EMD Earnest Money Deposit

EOP Exchange Online Protection
Gol Government of India

GST Goods and Services Tax

HoD Head of Department
ICT Information and Communication Technology
ISO International Organization for Standardization

IT Information Technology

LDAP Lightweight Directory Access Protocol

LOA Letter of Acceptance
Lol Letter of Intent

MIDC Maharashtra Industrial Development Corporation
MX Mail Exchange

NEFT National Electronic Funds Transfer

NOCs No Objection Certificate
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Abbreviation

Description

O&M Operations and Maintenance
OEM Original Equipment Manufacturer
OTP One-Time Password

PAN Permanent Account Number

PBG Performance Bank Guarantee
PMC Project Management Consultant
PQ Pre-Quialification

QCBS Quality cum cost-based selection
RFP Request for Proposal

RTGS Real Time Gross Settlement
SA Selected Agency

SaaS Software as a Service

SLA Service Level Agreement

SMTP Simple Mail Transfer Protocol
SPF Sender Policy Framework

T&C Terms and Conditions

TAN The Tax Deduction and Collection Account Number
TLS Transport Layer Security
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Definitions
Sr | Terms Meaning
No
1 Bid Process Process of selection of the successful bidder through competitive
bidding and includes submission of proposals, scrutiny and
evaluation of such bids as set forth in the RFP.
2 Bid / Proposal Proposal submitted by the Bidder(s) in response to this RFP in

accordance with the provisions hereof including Technical
Proposal and Price Proposal along with all other documents
forming part and in support thereof as specified in this RFP.

3 Completion Certificate / The Go-live or Completion certificate issued by the competent
Go-Live Certificate authority.

4 Deadline for Submission of Last date and time for receipt of Bids as set forth in this RFP or
Bids / Proposal” OR such other date / time as may be decided by MIDC in its sole
“Proposal Due Date / Bid discretion and notified by dissemination of requisite information.
Due Date”

5 Letter of Acceptance or The letter issued by MIDC to the Successful Bidder to undertake
LOA and execute the project in conformity with the terms and

conditions (T&C) set forth in the RFP and any subsequent
amendments thereof.
6 | Performance Guarantee or The Bank Guarantee furnished by a successful bidder as per terms
Security Deposit and conditions of this RFP.
7 RFP or Tender This RFP document which comprises of the following sections:
Disclaimer, Scope of Work, Instruction to Bidders, Proposal
Evaluation, Draft License Agreement, Service Level Agreement,
Forms of Bid which include any applicable Appendix thereto.

8 | Selected Bidder The Bidder who has emerged as preferred bidder in terms of this
RFP and has been issued the Work Order / Letter of Acceptance
(LoA) by MIDC and awarded the work under this RFP.

9 | Total Contract Value (TCV) | The total cost of a contract over its entire duration as agreed

during the time of contract signing.
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MAHARASHTRA INDUSTRIAL DEVELOPMENT
CORPORATION
(A GOVERNMENT OF MAHARASHTRA UNDERTAKING)

o i 1 Udyog Sarathi, MIDC, Mahakali Caves Road, Andheri

VI XD CY (East), Mumbai- 400093.

E-Tender Notice No. IT Cell/E-Tender/ P260503

Main Portal: https://mahatender.gov.in

Online electronic bids are invited by The GM IT, IT Department, on behalf of the Maharashtra

Industrial Development Corporation, from bidders with proven experience in executing similar works as

mentioned below. Tender documents are available for online bid preparation and submission on the above-
mentioned website from 15.04.2026 to 07.05.2026.

Description Start date End date
& Time for & Time for
online Bid online Bid
Downloading Submission
1 RFP for Rs. 1,20,000 | Rs.12,00,000/- | 15/04/2026 07/05/2026
Implementation of 05:00 PM 04:00 PM
Cloud-based

Enterprise Email
Solution with Email
Security, Data
Protection and Backup
Services for MIDC

a) Additional details regarding e-tendering process are available in tender document on above portal.
b) Bidder can seek clarification through email within 7 days from the date of bid publishing

¢) For any bidding portal technical related query please E-Mail- support- gmit@midcindia.org

sd/-
The General Manager,
IT Cell, MIDC Udyog Sarathi,
Mahakali Caves Road,
Mumbai-400093
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RFP for Implementation of Cloud-based Enterprise Email Solution with Email Security, Data Protection & Backup Services for MIDC

MAHARASHTRA INDUSTRIAL DEVELOPMENT
CORPORATION
(A GOVERNMENT OF MAHARASHTRA UNDERTAKING)

PTG o A Udyog Sarathi, MIDC, Mahakali Caves Road, Andheri

WW (East), Mumbai- 400093.

§ fafaer F=ar & 1T Cell/E-Tender/ P260503
THhdEAS: https://mahatender.qov.in

HERTE IAeNTd fAhTa Fermes , IETS! Wieh Salasedl BTHTATS! Toid YhRT BT
3IHd G BATCER Iid g § AT AT 3med. § Mfdar drre v f&Hieh 9y.08.30¢ o

009.04.20%¢, TTHTHTINT TS ThaRdwaR IS ITed.

Start date End date

& Time for & Time for

online Bid online Bid
Downloading Submission

Description

1 RFP for Rs. 9,20,000 | Rs. 93,00,000/- | 94/0%/Q03§ 0l9/04/Q03¢,

Implementation of . .
Cloud-based 04:00 PM 0g:00 PM

Enterprise Email
Solution with Email
Security, Data
Protection and
Backup Services
for MIDC

a) 5- (AIfaeT daeh erftrRad A1fec TWIe AhaIBIEaR UG 3T
b) FfI=T TepTRTd THRUaT=T TREZT 1 fTATd AR § HS §IN TIE [HR YT A 3Tl

¢) - AT nferaddel s MaRvIRIES! $-F&-gmit@midcindia.org

sd/-
The General Manager,
IT Cell, MIDC Udyog Sarathi,
Mahakali Caves Road,
Mumbai-400093
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Bid Control Sheet

This RFP Document is being published by the MIDC for Selection of Agency for Implementing Cloud-based

Enterprise Email Solution with Email Security, Data Protection and Backup Services for MIDC. Bidder

agencies are advised to study this RFP document carefully before submitting their proposals in response to the

RFP Notice. Submission of a proposal in response to this notice shall be deemed to have been done after

careful study and examination of this document with full understanding of its terms, conditions, and

implications. This RFP document is not transferable. Below are the important details:

Sr No

1.

Information

Project Name/ Name of Work

Details

Tender for Selection of Service Provider for Implementing
Cloud-based Enterprise Email Solution with Email Security,
Data Protection and Backup Services for MIDC
* Kindly refer tender document for entire scope

2. Tender Inviting Agency General Manager (IT), Maharashtra Industrial
Development Corporation
3. Tender Reference No. IT Cell/ E Tender/P260503
4, Contact Person Name and General Manager (IT) - Email To be sent on
Number for bid query gmit@midcindia.org up to 24/04/2026 5:00 PM (as per Prebid
queries format provided in Annexure XII of this RFP)
5. Availability of RFP 15/04/2026 from 05:00 PM To 07/05/2026 up to 04:00 PM
Documents (to be downloaded from the MahaTenders site
https://mahatenders.gov.in ).
6. Period of Contract 2 years and 2 Months + 1 Year extendable from the date of
Work Order
7. Tender Type Open
8. Tender Fee Rs. 1,20,000/- (Rupees One Lakh Twenty Thousand Only)
(Non-Refundable) payable online on MahaTender Portal Only (Non-refundable)
0. Bid Security Rs. 12,00,000/- (Rupees Twelve Lakhs Only)
(Earnest Money Deposit) payable online on MahaTender Portal Only
10. | Date of Issuance of RFP 15/04/2026 from 05:00 PM
11. | Last Date for Submission of To be sent on gmit@midcindia.org up to 24/04/2026, 05:00 PM

Pre-Bid Queries

(as per Prebid queries format provided in Annexure XII of this
RFP in Excel )
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Sr No

Information

Details

12. | Pre-Bid Meeting 27/04/2026, 12:00 PM (Online) , Meeting Link -
Time, Date and Venue https:/midcl.webex.com/midc1/j.php?MTID
=mc24375e392e2ec216b5980908ac84f1f
Maharashtra Industrial Development Corporation,
Udyog Sarathi, Marol Industrial Area, Mahakali Caves Road,
Andheri (East), Mumbai — 400093
13. | Last date and time (deadline) 07/05/2026 up to 4:00 PM @ MahaTender website.
for Submission of Proposal
14. | Date of Tender Opening 08/05/2026 up to 4:00 PM @ MahaTender website.
15. | Date, time, and venue To be informed to the qualified bidders post Pre-qualification
Technical Presentations of evaluation
Qualified Bidders
16. | Place of Tender Opening Maharashtra Industrial Development Corporation,
Udyog Sarathi, Marol Industrial Area, Mahakali Caves Road,
Andheri (East), Mumbai — 400093
17. | Bid validity period 180 days from the last date of bid submission
18. | Bid Security/ Earnest Money 180 days from the last date of bid submission
Deposit Validity Period
19. | Currency Currency in which the Bidders may quote the price and will
receive payment is INR only.
20. | Language of Bid Submission Proposals should be submitted in English only.
Note:

a) The above dates, time and venue may be altered by the Purchaser at its sole discretion after giving

b)

prior notice to the Bidders. The information provided in the above control Sheet is further elaborated

in the subsequent sections of this RFP. Information provided in the control Sheet, and subsequent

sections of this RFP are to be read in conjunction and are to be interpreted harmoniously.

The Bidding process shall be conducted in an online MahaTender manner. Please visit

https://mahatenders.gov.in/nicgep/app for further details regarding the MahaTender process.

c) All the notification & detailed terms and conditions regarding this tender notice hereafter will be

published online on web site https://mahatenders.gov.in/nicgep/app
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RFP for Implementation of Cloud-based Enterprise Email Solution with Email Security, Data Protection & Backup Services for MIDC

1. Project Objective

Maharashtra Industrial Development Corporation (MIDC) seeks a qualified and experienced service
provider to implement a cloud-based Enterprise Email Solution encompassing Email Security, Data
Protection and Backup Solutions for Email. This unified platform should support multiple mailbox
configurations with scalable storage options to meet the organization’s diverse needs and form the core of

MIDC’s communication and collaboration infrastructure.

The solution must include advanced security features such as anti-spam, anti-malware, antivirus, and zero-
day threat defense to ensure a secure email environment. Robust data protection and backup capabilities

for email are critical for reliable data preservation and rapid recovery.

Seamless migration from existing systems, integration with Active Directory, and enforcement of
organizational email policies, deliverability, and centralized management are essential. To boost
productivity, the solution should also offer a unified collaboration ecosystem, including Single Sign-On,

shared drives, video conferencing, document management, calendar sharing, and archival storage.

MIDC requires a comprehensive Endpoint Data Protection and Endpoint Backup Solution. This will
secure and back up data across various endpoints, complementing the Enterprise Email Solution and

ensuring holistic data security and business continuity.

The proposed solutions must be supported by 24x7 remote monitoring and support services with prompt
incident response, alongside structured user adoption and training programs to maximize efficiency and

user satisfaction.
By deploying these integrated solutions, MIDC aims to build a resilient, secure, and future-ready

communications and data protection infrastructure that safeguards critical assets, ensures regulatory

compliance, and enhances overall organizational productivity.
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2. Project Background

Email is an essential communication tool for MIDC, with users spending more time on email than on telephone
calls, instant messaging, or other communication channels combined. It continues to serve as the primary
medium for content exchange across the department. Currently, MIDC utilizes Microsoft Outlook through
multiple subscription plans, each varying in storage allocation and drive capabilities, to address diverse user
requirements. After the project execution and completion of the current engagement MIDC seeks to adopt a
unified and optimized email solution that aligns more effectively with the evolving needs of its workforce.

This document highlights the key considerations critical to MIDC and provides a framework to guide the
selection of the most suitable email platform going forward.

A) Existing Solution:

MIDC is presently using Microsoft Office 365 for official email communication, Currently, the provision of
email services to MIDC users is managed by a System Integrator (SI) appointed through a tender process for
approximately 1,500 users.

Description

1 Email Solution — Exchange Online Plan -1 Type 1 Basic (50 GB) Nos 1200
2 Email Solution — Exchange Online Plan -2 Type 2 Basic (100 GB) Nos 200
3 Email Solution — Office 365 E1 (50 GB) Nos 50
4 Email Solution — Office 365 E3 Type 4 Advance (100 GB) Nos 50
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3. Instructions To Bidders

3.1 General Instructions

a)

b)

9)

h)

)

K)

The RFP document can be downloaded from the e-tendering portal at:

http://mahatenders.gov.in/nicgep/app

Bidder agencies are advised to carefully study this RFP document and all annexures before submitting
their proposals in response to the RFP notice. Submission of a proposal, along with all required data
and annexures, shall be deemed to have been made after careful study and examination of this
document, with full understanding of its terms, conditions, and implications. This RFP document is
non-transferable.

The submission of the Bid shall be made online only, as per the prescribed norms. Detailed
information regarding the bid submission process can be obtained from the e-tendering website:

http://mahatenders.gov.in/nicgep/app

Bidding agencies are advised not to submit a signed and stamped copy of the RFP document along
with the bid response.

The response to this bid document must be full and complete in all respects. Failure to furnish all
required information, or submission of a proposal that is not substantially responsive to the
requirements of this RFP, may result in rejection of the Bid.

The Bidder shall ensure that all submitted documents are clear and readable. Any unreadable
document shall be treated as null and void, and only the remaining readable documents shall be
considered for evaluation. The decision of the Bid Evaluation Committee in this regard shall be final
and binding on all Bidders.

Only those Bidders who satisfy the Pre-Qualification criteria specified in Section 9 of this RFP shall
be considered for further technical and commercial evaluation by the Department.

Submission of all forms provided in the Annexures is mandatory.

Possession of a valid Digital Signature Certificate (DSC) is a prerequisite for online bid submission.
The Department shall not be responsible for any delay or technical issues faced by the Bidder(s) during
online submission. Bidders are advised to submit their bids well in advance to avoid delays due to
such issues.

The Bidder shall be responsible for all costs incurred in connection with participation in this bidding
process, including but not limited to costs incurred for meetings, discussions, presentations,
preparation and submission of the proposal, and provision of any additional information required by
the Department. The Department shall not, under any circumstances, be responsible or liable for such
costs, regardless of the conduct or outcome of the bidding process.

All materials submitted by the Bidder shall become the property of the Department and may be

returned at the sole discretion of the Department.
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I) Allterms and conditions of this RFP and its subsequent documents shall be binding on the successful
Bidder.

m) The Bidder or its representatives shall not contact Department officials for issues related to EMD
submission or return, DSC functionality, the e-tendering website, or document uploads. The

Department shall not be held responsible for any such issues.
3.2 Bidder’s Authorized Signatory

a) The Proposal shall be accompanied by an appropriate Board Resolution or Power of Attorney in the
name of the authorized signatory of the Bidder, stating that such person is duly authorized to execute
documents and undertake all activities associated with the Bidder’s Proposal. A copy of the same, in
the format prescribed under Annexure 1V, shall be uploaded in the relevant section / folder on the
MahaTender portal.

b) Further, the response to this RFP must be submitted online after being duly signed by an authorized

representative of the bidding entity.
3.3 Duration of The Project

a) The project duration shall be 2 years and 2 Months, with a provision for extension of one (1)
additional year, subject to the Department’s regulations and the satisfactory performance of the
agency, with costs remaining consistent during the extension period as per the price quoted in the
commercial bid.

3.4 Consortium Conditions

a) A Bid may be submitted by a consortium of firms. The consortium shall consist of no more than two
(2) parties, comprising one (1) Lead Bidder and up to one (1) consortium member. The Bidders shall
not have any conflict of interest that affects the bidding process. Any Bidder found to have a conflict
of interest shall be disqualified. A Bidder shall be deemed to have a conflict of interest affecting the
bidding process if any constituent of one Bid is also a constituent of another Bid.

b) The Lead Bidder shall be responsible for the following:

i.  Overall project management and coordination of the Consortium Member forming part of the
proposal, and for the delivery of all products and services in accordance with the terms and
conditions of the Contract and as per the timelines mentioned. Taking timely review of the
consortium member and brief the project status to MIDC

ii.  Supply, delivery, installation, and commissioning of all products and services submitted under
the Proposal.
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c)

d)

9)

h)

iii.  Participation in the tender process, execution and signing of all documents related thereto, up
to and including the signing of the Agreement, and fulfilment of all contractual obligations
thereafter, in the event of award of the Contract.

iv.  Establishment, operation, and maintenance of the complete solution for MIDC on a turnkey
basis, including warranty and Comprehensive Annual Maintenance Contract (AMC)
obligations.

Bids submitted by a consortium shall also comply with the following requirements:

i.  The Lead Bidder shall be authorized to incur liabilities and receive instructions for and on behalf
of all Consortium Member. The entire execution of the Contract, including invoicing and receipt
of payments, shall be carried out exclusively with the Lead Bidder.

ii.  The Lead Bidder shall not be a Consortium Member in any other bid submitted against this
RFP.

iii.  Any firm that is not a Lead Bidder for this RFP shall not participate as a Consortium Member
in more than one bid submitted in response to this RFP.

iv.  Internal arrangements among the Consortium Members shall be at the discretion of the Bidder.
However, it shall be the sole responsibility of the Lead Bidder to ensure that all Consortium
Members comply with all clauses and requirements of this RFP. Failure to ensure such
compliance may result in disqualification of the Bid.

The validity of the Consortium Agreement entered into between the Lead Bidder and the Consortium

Member shall remain effective for the entire duration of the Contract, including any extension period,

as specified in this RFP. The Consortium Agreement shall be irrevocable for the said period and shall

include a clause nominating the Lead Bidder to act on behalf of the Consortium Member.

Notwithstanding the above, both the Lead Bidder and the Consortium Member shall be jointly and

severally responsible for the satisfactory execution and performance of the Contract. An irrevocable

affidavit, duly notarized and executed on appropriate non-judicial stamp paper, shall be
submitted, undertaking joint and several responsibilities for all contractual obligations
throughout the Contract period.

The Department reserves the right to approve the Consortium Agreement and may require

amendments to the agreement between the Lead Bidder and the Consortium Member, as deemed

necessary.

The Lead Bidder shall be the single point of contact for all communications and queries related to

contractual obligations under this RFP.

The Lead Bidder shall be fully responsible for the quality, performance, and delivery of services

provided by the Consortium Member.

Under no circumstances shall the Department be held responsible for any issues, disputes, or concerns

arising between the Lead Bidder and the Consortium Member.
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i) In the event of any legal dispute or disagreement between the Lead Bidder and the Consortium
Member, it shall be the sole responsibility of the Lead Bidder to ensure uninterrupted and smooth
execution of all activities defined in the Scope of Work.

k) The Lead Bidder shall not, under any circumstances, replace or change the Consortium Member

without the prior written consent and approval of MIDC.

3.5 Tender Form and Tender Fee

a) The tender documents are available on the Government of Maharashtra e-Tendering portal at

https://mahatenders.gov.in/nicgep/app.

b) The Bidder shall fill in the Tender details in the prescribed online format and upload the required
information on the portal.

c) Additionally, the Bidder shall download the Tender application form and other documents, duly fill
it, and upload a scanned copy of the completed form along with all required supporting documents.

d) The blank Tender forms shall be available for download only after online payment of the Tender fee
amounting to X1,20,000 (Rupees One Lakh Twenty Thousand only), inclusive of GST. The Tender

fee shall be paid in Indian Rupees only and shall be non-refundable.

3.6 Earnest Money Deposit (EMD) and Performance Bank Guarantee (PBG)

A) Earnest Money Deposit (EMD)

a) Earnest Money Deposit (EMD) is Rs. 12,00,000/- (Rupees Twelve Lakhs Only) and should be
deposited online as per the instructions on the e-Tendering website.

b) The EMD of all non-responsive bids shall be returned to the bidders automatically only after the Letter
to Commence the Work is issued to the successful bidder or in case of cancellation of the tender by
the department.

c) The EMD amount is interest-free and will be refunded to the unsuccessful bidders without any accrued
interest.

d) Bidders should ensure that payment of the EMD is made prior to the last date of bid submission as per
the Tender Schedule, considering the bank’s clearing process lead time, to ensure seamless
submission.

e) EMD shall be forfeited in the following cases:

i.  Ifabidder withdraws its bid during the period of bid validity.
ii. In the case of a successful bidder, if the bidder fails to sign the contract or furnish the
Performance Bank Guarantee.
ili.  Exemption from submitting the EMD will be given to MSME agencies.
iv.  During the bid process, if a bidder indulges in any deliberate act that would jeopardize or

unnecessarily delay the process of bid evaluation and finalization.
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f)

9)

v.  During the bid process, if any information is found to be wrong, manipulated, or concealed in
the bid.
The decision of the department regarding forfeiture of the EMD and rejection of the bid shall be final
and shall not be called into question under any circumstances.

The EMD shall be refunded to the successful bidder upon receipt of the Performance Bank Guarantee.

B) Performance Bank Guarantee (PBG)

a)

b)

9)

h)

The successful bidder shall, at its own expense, deposit with the Department an unconditional and
irrevocable Performance Bank Guarantee (PBG) from a Scheduled / Nationalized Bank for 5% of the
contract value / bid value of the successful bidder within 15 days of issue of work order and before
signing of the contract. The validity of the PBG shall be six (6) months beyond the expiry of all
contractual obligations. The PBG format is provided in Annexure XIII.
The indicative conditions in which the PBG of the successful bidder may be forfeited are:

i.  Failure to commence the work within three (3) weeks from the date of issue of the Work Order.

ii.  Non-compliance with the terms and conditions of the RFP.
The PBG may be discharged / returned by the Department upon being satisfied that there has been
due performance of the obligations of the bidder under the contract. However, no interest shall be
payable on the PBG.
The PBG of the successful bidder shall be discharged upon the bidder signing the contract, in the form
and manner satisfactory to the Department, within the stipulated time.
In the event of the bidder being unable to service the contract for any reason whatsoever, the
Department shall invoke the PBG. Notwithstanding and without prejudice to any rights of the
Department under the contract, the proceeds of the PBG shall be payable to the Department as
compensation for any loss resulting from the bidder’s failure to fulfil its obligations under the contract,
as specified in this document.
The Department shall notify the bidder in writing of the exercise of its right to receive such
compensation within twenty (20) days, indicating the contractual obligation(s) in default.
The Department shall also be entitled to recover from the bidder’s bills, PBG, or any other amount
due to the bidder, the equivalent value of any payment made due to inadvertence, error, collusion,
misconstruction, or misstatement.
In the event that SLA penalties become payable in an amount exceeding the balance of payments
remaining under the Contract (including any extension period, if granted), the Purchaser/Client shall
be entitled to recover such excess SLA penalties from the Performance Bank Guarantee (PBG). Where
the remaining amount payable under the Contract and any extension period is insufficient to fully set
off the SLA penalties, the shortfall may be deducted and realized from the PBG, and the lead bidder

shall, upon written demand, forthwith replenish or restore the PBG to its original value within 30 days.
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3.7 Pre-Bid Meeting

a) The Department will host a Pre-Bid Meeting for queries (if any) from prospective bidders. The date,
time, and venue of the meeting are provided in the Bid Control Sheet. The purpose of the pre-bid
meeting is to provide a forum for bidders to clarify their doubts and seek clarifications or additional
information necessary for the submission of their bids.

b) All enquiries from bidders related to this bid document must be submitted to the designated contact
person, as mentioned in the Bid Control Sheet, via email. Queries must be submitted strictly in the
format provided in Annexure XII.

c) Queries submitted after the above-mentioned deadline, or not adhering to the prescribed format, may
not be responded to. All responses to the queries (clarifications / corrigenda) shall be made available

on the e-Tender website: http://mahatenders.gov.in/nicgep/app.

3.8 Submission of Bids

a) RFP response documents are to be prepared & submitted online as per instructions of e-tendering and
to be uploaded on web site, digitally signed wherever necessary. The detailed step by step procedure
for uploading the response documents, required RFP papers, which are available on the e-Tendering

portal of Govt. of Maharashtra http://mahatenders.gov.in Bidders have to follow the instructions

given on the above web site for filling up response online.

b) All the pages of the Proposal document must be sequentially numbered and must contain the list
of contents with page numbers. Any deficiency in the documentation may result in the rejection of
the Bidder’s Proposal.

c) Bidders shall submit their quote including taxes applicable as on date of submission of bid.

d) The two bids system shall be followed. Technical and Financial Bids shall be uploaded separately
through the e-Tendering system.

e) Late submission will not be entertained and will not be permitted by the MahaTender system.

3.9 Conflict of Interest

a) The bidder should hold Department’s interest paramount, strictly avoid conflicts with other
assignment(s) / job(s) or their own corporate interests, and act without any expectation/ consideration
for award of any future assignment(s) from the Department. Without limitation on the generality of
the foregoing, the Bidder and any of their affiliates shall be considered to have a conflict of interest
and shall not be engaged, under any of the circumstances set forth below:

i.  Conflicting Assignment / Job: The Bidder (including their personnel) or any of its affiliates
shall not be hired for any assignment/job that, by its nature, may conflict with the Department’s
project.

ii.  Conflicting relationships: The Bidder (including their personnel) that have a business or
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b)

c)

family relationship with a member of Department’s staff who is directly or indirectly involved
in any part of implementation of the proposed solution may not be awarded a contract, unless
the conflict stemming from such a relationship has been resolved in a manner acceptable to the
Department throughout the selection process and the execution of the contract.

iii.  Hiring of Employees: During the term of agreement, Bidder will not appoint any staff of the
Department either as an employee or a consultant. The same would apply to the Department
as well.

The Bidder has an obligation to disclose any situation of actual or potential conflict that impacts on

their capacity to serve in the best interests of the Department, or that may reasonably be perceived as

having this effect. If the Bidder fails to disclose such conflicts of interest and if the Department comes
to know about any such situation at any time, then the Department reserves the right to disqualify the

Bidder during the bidding process or to terminate their contract during execution of the assignment.

This contract should not impact on any of the existing relationships of the Department with any of its

clients / bidders / suppliers / customers.

3.10 Amendment of RFP Document

a)

b)

c)

d)

At any time before the deadline for submission of bids, the Department may, for any reason, whether
at its own initiative or in response to a clarification requested by a prospective Bidder, modify the
RFP document by amendment. All the amendments made in the document would be informed to all
the participating agencies through mail or as a corrigendum published on E-Tender Site

(https://mahatenders.gov.in/nicgep/app)

Any modification to the RFP document shall be prepared by the Department as an
addendum/corrigendum. The addendum/corrigendum will be hosted on E-Tender Site.

The bidders are advised to periodically visit the e-Tender Site (https://mahatenders.gov.in/nicgep/app)

for checking necessary updates regarding any further corrigendum / addendum / notice published with
respect to this tender. The Department also reserves the right to amend the dates mentioned in this
RFP for bid process.

All such supplements shall be part of the RFP, and the bidders shall submit their bids on that basis.

3.11 Right To Reject Any Proposal

a)

b)

Notwithstanding anything contained in this RFP, the Department reserves the right to accept or reject
any proposal and to annul the selection process and reject all proposals, at any time without any
liability or any obligation for such acceptance, rejection, or annulment, and without assigning any
reasons, therefore.
The Department reserves the right to reject any Proposal if

i. At any time, a material misrepresentation is made or discovered, or

ii.  The Bidder does not provide, within the time specified by the Department, the supplemental
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c)

d)

e)

information sought by the Department for evaluation of the Proposal.
iii.  Any act or omission of the Bidder results in violation of or noncompliance with this RFP
document or any Applicable Laws
iv.  RFP response not submitted as per the format specified in the RFP document.
v.  RFP response received without the Letter of Authorization /Power of Attorneys
vi.  RFP response found to suppress the details.
vii.  RFP response submitted with incomplete information/illegible documents, subjective,
conditional and/or partial offer is submitted.
viii.  RFP response submitted without the documents requested in the checklist.
iX.  RFP response non-compliant with any of the clauses stipulated in the RFP.
X.  RFP response with lesser validity period than as stipulated
xi.  RFP response with party to multiple bids by a bidder (as lead bidder or consortium partner).
Misrepresentation/ improper response by the Bidder may lead to the disqualification. If such
disqualification / rejection occurs after the Proposals have been opened and the highest-ranking Bidder
gets disqualified / rejected, then the Department reserves the right to consider the next best Bidder or
take any other measure as may be deemed fit in the sole discretion of the Department, including
annulment of the Selection Process.
The Department reserves the right to verify all statements, information and documents submitted by
the Bidder in response to the RFP document and the Bidder shall, when so required by the Department,
make available all such information, evidence and documents as may be necessary for such
verification. Any such verification, or lack of such verification, by the Department shall not relieve
the Bidder of its obligations or liabilities hereunder nor will it affect any rights of the Department
thereunder.
No response can be modified by the Bidder, after the closing date and time for submission of bid. If
date of submission is extended due to some reasons, modification in RFP is possible till extended
period provided RFP has not been opened.
Withdrawal of RFP response is not permissible after its submission. If the RFP response is withdrawn
before the validity period, the EMD will stand forfeited.

3.12 Bid Validity

a)

The offer submitted by the Bidders should be valid for minimum period of 180 days from the date of
submission of the Bid. On completion of the validity period, unless the Bidder withdraws his bid in
writing, bid validity shall be deemed to be extended until such time that the contract is awarded to

successful Bidder or Bidder formally (in writing) withdraws his bid.
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3.13 Language of Bids

a)

b)

The Bids prepared by the Bidder and all correspondence and documents relating to the bids exchanged
by the Bidder and the Department, shall be written in English language, provided that any printed
literature furnished by the Bidder in another language shall be accompanied by an English translation
in which case, for purposes of interpretation of the bid, the English translation shall govern.

If any supporting documents submitted are in any language other than English, translation of the same
in English language is to be duly attested by the bidder.

3.14 Department’s Rights to Terminate the Process.

a)

b)

The Department may terminate the RFP process at any time without assigning any reason. The
Department makes no commitments, express or implies that this process will result in a business
transaction with anyone.

This RFP does not constitute an offer by the Department. The bidder's participation in this process
may result in the Department selecting the bidder to engage in further discussions and negotiations
toward execution of a contract. The commencement of such negotiations does not, however, signify a
commitment by the Department to execute a contract or to continue negotiations. The Department

may terminate negotiations at any time without assigning any reason.

3.15 Evaluation Process

a)

b)

The evaluation process of the bid proposed to be adopted by the Department is indicated in this section.
The Department shall appoint a Bid Evaluation Committee (BEC) to scrutinize and evaluate the
technical and commercial bids received. The BEC will examine the bids to determine whether they
are complete, responsive and whether the bid format conforms to the bid requirements. The
department may waive any informality or non-conformity in a bid which does not constitute a material
deviation. There should be no mention of bid prices in any part of the bid other than the Commercial
Bid. Any attempt by a bidder to influence the bid evaluation process may result in the rejection of Bid.
In the first stage Technical Bids will be opened in the presence of the Bidder’s representatives who
may be present at the opening time.

In the second stage Financial Bids will be opened in the presence of the Bidder’s representatives who
may be present at the opening time.

All the bidding entities should fulfil the Pre-Qualification (PQ) Criteria. Only entities fulfilling the
PQ Criteria will be considered for the technical and commercial evaluation. The bid will be two stage
process and based on Quality and Cost based System (QCBS) of evaluation.

After PQ, the first stage will be Technical Evaluation (TE) of the proposal based on the technical

criteria and second stage will be Financial Evaluation (FE) based on the financial quote by the bidder.
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9)

The final evaluation will be based on the weightage given to the Technical and Financial performance
by the bidder as detailed in this section.

At the end of the evaluation of technical proposal of the bidders, based on the performance on various
technical parameters, bidders will be allotted Marks. After the Technical evaluation, the companies
scoring more than the minimum Marks required will move to second stage and their financial proposal
will be evaluated. Then the bidders will be allotted Marks based on their financial proposal. The
Technical and Financial Marks will then be added to get the Overall Marks.

The Evaluation Process is detailed out in subsequent sections of this RFP.

3.16 Notifications of Award and Signing of Contract

a)

b)

The QCBS method is applicable for evaluation of proposals after successful Pre-Qualification. Prior
to the expiration of the period of bid validity, the MIDC will notify the successful Bidder that its bid
has been accepted. Successful Bidder shall submit the performance Bank Guarantee after the contract
is awarded and before execution of the contract. The notification of award will constitute the
formation of the Contract. Upon successful Bidder’s, furnishing of Performance Bank Guarantee the
department may notify each unsuccessful Bidder. Successful Bidder shall pay PBG (Performance
Bank Guarantee) within 15 working days of notification of award.
The Department shall facilitate signing the contract within the period of 15 days of the notification of
award. However, it is to be noted that the date of commencement of the project and all contractual
obligations shall commence from the date of issuance of Work Order. All reference timelines shall be
considered beginning from the date of issuance of the Work Order; subject to changes made by MIDC.
The general process to be followed shall be as under:

i. Declaration of results on the MahaTender portal. (D)

ii. Issuance of the Letter of Intent (Lol) to the successful bidder by the Department (D + 2 days).
iii. Submission of the Letter of Acceptance (LoA) against the issued Lol by the successful bidder

within the stipulated timeline (D + 5 days).
iv. Issuance of the Work Order to the successful bidder by the Department T = (D + 7 days).
v. Submission of the Letter of Acceptance against the issued Work Order by the successful bidder
within the stipulated timeline (T + 10 days).

vi. Submission of the Performance Bank Guarantee (PBG) by the bidder (T + 15 days).
vii. Signing of the Contract (T + 15 days)

3.17 Post Signing of Contract

a)

During the project duration, the successful bidder shall, whenever required by MIDC officials, visit
the MIDC Office located at Andheri, Mumbai, at its own cost.
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3.18 Acceptance Conditions

a) The bidder shall confirm unconditional acceptance of full responsibility for completion of the work
and for execution of the Scope of Work under this RFP. Such confirmation shall be submitted as part
of the Technical Bid. The bidder shall also be the sole point of contact for all purposes related to the
contract.

b) The bidder shall not be involved in any litigation that may adversely affect or compromise the delivery
of services as required under this contract. If, at any stage of the tendering process or during the
currency of the contract, any suppression or falsification of such information is brought to the notice
of MIDC, MIDC shall have the right to reject the bid or terminate the contract without any
compensation to the bidder.

3.19 Force Majeure

a) Force Majeure is herein defined as any cause which is beyond the control of the selected Bidder or
MIDC which they could not foresee or with a reasonable amount of diligence could not have foreseen
and which substantially affects the performance of the contract, such as:

i. Natural phenomenon, including but not limited to floods, droughts, earthquakes, and epidemics
disruption caused due to Pandemic / Lockdown situation much graver than current situation.

ii. Acts of any government, including but not limited to war, declared or undeclared priorities,
quarantines and embargos.

iii. Terrorist attack, public unrest in work area provided either party shall within 10 days from
occurrence of such a cause, notifies the other in writing of such causes. The Bidder or MIDC
shall not be liable for delay in performing his/her obligations resulting from any force majeure
cause as referred to and/or defined above.

iv. Any delay beyond 30 days shall lead to termination of contract by parties and all obligations
expressed quantitatively shall be calculated as on date of termination. Notwithstanding this,

provisions relating to indemnity and confidentiality survive termination of the contract.

3.20 Failure to Agree with Terms & Conditions of Bid Document

a) This RFP Document is confidential, and the Bidder shall ensure that anything contained in this RFP
document shall not be disclosed in any manner, whatsoever. Failure of the bidder to agree with the
Terms & Conditions of the Bid Document shall constitute sufficient grounds for the annulment of the

award of contract, in such event the contract may be awarded to the next most responsive bidder(s).
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3.21 Indemnity

a) The successful bidder shall indemnify, protect, and save the Department against all claims, losses,
costs, costs, damages, expenses, action suits and other proceedings, resulting from infringement of
any patent, trademarks, copyrights etc. rendered by the bidder.

b) Bidder shall agree to be responsible for managing the activities of its personnel or the personnel of its
partner/subsidiary members (if any) and shall be accountable for both.

c) Bidder shall agree to hold the Department, its employees, agents, representatives, and administrators
fully indemnified and harmless against loss or liability, claims actions or proceedings, if any, that may
arise from whatsoever nature caused to the Department through the action of its employees, agents,
OEM Personnel etc.

d) Bidder shall not disclose any citizen information (email id, phone number, address, property id,

payment details etc.)

3.22 Confidentiality

a) Information relating to the examination, evaluation, comparison, and post qualification of bids, and
recommendation of contract award, shall not be disclosed to bidders or any other persons not officially
concerned with such process until publication of the Contract award.

b) Any attempt by a bidder to influence the tendering authority or other officials in the examination,
evaluation, comparison, and post qualification of the bids or Contract award decisions may result in
the rejection of his bid.

3.23 Contract Termination

a) Department may, without prejudice to any other remedy under this Contract and applicable law,
reserves the right to terminate for breach of contract by providing a written notice of 30 days stating
the reason for default to the Agency and terminate the contract either in whole or in part:

i. If the Agency fails to deliver any or all the project requirements / operationalization /
Operational Acceptance of project within the time frame specified in the contract; or
ii. If the Agency fails to perform any other obligation(s) under the contract.

iii. Prior to providing a notice of termination to the Selected Agency, department shall provide the
Selected Agency with a written notice of 15 days instructing the selected Agency to cure any
breach/ default of the Contract, if department is of the view that the breach may be rectified.

iv. On failure of the Selected Agency to rectify such breach within 15 days, department may
terminate the contract by providing a written notice of 30 days to the Agency, provided that
such termination will not prejudice or affect any right of action or remedy which has accrued
or will accrue thereafter to department. In such an event the Agency shall be liable for penalty

imposed by department.
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v. Inthe event of termination of this contract for any reason whatsoever, department is entitled to
impose any such obligations and conditions and issue any clarifications as may be necessary
to ensure an efficient transition and effective continuity of the services which the Driver service
provider Agency shall be obliged to comply with and take all available steps to minimize the
loss resulting from that termination/ breach, and further allow and provide all such assistance
to department and/ or succeeding Bidder, as may be required, to take over the obligations of
the Service provider Agency in relation to the execution/ continued execution of the
requirements of this contract.

vi. Termination for insolvency: The Department may at any time terminate the contract by
giving 30 days’ written notice to the selected Bidder if the latter becomes bankrupt or otherwise
insolvent. In this event, termination will be without compensation to the selected Bidder,
provided that such termination will not prejudice or affect any right of action or remedy which
has accrued or will accrue thereafter to the Department.

vii. Default is said to have occurred:
o If the selected Bidder fails to deliver any or all contracted services as per service standards
specified in the Contract.
o If the selected Bidder fails to perform any other obligation(s) under the Contract
o If the selected Bidder in the judgment of the Department has engaged in corrupt or fraudulent
practices in competing for or in executing the Contract
e If the agency, in either of the above circumstances, does not take remedial steps within a
period of 30 days after receiving the default notice from the Department may terminate the
contract / work order in whole or in part.
viii. In situation of insolvency of the selected bidder, the Department shall recover the due funds

from bidder as per the timelines defined in section .

3.24 Applicable Law & Legal Jurisdiction

a) The contract shall be governed by the laws and procedures prescribed by the Laws prevailing and in
force in India, within the framework of applicable legislation and enactment made from time to time
concerning such commercial dealings/processing. All legal disputes are subject to the jurisdiction of
Mumbai courts only.

b) Attachments to the Agreement can be following documents:

i. Scope of Services for the Agency
ii. Detailed Commercial proposal of the Agency accepted by department.
iii. Corrigendum Document published if any by the department, after the Bid Document for this
work.

iv. RFP Document of department for this work
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v. Letter of Intent (Lol) issued by department to the successful bidder.
vi. The successful bidder’s “Technical Proposal” and “Commercial Proposal” submitted in response

to the Bid Document

3.25 Fraud and Corruption

a) Department requires that Agency observes the highest standards of ethics during the execution of the
contract. In pursuance of this policy, department defines, for the purpose of this provision, the terms
set forth as follows:

i. “Corrupt practice” means the offering, giving, receiving, or soliciting of anything of value to
influence the action of department in contract executions.

ii. “Fraudulent practice” means a misrepresentation of facts, to influence a procurement process or
the execution of a contract, to department, and includes collusive practice among bidders (prior
to or after bid submission) designed to establish bid prices at artificially high or non-competitive
levels and to deprive department of the benefits of free and open competition.

ili. “Undesirable practice” means: establishing contact with any person connected with or employed
or engaged by department with the objective of canvassing, lobbying or in any manner
influencing or attempting to influence the Selection Process; or Having a Conflict of Interest

iv. “Restrictive practice” means forming a cartel or arriving at any understanding or arrangement
among Bidders with the objective of restricting or manipulating a full and fair competition in the
Selection Process.

v. “Coercive Practices” means harming or threatening to harm, directly or indirectly, persons or
their property to influence their participation in the execution of contract.

b) If it is noticed that the Agency has indulged into the Corrupt / Fraudulent / Undesirable / Coercive
practices (as decided by a court or competent authority with appropriate jurisdiction), it will be

sufficient ground for Department to terminate the contract and initiate blacklisting of the bidder.

3.26 Maharashtra Stamp Act 2015

a) The Agency shall pay Stamp Duty on agreement as per provision of Maharashtra Stamp Act 2015 as
below:
i. Where the amount or value set forth in such contract does not exceed Rupees Five Lakh > Five
hundred Rupees
ii. Where the amount or value set forth in such contract exceeds Rupees Five Lakh ->Five Hundred
plus 0.3% of the amount above Rupees Ten Lakh subject to maximum of Rupees Twenty-Five
Lakhs.
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3.27 Goods and Service Tax (GST)

a)

At the time of payment of invoices, MIDC shall retain the GST amount as a deposit and pay it later to
the Agency. However, the amount shall be reimbursed or paid to the Agency upon submission of proof
of payment of the GST, after it is reflected in GSTR-1 on the GSTIN portal.

3.28 Dispute Resolution Mechanism

a)

b)

c)

d)

The Successful Agency and the MIDC shall endeavor their best to amicably settle all disputes arising
out of or in connection with the Contract in the following manner:

The Party raising a dispute shall address to the other Party, a notice requesting an amicable settlement
of the dispute within seven (7) days of receipt of the notice.

The matter will be referred for dispute resolution between MIDC and the Authorized Signatory of the
Software Development Agency. The matter shall then be resolved between them, and the agreed
course of action documented within a further period of 15 days.

In case any dispute between the Parties, does not settle in the manner as mentioned above, the same
may be resolved exclusively by arbitration and such dispute may be submitted by either party for
arbitration within 20 days of the failure of negotiations. Arbitration shall be held in Mumbai and
conducted in accordance with the provisions of Arbitration and Conciliation Act,1996.

The arbitration award shall be final, conclusive and binding upon the Parties and judgment may be
entered thereon, upon the application of either party to a court of competent jurisdiction. Each Party
shall bear the cost of preparing and presenting its case, and the cost of arbitration, including fees and
expenses of the arbitrators, shall be shared equally by the Parties unless the award otherwise provides.
The Successful Agency shall not be entitled to suspend the Service/s or the completion of the job,
pending resolution of any dispute between the Parties and shall continue to render the Service/s in
accordance with the provisions of the Contract/Agreement notwithstanding the existence of any

dispute between the Parties or the subsistence of any arbitration or other proceedings.

3.29 Rejection Criteria

a)

b)

Besides other conditions and terms highlighted in the tender document, bids may be rejected under
following circumstances:
General Rejection Criteria
i. Bids received through Telex /Telegraphic / Fax / E-Mail except wherever required.
ii. Bids which do not confirm unconditional validity of the bid as prescribed in the RFP.
iii. If the information provided by the Bidder is found to be incorrect / misleading at any stage / time
during the Tendering Process
iv. Any effort on the part of a Bidder to influence the MIDC’s bid evaluation, bid comparison or

contract award decisions.
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v. Bids received by the MIDC after the last date for receipt of bids prescribed by the MIDC.
vi. Does not include requisite documents.
vii. Bids without signature of person(s) duly authorized on required pages of the bid.
viii. Bids without power of authorization and any other document consisting of adequate proof of the
ability of the signatory to bind the Bidder.
c) Technical Rejection Criteria
i. Technical Bid containing financial details.

ii. Revelation of Prices in any form or by any reason before opening the Financial Bid

iii. Failure to furnish all information required by the RFP Document or submission of a bid not
substantially responsive to the RFP Document in every respect.

iv. Bidders not quoting for the complete scope of Work as indicated in the RFP documents,
addendum (if any) and any subsequent information given to the Bidder.

v. Bidders not complying with the Technical and General Terms and conditions as stated in the
RFP Documents

vi. The Bidder not confirming unconditional acceptance of full responsibility of providing services
if the bid does not conform to the timelines indicated in the bid.

d) Financial Rejection Criteria
i. Incomplete Price Bid

ii. Ifafirm quotes NIL charges / consideration, the bid shall be treated as unresponsive and will not
be considered.

iii. Price Bids that do not conform to the BOQ price format.

iv. If there is an arithmetic discrepancy in the financial bid calculations the MIDC shall rectify the

same. If the Bidder does not accept the correction of the errors, its bid may be rejected.

31.30 Risk Purchase Clause

a) In the event Bidder fails to execute the project as per the stipulated timeline, or as per the directions
given by MIDC from time to time, MIDC reserves the right to procure similar services from the next
eligible OEM or from alternate sources at the cost of the Bidder. Before taking such a decision, MIDC
shall serve a notice period of 15 days to the Bidder. The 15 days’ notice period shall be considered
as the ‘Cure Period’ to facilitate the Bidder to cure the breach. The provision for Risk Purchase shall
be evoked in the event the Bidder fails to correct the breach within the ‘Cure Period’. Bidder liability

in such case would not be higher than 50% of the total contract value.

31.31 Limitation of Liability towards MIDC

a) The Bidder’s liability under the resultant Agreement shall be determined as per the Law in force for
the time being. The bidder shall be liable to MIDC for loss or damage occurred or caused or likely to

occur on account of any act of omission on the part of the bidder and its employees, including loss
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caused to MIDC on account of defect in goods or deficiency in services on the part of bidder or his
agents or any person / persons claiming through or under said bidder. However, such liability of bidder
shall not exceed the total value of the Agreement.

b) Bidder’s aggregate liability in connection with obligations undertaken as a part of this contract
regardless of the form or nature of the action giving rise to such liability, shall be at actual and limited
to the amount paid by MIDC for:

i. The particular hardware /software; or
ii. Services provided during the twelve (12) months immediately preceding the date of the claim;
that in each case is the subject of the claim.

c) This limit shall not apply to damages for bodily injury (including death) and damage to real property
and tangible personal property for which the Bidder is legally liable.

31.32 Data Ownership

a) All the data created as part of the project shall be owned by MIDC. The Bidder shall take utmost care
in maintaining security, confidentiality, and backup of this data. Access to the data / systems shall be
given by the bidder only to the personnel working on the projects, and their names and contact details
shall be shared with MIDC in advance. MIDC / its authorized representative(s) shall conduct periodic
/ surprise security reviews and audits, to ensure compliance by the Bidder to data / system security.

b) The ownership of the application for the three sub-systems and the data shall rest with MIDC.

31.33 Non-Applicability of Milestone-Based Payments ( for Migration) in Case of Same OEM
Selection

a) In the event that the Original Equipment Manufacturer (OEM) proposed in the Bid is the same OEM
as that already engaged or otherwise selected under the Contract, Milestone-based payment structure
against Migration costs and corresponding implementation timelines linked to such milestones, as
may have been indicated in the Bid or standard documentation, shall not be applicable or considered
for this engagement. In such a case, the payment terms and timelines shall be governed exclusively
by the payment schedule and timelines expressly stipulated in this Contract, and no separate or

additional milestone payments shall be admissible on account of the selection of the same OEM.
31.34 Exit Management / Transition-Out Services

A) Exit Management

a) Continuity and performance of the services at all times, including during the term of the
agreement and post-expiry of the agreement, is a critical requirement of MIDC. It shall be the
prime responsibility of the Lead Bidder during the exit management period to ensure that no

facility or service is affected or degraded. Further, the Lead Bidder shall be responsible for all
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b)

c)

activities required for training and knowledge transfer to MIDC or MIDC’s representative
agency.

The exit management period shall commence, in the case of expiry of the contract, at least three
(3) months prior to the date of contract expiry, or, in the case of termination of the contract, from
the date on which the notice of termination is issued to the Lead Bidder. The exit management
period shall end on the date agreed upon by MIDC or three (3) months from the commencement
of the exit management period, whichever is earlier.

At the end of the contract period or upon termination of the contract, the Lead Bidder shall
provide the necessary handholding and transition support to ensure continuity and performance
of the services to the complete satisfaction of MIDC.

B) Exit Management Plan

2)

b)

d)

The Lead Bidder shall provide MIDC with a recommended “Exit Management Standard
Operating Procedure (SOP)” within ninety (90) days from the date of signing of the contract. The
Exit Management SOP shall, at a minimum, address exit management aspects relating to the SLA
as a whole, Project Implementation, Operations and Management SLA, and the defined Scope of
Work.

The Lead Bidder shall provide all necessary support to MIDC for the transfer of data and/or
applications during the exit management phase, in accordance with applicable guidelines.

The Exit Management Plan shall include, but not be limited to, the following:

i. A detailed program for the transfer process to be undertaken in coordination with a replacement
vendor, including mechanisms to ensure uninterrupted service delivery throughout the transition
period or until cessation of services, and the management structure to be adopted during the
transfer.

ii. Communication plans for bidders, staff, suppliers, customers, and relevant third parties, as
necessary, to avoid any material or adverse impact on the project operations during the transition.
iii. Plans for providing contingent support for implementation of the IT Infrastructure Solution for a
reasonable period, with a minimum duration of one (1) month after the transfer.
iv. The transition methodology, including clearly defined roles and responsibilities of both parties
for handover and takeover of regular project activities and support systems.
v. A proposal for the necessary setup or institutional structure required at the MIDC level to
effectively maintain the project after contract expiry.
vi. Training and handholding of MIDC staff or designated officers for maintenance and operation
of the project after contract expiry.
MIDC shall review and approve the Exit Management Plan after necessary consultations and

shall thereafter initiate preparations for transition.
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C) Exit Management Services

a)

b)

d)

f)

9)

The Lead Bidder shall be responsible for copying and transferring all data, scripts, software,
virtual machine images, and related artifacts to MIDC-supplied, industry-standard media to
enable mirroring, replication, or migration.

The Lead Bidder shall retain all data and database copies for a minimum period of ninety (90)
days after expiry or termination of the contract and shall ensure that no data is deleted during this
period without prior written confirmation from MIDC.

The format of the data transmitted from the Lead Bidder to MIDC shall, wherever feasible, adhere
to standard and open data formats to ensure portability. The Lead Bidder shall ensure that all
virtual machine formats are compliant with applicable standards, enabling MIDC to migrate,
export, and use the data independently across platforms.

The Lead Bidder shall ensure that all documentation required by MIDC for a smooth transition,
including configuration documents and operational manuals, is complete, accurate, and kept up
to date. All such documentation shall be handed over to MIDC at regular intervals and during the
exit management process.

Upon completion of the exit management process, all MIDC data and content shall be securely
removed from the Lead Bidder’s systems to ensure that such data is not recoverable, subject to
confirmation by MIDC.

The Lead Bidder shall decommission and withdraw all hardware and software components
deployed under the contract upon completion or termination of the contract and shall formally
close the project.

At any time during the exit management period, the Lead Bidder shall provide MIDC and/or any
replacement vendor with access to all relevant information required to prepare an inventory of
virtual machines, assets (hardware and software, active and passive), documentation, manuals,
catalogues, archived data, live data, policy documents, and any other material related to the

implementation of the IT Infrastructure Solution for MIDC.

31.35 Miscellaneous

A) Standards of Performance

a)

b)

The bidder shall provide the services and perform its obligations under the contract with due
diligence, efficiency, and professionalism, in accordance with generally accepted professional
standards and practices.

The bidder shall at all times act in good faith in respect of any matter relating to this contract.
The bidder shall comply with all applicable provisions of laws, acts, rules, regulations, standing

orders, and information technology standards as prevalent in the country.
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c) The bidder shall also conform to the standards and guidelines prescribed by the Government of
Maharashtra and/or the Government of India from time to time. Such standards and guidelines

shall be shared with the bidder by MIDC upon signing of the contract.
B) Care to be taken while working at MIDC Office

a) The bidder shall comply with all instructions issued by the concerned competent authority from
time to time for carrying out the work at designated locations.

b) The bidder shall ensure that no damage is caused to any public or private property during
execution of the work.

c) Inthe event of any such damage, the bidder shall immediately notify the concerned authority and
MIDC in writing and shall bear and pay all costs required for rectification or restoration of such
damage.

d) The bidder shall ensure that its employees and/or representatives do not breach the privacy of
any citizen or establishment during the execution or maintenance of the project.

C) Independent Contractor

a) Nothing in this Agreement shall be construed as creating or implying any partnership, joint
venture, or employer—employee relationship between the Parties.
b) Except as expressly provided in this Agreement, nothing herein shall be deemed to constitute
either Party as an agent of the other, or to authorize either Party to
i. Incur any expense on behalf of the other Party,
ii. Enter into any engagement or make any representation or warranty on behalf of the other Party,
iii. Pledge the credit of, or otherwise bind or obligate, the other Party, or
iv. Commit the other Party in any manner whatsoever, in each case without the prior written consent

of the other Party.
D) Waiver

a) Any waiver of any provision of this Agreement or of any breach thereof must be made in writing
and signed by a duly authorized official of the Party granting such waiver.
b) No such waiver shall be construed as a waiver of any subsequent breach of the same provision

or of any other provision of this Agreement.
E) Notices

a) Any notice or other document to be given by either Party under this Agreement shall be given in
writing, either in person or by prepaid registered/recorded delivery post.

b) Any such notice or document shall be addressed to the other Party at its principal or registered
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office address.

F) Personnel / Employees

a)

b)

d)

Personnel/employees assigned by the bidder to perform the services shall be employees of the
bidder and/or its subcontractors, and under no circumstances shall such personnel be considered
employees of MIDC. The bidder shall have sole responsibility for the supervision and control of
its personnel and for payment of their entire compensation, including salaries, statutory
deductions, withholding of income tax and social security contributions, workers’ compensation,
employee and disability benefits, and all other employee related obligations, in accordance with
applicable laws from time to time. MIDC shall not be responsible for any matters relating to the
bidder’s personnel.

The bidder shall use its best efforts to ensure that sufficient personnel are deployed to perform
the services and that such personnel possess the appropriate qualifications and experience. MIDC
or its nominated agencies shall have the right to require the removal or replacement of any bidder
personnel engaged in the performance of services under this Agreement. In the event MIDC
requests such replacement, the substitution shall be carried out in accordance with a mutually
agreed schedule and subject to clearance by MIDC or its nominated agencies based on profile
review and, where required, personal interaction, in line with the defined SL As. The bidder shall
deploy a suitably qualified project team, and MIDC shall have the right to require changes to the
team, as necessary.

Senior management of the bidder (Regional Head / Vice President level or equivalent) shall be
involved in project monitoring and shall attend project review meetings at least once every
quarter.

Each Party shall be responsible for the performance of its respective obligations under this
Agreement and shall be liable for the acts and omissions of its employees, agents, and authorized

representatives in connection therewith.

G) Variations & Further Assurance

a)

b)

No amendment, variation, or other change to this Agreement or the SLAs shall be valid unless
made in writing and signed by the duly authorized representatives of the Parties to this
Agreement.

Each Party to this Agreement or the SLAS agrees to enter into or execute, without limitation, any
further agreement, document, consent, or waiver, and to do all such acts and things as may be
reasonably required to complete, perform, and give effect to the obligations set out in this

Agreement or the SLAs.
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c)

d)

The Department reserves the right to increase or decrease the quantity to be ordered by up to
twenty-five percent (25%) of the bid quantity at the time of placement of the contract. The
Department also reserves the right to increase the ordered quantity by up to twenty-five percent
(25%) of the contracted quantity during the currency of the contract, at the contracted rates.
Bidders shall be bound to accept such variations accordingly.

It is hereby clarified that any change of control exceeding twenty-five percent (25%) of the value
of this project shall be considered as the subject matter of a separate bid process and a separate
contract. It is further clarified that the twenty-five percent (25%) value of the project referred to
herein shall be calculated on the basis of the bid value submitted by the successful bidder and
duly accepted and approved by the Department.

H) Severability & Waiver

2)

b)

If any provision of this Agreement or the SLAS, or any part thereof, is held by any court or
administrative body of competent jurisdiction to be illegal, invalid, or unenforceable, such
illegality, invalidity, or unenforceability shall not affect the remaining provisions of this
Agreement or the SLAs, which shall continue in full force and effect. The relevant Parties shall
negotiate in good faith to substitute such illegal, invalid, or unenforceable provision with a valid
and enforceable provision that achieves, to the greatest extent possible, the economic, legal, and
commercial objectives of the original provision, within seven (7) working days.

No failure or delay by either Party in exercising or enforcing any right, remedy, or provision
under this Agreement or the SLASs shall operate as a waiver thereof, nor shall any single or partial
exercise or enforcement of any such right, remedy, or provision preclude any other or further

exercise or enforcement of the same or any other right, remedy, or provision.

1) Survivability

a)

The termination or expiry of this Agreement or the SLAs, for any reason whatsoever, shall not
affect or prejudice any provisions of this Agreement or the SLAs, or the rights and obligations of
the Parties thereunder, which are expressly stated or by implication intended to survive or

continue in effect after such termination or expiry.
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4. Scope of Work

4.1 Key Highlights of Scope of Work

Sr | Scope of Work Summary

No

1 Email as Service e Up to 50 GB primary mailbox + Archival Space

(Basic) — 1200 e Compliance Archiving & advanced content discovery

users e Email protection- Anti Spam and Anti Malware

e Full synchronization across mobile devices, tablets & web browsers.

e Collaboration Platform for chat, calls, and meetings with recording.

2 Email as Service e Up to 100 GB primary mailbox + Archival Space
(Standard) - e In-Place Hold & Litigation Hold: Preserves mailbox data for
200 USers compliance or legal reasons.

e Auto-expanding archiving and management of inactive mailboxes.
e Email protection- Anti Spam and Anti Malware

e Full synchronization across mobile devices, tablets & web browsers.

e Collaboration Platform for chat, calls, and meetings with recording.

3 Email e Up to 50 GB primary mailbox+ Archival Space
Collaborative e Upto 1 TB cloud storage per user
Plan (Entry- e Compliance Archiving & advanced content discovery

Level) - 100 users | e Al Features- inbuilt Generative Al tool with limited Al functionalities
for users with Enterprise Data Protection.

e Email protection- Anti Spam and Anti Malware

e Collaboration & productivity enhancement features including web
versions of office apps (word processing, spreadsheets, presentations),
chat, meetings

e Collaboration Platform for chat, calls, and meetings with recording.

4 Email e Up to 100 GB primary mailbox + Archival Space

Collaborative e Upto 1 TB cloud storage per user

Plan (Advanced) e Compliance Archiving, advanced content discovery, Legal hold

- 100 users e Email Security features — Anti Spam and Anti Malware

e Al Features- inbuilt Generative Al tool with limited Al functionalities

for users with Enterprise Data Protection.
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Sr | Scope of Work Summary

No

e Collaboration & productivity enhancement features including web
versions of office apps (word processing, spreadsheets, presentations),
chat, meetings

e Collaboration Platform for chat, calls, and meetings with recording.

5 Email Security e Protection for 1500 users against malware, phishing, spoofing,
advanced persistent threats (APT), zero-day attacks, and spam filtering

e Domain reputation management and real-time threat monitoring.

6 Data Protection— | e Comprehensive data privacy and protection for 1500 email users
Email including data encryption at rest and in transit, retention for audit
purposes, secure access controls, and compliance with regulatory

requirements.

7 Data Protection — | e Protection for 2000 endpoint devices with data loss prevention to protect
Endpoint endpoint data integrity.

8 Backup — e Backup and recovery solutions for 2000 endpoints with a total storage
Endpoint (20 TB) capacity of 20 TB, including automated backups, secure storage, quick

restore capabilities, and periodic backup validation.

9 Backup — Email e Backup services for 1500 email users ensuring complete mailbox backup,
including emails, contacts, calendar entries, archives, and encrypted mail

with zero data loss and restoration capability.
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4.2 Detailed Scope of Work

a)

b)

d)

In view of the upcoming renewal and the evolving requirements related to cybersecurity, data
protection, and regulatory compliance, MIDC intends to implement a cloud-based (SaaS), enterprise-
grade Email Solution along with integrated Email Security, Data Protection, and Backup Services.
Due to the increasing incidence of cybersecurity threats such as phishing, malware, ransomware, and
zero-day attacks, it has become essential for MIDC to implement a comprehensive and robust
protection mechanism for its email systems and end-user data. The proposed solution is expected to
strengthen MIDC’s security posture and reduce risks associated with data breaches and service
disruptions.

MIDC intends to migrate its existing email solution to a secure, cloud-based SaaS email platform.
The scope of work shall include, but shall not be limited to, Provision of the proposed email solution,
Migration of existing email data to the proposed email service provider, Supply, installation,
configuration, and maintenance of the proposed Email Security, Data Loss Prevention (DLP), and

Backup solution.

The detailed scope includes but not limited to below components as mentioned in RFP:

A) Enterprise Email Solution

a)
b)

c)

d)

Provision of enterprise-grade email solution with scalable architecture as per industry best practice.
Multi-device access including web, desktop, and mobile clients with synchronization

Collaboration features such as shared calendars, contacts, distribution lists, chat, and task
management

The email solution should provide logs for CERT-In audit compliances if required.

B) Email Security

a)
b)
c)
d)

Advanced threat protection including spam, phishing, and malware detection
Email encryption for data in transit and at rest
Role-based access control with granular permissions and audit logging

Support for multi-factor authentication and password-less authentication

C) Data Protection (Email & Endpoint)

a)

b)
c)

Data Loss Prevention (DLP) through policy-based controls to prevent unauthorized sharing of
sensitive data.
Endpoint compliance checks and device posture validation prior to access

Audit logs, breach detection, and reporting mechanisms to meet compliance requirements

D) Backup Solutions (Email & Endpoint)
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a) Automated and scheduled backups with configurable retention policies
b) Granular restore capability for individual emails, files, or full systems

c) Monitoring and reporting dashboards for backup status, recovery validation, and compliance audits

4.3 Email Solution (For 1500 Users)

a) The Service Provider shall provide a cloud-based, scalable, enterprise-grade email solution ensuring
compliance with data sovereignty laws and providing high availability and have a provision to keep a
copy of data in India as and when required.

4.3.1 Provisioning of Email Mailboxes (with Quantities)

Mailbox Type Storage Quantity
Type 1 Basic 50 GB 1200 Users
Type 2 Basic 100 GB 100 Users
Type 3 Advance 50 GB 100 Users
Type 4 Advance 100 GB 100 Users

a) Each mailbox tier must include:
i. Defined storage allocation per mailbox type.
ii. High availability, fault-tolerance, and the data in transit and rest should be encrypted .
iii. Optional storage scaling capabilities to accommodate future organizational needs.

iv. Support for mailbox management and usage reporting.

4.3.2 Multi-Device Access & Synchronization

a) Support access via web, desktop and mobile devices.
b) Real-time synchronization of emails, contacts, calendars, and tasks across all devices.
c) Secure authentication leveraging modern protocols.

d) Ensure consistent user experience during remote and roaming access scenarios.
4.3.3 Collaboration & Productivity Features

a) Shared calendars, shared mailboxes or equivalent, resource scheduling, distribution lists, and groups.
b) Task management and internal chat/messaging functionality integrated or available via OEM suite.
c) Integration with Active Directory or equivalent Identity Management tool (IAM)

d) Address List/ Address Book Management

Issued by Maharashtra Industrial Development Corporation Page 42 of 122




RFP for Implementation of Cloud-based Enterprise Email Solution with Email Security, Data Protection & Backup Services for MIDC

4.4 Email Security (For 1500 Users)

a) The Service Provider shall deploy an enterprise-grade, comprehensive email security layer protecting

1500 users against modern threats.
4.4.1 Advanced Threat Protection
a) Detection and prevention of spam, phishing, spoofing, ransomware, malware attacks, etc.
b) Zero-day threat protection via sandboxing, dynamic scanning, and behavioral analysis.
c) Time-of-click URL protection preventing access to malicious links.
d) Malicious attachment analysis with quarantine and remediation capabilities.
4.4.2 Secure Email Transmission & Storage
a) Enforce end-to-end encryption for message transport and data encryption
4.4.3 Identity & Access Controls
a) Implement role-based access control (RBAC) with granular permissions and audit logging.
b) Support multi-factor authentication (MFA) and password-less authentication methods.

c) Maintain detailed, tamper-proof audit trails for all administrative and user activities related to email

access and configuration.
4.4.4 Compliance & Policy Enforcement
a) Enforce organizational policies on email signatures, disclaimers, and DLP in outgoing emails.

b) Generate periodic compliance and security posture reports aligned with CERT-In guidelines.

4.5 Data Protection Solution
4.5.1 Data Protection — Email (1500 Users)

a) Implement policy-driven Data Loss Prevention (DLP) to prevent unauthorized sharing, forwarding,

or exporting of sensitive information.

b) Identification and protection of sensitive data such as Aadhaar numbers, PAN, Personally Identifiable

Information (PII) using predefined templates.
c) Conditional access evaluation based on device and user context.

i. Alert IT/security teams automatically upon DLP policy violations with actionable incident

response workflows.
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4.5.2 Data Protection — Endpoint (2000 Endpoints)

a)

b)

c)

Implement policy-driven Data Loss Prevention (DLP) to prevent unauthorized sharing, forwarding,
or exporting of sensitive information.

Maintain comprehensive logging of sensitive data usage and policy violations, with regulatory-

compliant reporting dashboards.

Inline controls to block or restrict downloads, uploads, copy, print, and sharing operations by any

medium based on policies.

4.6 Backup Solution

4.6.1 Backup — Email (1500 Users)

a)

b)

c)

d)

Set up automated, policy-driven, full and incremental backups with customizable retention schedules

for all mailboxes, shared mailboxes, and groups.
Configurable retention policies tailored to business and regulatory needs.

Provide granular restore functionalities enabling recovery at the individual email, folder, or complete
mailbox level.

e Individual emails

e Selected folders

e Complete mailboxes
Schedule and execute regular backup integrity checks and recovery drills to validate restoration

capabilities.

Offer centralized monitoring dashboards showing backup status, alert on failures, and summarize

compliance metrics.

4.6.2 Backup — Endpoint (2000 Endpoints with 20 TB capacity)

a)
b)
c)

d)

f)

Backup solution supporting 2000 endpoints with a minimum aggregated storage pool of 20TB.
Automated continuous or scheduled backup of user files, folders, profiles, and system states.
Full system restores capabilities on supported endpoint platforms.

Support granular restore options covering single files, folder structures, user profiles, and full system

restore on supported platforms.
Secure backup storage

Compliance and audit-ready reporting dashboards covering backup activities and retention metrics.
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i. Provide real-time monitoring and reporting capabilities integrated into the centralized IT

management console.

4.6.3 Backup Schedule and Frequency

a) Backup retention policies must ensure that backups are retained for a minimum duration as per

applicable guidelines for each component and full backups for at least one year, in compliance with

organizational and regulatory requirements.

b) Automated verification and validation of backup integrity shall be performed weekly to guarantee

recoverability of data.

c) All backup data shall be securely stored within Indian Data Centers, featuring immutability

capabilities to prevent unauthorized alteration or deletion.

d) Real-time monitoring and reporting of backup activities shall be integrated into the centralized IT

management dashboard to provide operational visibility and compliance assurance.

4.6.4 Backup Schedules and Frequency:

Frequency Time Window | Description Retention | Additional
(Off-Peak) Period Requirements
Continuous It will be It will be Automated N/A Changes
Backup finalized during | finalized during | backup of user outside
Implementation | Implementation | files, folders, business hours
Stage Stage and profiles backed up in
throughout next cycle
business hours
Full Backup | It will be It will be Complete Minimum | Ensure minimal
finalized during | finalized during | backup of all 1 year operational
Implementation | Implementation | endpoints and impact during
Stage Stage system states backup
Incremental/ | It will be It will be Captures Minimum | Scheduled to
Differential finalized during | finalized during | changes since 90 days balance
Backup Implementation | Implementation | last full or performance
Stage Stage incremental and data
backup protection
System State | It will be It will be Backup of Aligned
Backup finalized during | finalized during | system state for | with full
Implementation | Implementation | full system backup
Stage Stage restore retention
capability
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Frequency Time Window | Description Retention | Additional
(Off-Peak) Period Requirements
Backup It will be It will be Automated N/A Document
Validation finalized during | finalized during | verification of failed jobs and
Implementation | Implementation | backup corrective
Stage Stage integrity and actions;
recoverability maintain
reports for
audit.
Backup It will be It will be Tests restore of | N/A Maintain
Restore finalized during | finalized during | selected files, records of test
Testing Implementation | Implementation | systems, and/or results, issues
Stage Stage full found, and
environments resolution.
to verify
recoverability.
Backup It will be It will be Secure storage As per Integration with
Storage finalized during | finalized during | within Indian retention centralized
Security Implementation | Implementation | Data Centers policy monitoring and
Stage Stage with reporting
immutability

4.6.5 Restoration Policy

Backup Period

Backup taken in last month

l Restoration Frequency

It will be finalized during Implementation Stage

Backup taken in last quarter

It will be finalized during Implementation Stage

4.7 General Requirements for All Solution Components

a) End-to-end encryption for data at rest and in transit.

b) Centralized monitoring, including dashboards and real-time incident alerting.

c) Integration with Active Directory for user identity lifecycle and access management.

d) Ensure compliance with Government of India cybersecurity directives and applicable data protection

regulations.

e) 24x7 remote monitoring, support, and incident response capability.
f) Comprehensive documentation for deployments and configurations.

g) Training and handover sessions for administrators and end-users ensuring smooth adoption.
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h)

Support for periodic updates, patching, upgrades, and continuous improvement.

The Bidder shall submit a proposal setting forth a solution that is in strict and complete conformity
with the Technical Requirements specified in Annexure X, and shall not introduce or rely upon any

deviation, exception, or non-compliance thereto.

4.8 Support and Training

a)

b)

c)

d)

e)

9)

h)

OEM shall provide 24x7 remote monitoring and support for all deployed solutions, including

email, security, data protection, and backup components.

The Selected Service Provider/Vendor shall provide round-the-clock (24x7) remote monitoring,
incident management and support services for the Services, in accordance with the Service Levels

(SLAs) specified in this Agreement and/or the Service Level Agreement annexed hereto.

The Service Provider/Vendor shall furnish system-generated reports evidencing such monitoring,
incidents, resolution activities and SLA compliance on a quarterly basis, and shall submit the said
reports along with the corresponding quarterly invoices for the Services. Failure to submit such reports
may be treated as non-compliance with the terms of this Agreement, without prejudice to the

Purchaser’s/Client’s other rights and remedies hereunder.

Rapid incident detection, acknowledgement, escalation, and resolution to ensure minimal downtime

and impact.

Proactive health monitoring, alerting, and regular patching, updates, and upgrades of all solution

components.
A help desk shall be available for user support via email, phone, and chat.

Comprehensive training shall be provided for administrators covering deployment, configuration,

monitoring, troubleshooting, and reporting.

Provide detailed documentation, user manuals, quick reference guides, and video tutorials.

4.9 Ongoing Maintenance and Configuration

a)

b)

c)

The bidder shall configure and update features as per technical compliance and evolving MIDC

requirements throughout the contract period.

Backup and Data Loss Prevention (DLP) policies shall be configured and updated as required by

MIDC during the contract period.

The bidder will assist MIDC in leveraging all features and functionalities available in their subscribed

email solution plans and related components.
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d)

€)

f)

9)

h)

)

K)

m)

The bidder shall maintain detailed records of any downtime, facilitating the claims procedure and

adherence to service credit policies.

Disclosure of any data related to the email solution shall be strictly regulated and shared only upon
explicit approval from MIDC.

The bidder and OEM shall provide MIDC full access to all security logs related to email environments,

critical for incident analysis and response improvements.

The bidder is responsible for ensuring data confidentiality, privacy, and system access controls for the

entire deployed solution.

All software upgrades provided by the OEM will be deployed by the bidder for free whenever
requested by MIDC.

The bidder shall deploy all latest updates and infrastructure upgrades within three months of their

release.

All product updates, upgrades, and patches shall be provided free of cost during the entire contract

period.

The bidder shall ensure that all software solutions are legally licensed; detailed license counts and

license types must be clearly provided.

Upon request, the bidder and OEM shall furnish all relevant data, audit reports, and records to MIDC-

appointed auditors, inspecting officials, or regulatory authorities.

Any deficiencies found during audits or reviews must be promptly addressed and resolved by the

bidder and OEM, with documented evidence of remediation and certification provided to MIDC.

4.10 Data Ownership

a)

b)

MIDC shall retain sole ownership and rights over all data stored on its tenant. Data shall never be
considered the service provider’s asset and the bidder shall take all necessary measures to protect data
security and privacy. The bidder must promptly notify MIDC of any data breaches or legal processes
affecting MIDC data and support MIDC with data removal requests, providing confirmation of
deletion. The bidder shall ensure timely backup and recovery arrangements that meet MIDC’s

satisfaction.
Policies shall be aligned with MIDC’s existing security frameworks and as per industry best practices.

Regular monitoring, reporting on email security threats, and compliance with MIDC’s data protection

policies and regulatory requirements are mandatory.
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d)

f)

9)

h)

)

MIDC’s password management and session timeout policies shall be replicated accurately within the

Cloud Email tenant.
Mailbox audit logging shall be enabled to ensure compliance and traceability of email activities.

The bidder shall provide documented Standard Operating Procedures (SOPs) covering all technical

configurations, known issues, and process changes.

A comprehensive endpoint backup solution with up to 20 TB capacity shall be provided, including

scheduling, monitoring, testing, and recovery procedures to assure business continuity.

SOPs for backup operations, recovery testing, and incident handling related to endpoint data backup
shall be developed and shared with MIDC.

Backup and recovery processes for 1500 email mailboxes, including shared mailboxes and groups,

shall be maintained according to MIDC’s retention policies.

Procedures enabling fast restoration of email data in cases of data loss or corruption shall be

documented and tested to ensure data integrity and availability.

4.11 Migration and Integration

a)

b)

c)
d)

The Bidder shall be solely responsible for the complete migration of the existing e-mail services to
the proposed e-mail services, as well as the migration of all associated drive data, in a seamless manner

and without any loss, alteration, or corruption of e-mails or data.

The Bidder shall ensure that all existing mailboxes, e-mails, folders, attachments, configurations, and
drive data are fully and accurately migrated and made available in the new environment. Any loss or
corruption of e-mails or data arising out of or in connection with the migration shall be remedied by
the Bidder at its own cost, without prejudice to the Purchaser’s/Client’s other rights and remedies

under the Contract.
In case any third-party software required for migration, bidder will bear cost of the same

Bidder must submit migration plan and timelines along with RFP

A) Data Migration Strategy

a)

b)

c)

Conduct a thorough assessment of existing email systems and interfaces with business-critical

applications.

Develop comprehensive migration plans ensuring zero mail flow disruption during the migration of

primary and archive mailboxes, including encrypted messages.

Provide proprietary or third-party migration tooling for efficient migration of mailbox data.
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B) Migration Phase:
a) All the primary, individual as well as common, mailboxes hosted on the existing mail server shall be

migrated.

b) Migration of mailboxes shall be done into i.e. all the mails, calendars, contacts, folders, subfolders
contained within a mailbox including encrypted mails as at the time of migration should be migrated

irrespective of number/ age of mails, size of mailbox etc.
c) Migration of archive mailboxes of individual users

d) Any additional software tool required for the migration of mailboxes shall be the responsibility of the
bidder and MIDC will not make any additional payments towards the same.

e) Service Provider shall ensure that during migration activity, there is no mail communication disruption

faced by MIDC as well as external users.
f) The bidder must configure security policies in accordance with the existing IT security posture.

C) Existing Domain Compatibility and Integration:
a) The bidder is expected to ensure a seamless transition by integrating with existing infrastructure,
maintaining user experience, and providing necessary tools for AD and domain mapping.
b) Domain Name and DNS Integration

i.  Mail Flow Continuity: The bidder must ensure continuous email flow during the migration,
including DNS record updates for the existing domains.

ii. Support for Existing and New Domains: The solution must support the existing domain
names, enabling users to continue sending and receiving emails using their current email
addresses without disruption. In the event a new domain name is procured, the Bidder shall
also provide all necessary configuration, migration, and support services to align the new
domain with the existing domain environment, including coexistence, redirection/forwarding,

and preservation of user access, without impacting ongoing email services.

4.12 Tentative Roles and Responsibilities in Consortium

a) Bidder and Consortium Member should define their respective scope in Consortium Agreement and
submit with the technical proposal

b) The typical partners in the consortium may include the following:

c) Primary Partner (Lead Bidder): (only 1)
i.  The Lead Bidder shall act as the Single Point of Contact (SPOC) for MIDC and shall hold the

ultimate contractual and financial responsibility, ensuring that all consortium members meet their
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respective obligations. The Lead Bidder shall act as the System Integrator (SI) and shall be

responsible for the supply, installation, and commissioning of the proposed solution

d) Consortium Members: (up to 1 members)

i.  Email Security/Data Protection/Backup solution Partner: Focuses on implementing tools like DLP
and Backup
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5. Estimated Project Timelines, Payment Terms and Deliverables

1 Issuance of Work Order Start Date PBG to be submitted
='T’ within 15 days from
the issuance of Work
Order
2 Pre — Implementation: ‘T + 15 Submit Project Plan
Project Plan and Solution days aDnd SOIU“_OE
Design ocuments wit
acknowledgment from
IT Department
3 Migration of Email “T” + 30 100% after migration Delivery and
Services Days Installation report for
respective location
from IT Dept / MIDC
concerned person for
respective location
4 Implementation: “T” + 30 40% of rate quoted | Subscription activation
Supply & Activation of days Er_lder the hneblter-n 'A. r|_e-p0rt / SOﬂW&}rE
Subscription / Licenses for 'CeriC_e .su Sscnp“’?n |EenseI ; 1:/wt
Product & Services (other cost Line item 5 to 9 T_I(i I:r;OW edgment from
than email) epartment
5 Implementation: ‘T* + 60 60% of rate quoted | Installation report with
Installation, Configuration days llir-lder the hneblter_n .A. ?_I(ik[r;owledgment from
and Testing of proposed |cer1Lge .su sscrlp';lgn epartment
product and services cost Line item 5 to
(other than email)
6 Email Subscription Yearly No of Users will be | Submit Quarterly
Charges calculated on Monthly | Invoice
Basis. Min quantity
will be 1000
users/mailboxes
communicated by
MIDC
7 Operation & 2 years Payment will be made | Submit Quarterly
Maintenance per locations as per rate | Invoice
quoted under line item
“Operation &
Maintenance”
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Deliverables

Timeline

e Solution design document for email solution
e Architecture design, Project plan and timeline
e Compliance and security assessment

o Email security policy and architecture document To be
1 Pre- e Security solution design and integration plan submitted
Implementation | e Endpoint inventory and classification report along with
e Backup strategy and policy document Technical Bid
e Backup architecture design
e Storage and retention plan
e Compliance and recovery point objective (RPO) definitions
¢ Report on the successful migration of all the existing emails To be
e Report on the migration of data from existing email completed
Migration of solutions. o
2 . N . within 30 days
Email e Report on the successful migration of archival data. from Issuance
¢ Report on the migration certifying zero data loss of existing of Work Order
emails.
e Activation of email security services
o Enablement of data protection features (email & endpoints) To be
Implementation | « Endpoint agent roll-out completion report e
of other o Data protection policy enforcement logs o
3 . . . within 60 days
product / o Full implementation of backup solutions from Issuance
services e Backup schedules activated

e Backup monitoring and reporting system setup

of Work Order

e System stability and usage reports

e SLA adherence report

e User feedback and issue resolution logs

e Final project closure report

e Security incident and resolution reports
Post- e Continuous monitoring and alert summaries
4 ¢ Regular update and patch management logs

On Quarterly

Implementation L i ] Basis

e Periodic data protection audit reports
¢ Endpoint compliance and security posture reports
e Data loss prevention incident analysis
e Backup health and restore success reports
e Periodic backup audit and compliance reports
e Disaster recovery test reports
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6. Service Level Agreement (SLA)

6.1 Purpose

The purpose of this Service Level Agreement (SLA) is to clearly define the levels of service that the selected
Agency (Service Provider) shall provide to MIDC for the duration of the Cloud-based Email Solution contract.
This SLA stipulates the minimum expected service quality, performance metrics, and the accountability
framework to ensure reliable, secure, and timely email communication services, as well as robust email

security, data protection for email and endpoints, and backup services for both endpoints and email systems.

6.2 General SLA Framework

a) The SLA timelines correspond to the Payment Terms detailed in Section 7 and constitute minimum

delivery requirements.

b) The Service Provider shall continuously monitor all services—including Email Security, Data
Protection (Email and Endpoint), Backup (Endpoint and Email), and Cloud-based Email Services—

and ensure compliance with performance levels.
c) Quarterly reviews shall be conducted by MIDC to:

i. Evaluate service performance against SLAS, track incident trends, and review major issues across

all service domains including security, data protection, and backup.
ii. Discuss escalated problems, unresolved matters, and corrective action status.
iii. Incorporate any MIDC-driven suggestions for service enhancement.

d) MIDC reserves the right to initiate interim reviews or independent audits of the tools, techniques, and

procedures adopted by the Service Provider while safeguarding security and confidentiality.

e) Performance review meetings will be scheduled mutually with representatives from both MIDC and

the Service Provider expected to attend.
f) SLA metrics incorporate:

i. Equipment/Infrastructure Availability (including Email Security, Data Protection, and Backup
systems)
ii. Technical Helpdesk Support Services

iii. Compliance and Reporting Procedures for email, security, data protection, and backup services

6.3 SLA Applicability & Scope

a) The SLA is an integral contractual component ensuring the Service Provider’s accountability for
uptime, quality, and timeliness for Cloud based email, Email Security, Data Protection (Email and

Endpoint), and Backup (Endpoint and Email).
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b) Uptime computation excludes:

i. Downtime caused by failures of MIDC’s IT infrastructure or third-party components not

controlled by the Service Provider.

c) Issues arising from MIDC’s negligence or failures in applications/services provided by MIDC or its

vendors.

d) The Service Provider bears the responsibility to prove outages attributed to MIDC or external factors

beyond their control.

6.4 Defined SLAs
6.4.1) Implementation & Migration

Parameter

Penalty

Migration of 1500 users from existing email
services to the newly proposed email
solution, includes Email Security for 1500
users, Data Protection for Email for 1500
users, Data Protection for Endpoint for
2000 devices, Backup for Endpoint (20 TB)
for 2000 devices, Backup for Email for
1500 users

To be completed
within 30 days
post-migration from
the existing email
solution.

0.25% of total order value per
day of delay

6.4.2) Cloud-based Email Services

Parameter SLA Target Penalty on Quarterly Payment
Email Service Uptime >99.9% No penalty
Email Service Uptime <99.9% and > 99.0% 10% Penalty

Email Service Uptime

<99.0% and > 95.0%

15% Penalty

Email Service Uptime

< 95.0%

20% Penalty

*Note: Uptime calculated quarterly as:

Total Minutes in Quarter — Downtime Minutes

Uptime % = (

Total Minutes in Quarter

) X 100

6.4.3) SMTP Server, Active Directory Services, Data Protection, and Backup Services

Parameter

SLA Target

Penalty per Occurrence

Uptime

>99.9%

No Penalty
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Parameter SLA Target Penalty per Occurrence
Uptime >98.0% and < 99.9% | 10% Penalty
Uptime >95.0% and < 98.0% | 15% Penalty
Uptime < 95.0% 20% Penalty

o Downtime must not exceed consecutive 10 minutes to avoid breach.
Note: Uptime calculated quarterly based on total downtime in the quarter.

6.4.4) Helpdesk and Issue Resolution

Severity Level, Response Time, Resolution Time, and Penalties apply to issues across Email Services, Email

Security, Data Protection, and Backup Services as follows:

Critical (Severity 1) < 30 minutes <1 day Rs. 10,000 per hour/day delay in
response or resolution

Medium (Severity 2) <1 hour <2 days Rs. 7,500 per day delay

Low (Severity 3) <2 hours <4 days Rs. 5,000 per day delay

o Average Ticket Lost Rate: % monthly;
Penalties Rs. 1,000 for each additional 1% lost tickets per quarter (tickets that were unattended /

unresolved).

6.4.5) Security Breaches

Parameter Penalty

Data and Security Breaches across Email, | Zero Breaches Rs. 1,00,000 per breach/incident
Endpoint Data Protection, Backup, and

Security

¢ Covers any breach or compromise of MIDC’s data or security attributed to the Service Provider.

6.4.6) Reporting

Report Type Delivery Timeline

Quarterly Reports & Dashboards By 15th of every Rs. 10,000 per day delay
quarter for previous
quarter

Implementation Phase Reports Within 15 days post Rs. 10,000 per additional week
completion delay

o Report format to be mutually finalized at project inception.
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6.4.7) Consolidated SLA Table

A. Milestone - Phase - 1 (Implementation)

1 | Implementation | Full scope T = Purchase Order To be 0.25% of total
& Migration migration date completed order value per
(Email 1500 within 30 day of delay
users; Email days post
Security 1500; migration
Data Protection from
for Email 1500; existing
Endpoint Data email
Protection 2000 solution
devices;
Endpoint
Backup 20 TB
for 2000
devices; Email
Backup 1500
users)
B. Quarterly Operations - Phase — 2 (Operations)
2 Cloud-based Email Service Uptime calculated >99.9% No penalty
Email Services | Uptime quarterly: U_ptlme % = | <99.9%and | 10% o
((Total Minutes in > 00.0% ueTEy
Quarter — Downtime -
Minutes) / Total payment
Minutes in Quarter) X | <99.0% and | 15% penalty on
100 >95.0% quarterly
Quarterly payment
measurement
< 95.0% 20% penalty
3 SMTP Server, | Uptime Uptime calculated >99.9% No penalty
AD Services, quarterly basgd on > 98.0% and 10% penalty
Data total downtime
. <99.9% per occurrence
Protection,

Backup >95.0% and 15% penalty
< 98.0% per occurrence
<95.0% 20% penalty

per occurrence
Downtime Applies per Consecutive Breach if
breach condition occurrence downtime exceeded
must not
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Parameter Measurement Target /
Threshold
exceed 10
minutes
4 Helpdesk & Severity 1 Resolution time as <30 %10,000 per
Issue (Critical) — mutually agreed minutes hour/day delay
Resolution Response Time with MIDC in response or
resolution
Severity 1 Applies per incident As mutually 10,000 per
(Critical) — agreed hour/day delay
Resolution Time
Severity 2 <1 hour Included in
(Medium) — penalty model
Response Time below
Severity 2 Per incident <2 days 7,500 per day
(Medium) — delay
Resolution Time
Severity 3 <2 hours Included in
(Low) — penalty model
Response Time below
Severity 3 Per incident <4 days 5,000 per day
(Low) — delay
Resolution Time
Average Ticket Lost = <1% %10,000 per
Lost Rate unattended/unresolved monthly additional 1%
lost tickets per
quarter
5 Security Data/Security Any breach or Zero ¥1,00,000 per
Breaches Breaches compromise attributed breaches breach/incident
(Email, to Service Provider
Endpoint,
Backup,
Security)
6 Reporting Quarterly Format mutually By 15th of %10,000 per
Reports & finalized at project every day delay
Dashboards inception quarter (for
previous
quarter)
Implementation Within 15 10,000 per
Phase Reports days post additional
completion week delay
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Note:

e Penalty for Phase 1 - Implementation 1 is capped at a maximum of 10% of Total Contract Value .

e Penalty for Phase — 2 (Operations) is capped at a maximum of 20% of the quarterly payment.

6.5 Performance Review and Audits

a) MIDC will hold quarterly performance review meetings with the Service Provider to assess all service
areas including Email Security, Data Protection (Email and Endpoint), Backup (Endpoint and Email),
and Cloud-based Email Services.

b) MIDC reserves the right to conduct surprise audits and inspections of tools, processes, and security
compliance—including Email Security controls, Data Protection mechanisms, and Backup integrity—

by engaging third-party experts without compromising confidentiality or security.

6.6 Incident Classification and SLA Response Times

Incident - . . Resolution
Definition/Description Time Target .
Category Time Target
Incidents causing complete loss of service or major Response Resolution
Critical degradation severely impacting business operations. within 30 i
. . . within 2 hours
Includes total link outage or security breach. minutes

Incidents causing significant degradation, but partial
High service is available. Operations are impacted but
workarounds may be available.

Response Resolution
within 1 hour | within 4 hours

Incidents causing minor degradation or impacting non- Response .
. . . . o . . Resolution
Medium critical services, with minimal effect on business within 4 .
. within 8 hours
operations. hours
Incidents with no immediate impact on service or Response Resolution
Low business operations, such as informational requests or within 8 within 24
minor issues. hours hours

6.7 Review & Governance
a) Quarterly SLA Review Meetings with MIDC IT and Operations teams
b) Continuous Improvement Plans based on performance trends

c) Escalation Matrix to be maintained and updated by the Selected Agency
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7. Payment Terms and Schedule

7.1 Payment Terms

a)

b)

c)

d)

e)

9)

h)

)

K)

This Project is planned to be implemented as a service complete with all the components and solution

required for delivery of the envisaged activities of the Project. The bidder will be compensated for

such Services, subject to the performance of the system as reflected by the SLA metrics defined in the

Agreement and/or the MSA between the Bidder and Department.

The entire cost for establishing, operating and maintaining the Project for the Contract Period will be

borne by the Bidder and factored in his Commercial Proposal submitted in response to the RFP.

The Costs quoted will be considered for the computation of Total Contract Value (TCV).

TCV = Finalized amount agreed upon between dept against amount quoted by bidder in
Annexure XI.

The Total Amount against Total Contract Value quoted in the Commercial Proposal should cover all

costs anticipated by the Bidder, on the basis of requirements listed in the RFP. This would include,

but not be limited to:

Cost of Inventory and Licenses

Cost of Installation and commissioning as mentioned in RFP.

Operations and comprehensive maintenance costs for 2 years after ‘Go-live’.

Any other anticipated costs for providing the Services mentioned the RFP and for achievement of

SLA:s.

The Bidder will be solely responsible to bear the cost of any items that are not quoted or are under

guoted in this Proposal but are required to meet the SLAS or any other requirements as stated in the

RFP. No additional payment for these components would be made to the Bidder.

The payment towards Milestone Implementation to be paid on actuals after the successful procurement

and deployment of the licenses and tools on the infrastructure. MIDC may carry out the online

verification before making the payment.

Except as otherwise provided for herein or as agreed between the parties in writing, the Department

shall not be required to make any payments in respect of the Services other than those covered by this

RFP.

The Bidder would be paid as per the details given in the Payment Milestones and Schedules.

If, and only if, MIDC intends to procure additional licenses over and above the quantities specified in

the RFP, the bidder shall supply such additional licenses at the rates quoted in the commercial proposal

7.2 Invoicing and Settlement

a)

The Bidder will submit its invoices in accordance with the following principles.
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b)

d)

e)

9)

h)

)

K)

Generally, and unless otherwise agreed in writing between the parties or expressly set out in the Master
Services Agreement or the SLA, the Bidder shall raise an invoice for successful completion of an
operational quarter after Go-live as per the Payment Schedule defined in Section 5. of this RFP.

The invoice shall be submitted along with the necessary approval / signoff / acceptance / certification
provided by the concerned parties for the respective Deliverables linked with the milestone or Quarter,
failing which the Department reserves the right to reject the invoices.

Along with the invoice, the Bidder is required to submit the Deliverables linked with the payment in
softcopy and hardcopy formats, as applicable failing which Department reserves the right to reject the
invoices.

Any invoice presented in accordance with this Schedule shall be in a form agreed with the Department.
Invoices shall be accurate and all adjustments (if any) to payments to be made to the Bidder shall be
applied to the next payment invoice of the Bidder.

For Quarterly invoices, payment of the invoice amount will be made within 90 days of the receipt of
correct and valid invoice by the Department. The invoice amount will be released by the Department
within 90 days of the receipt of the invoice on completion of detailed bill vetting.

Payment for invoices, which has to be upon completion of the said activities, and after obtaining the
signoff from the Department for the required Deliverables and is subject to penalties / adjustments
based on the SI’s performance.

The penalties are imposed on the Bidder as per the SLA criteria specified in Section 6 of this RFP.
The Milestone invoices related amount will be released by the Department within 90 days of the
receipt of the invoice on completion of detailed bill vetting and penalty calculations as per the defined
SLA:s.

The Department shall be entitled to delay or withhold payment of any invoice or part of it delivered
by the Bidder where:

The Department disputes such invoice or part of it provided that such dispute is bona fide.

The Department disputes any previous invoice or part of it that it had not previously disputed under
this RFP provided that such dispute is bona fide.

The withheld amount in both the above cases shall be limited to that which is in dispute. The disputed
amount in both the above cases shall be referred to the procedure as set out in Section 3.28. Any
exercise by the Department under this Section shall not entitle the Bidder to delay or withhold

provision of the services.

7.3 Additional Costs

a)

b)

The Department shall make payments to the Bidder at the times and in the manner set out in the Terms
of Payment Schedule subject always to the fulfilment by the Bidder of the obligations herein.

All payments shall be made after adjustments required for any SLA based penalties.
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c) No invoice for extra work / change order on account of change order will be submitted by the Bidder
unless the said extra work / change order has been authorized / approved by the Department in writing
in accordance with Additional works framework of the RFP.

d) The Department shall make payments after withholding tax deductible at source as mentioned above.

e) The prices should be mentioned without any qualifications whatsoever and should include all taxes,
duties, fees, levies and other charges as may be applicable in relation to the activities proposed to be
carried out. It is mandatory that such charges wherever applicable/ payable should be indicated

separately. For the project bid, the Bidder is expected to take into account all taxes except GST.

7.4 Currency of Payment

a) Payment shall be made in Indian Rupees only.

7.5 Taxes and Statutory Payments

a) The Bidder shall bear all personal / income taxes levied or imposed on its staff, vendor etc. on account
of payment received under the contract. The Bidder shall bear all income/corporate taxes, levied or
imposed on the Bidder on account of payments received by it from the Department for the work done
under the contract.

b) The Department or its nominated agencies shall be responsible for withholding taxes from the amounts
due and payable to the Bidder wherever applicable. The Bidder shall pay for all other taxes, duties or
levies in connection with the MSA, SLAs, and any other Project Engagement Definition including,
but not limited to, goods and services and other applicable taxes, duties or levies.

c) The Department or its nominated agencies shall provide the Bidder with the original tax certificate of
any withholding taxes paid by the Department or its nominated agencies on payments as per the MSA.
The Bidder agrees to reimburse and hold the Department or any of its nominated agencies harmless
from any deficiency (including penalties and interest) relating to taxes that are its responsibility under
this paragraph. For purposes of MSA, taxes, duties or levies shall include taxes, duties or levies
incurred on transactions between and among the Department, the Bidder.

d) In the event of any increase or decrease in the rate of GST, the consequential effect shall be to the
accounts of the Department.

e) In the event of any increase or decrease of any other tax, levies, currency exchange rates etc. due to
any statutory notification(s) during the term of the MSA, the consequential effect shall be to the
account of the Bidder.

f) The parties shall cooperate to enable each party to accurately determine its own tax liability and to
minimize such liability to the extent legally permissible. In connection therewith, the parties shall
provide each other with

i. Any resale certificates,

ii.  Any relevant information regarding use of out-of-state materials, equipment or services and
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iii.  Any exemption certificates or information reasonably requested by the other party.

7.6 Liquidated Damages

a) In addition to the penalty as mentioned in the SLA, liquidated Damages will be levied on the SI, in

the event of the SI:
i.  Failing to meet the milestones provided for in the MSA,
ii.  Failing to perform the responsibilities and obligations as set out in MSA.

b) Department shall be entitled without prejudice to its other rights and remedies, to deduct from the
price payable to the Bidder and also to encash the Performance Bank Guarantee, provided the total
amount recovered does not exceed 25% of Total Contract Value or the insurance cover, whichever is
higher.
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8. Evaluation Process

A) Opening of Bids

a)

b)

d)
e)

The bids that are submitted online successfully shall be opened online as per date and time given in
Proposal Data Sheet, through MahaTender procedure on the scheduled date.

Bids shall be opened either in the presence of bidders or it’s duly authorized representatives, if the
bidders choose to attend the same. The bidder representatives who are present shall sign a register
evidencing their attendance. Two representatives per applicant shall be permitted to be present at the
time of opening the tender. In addition to that, if their representative of the Bidder remains absent,
MIDC will continue process and open the bids of all Bidders.

Total transparency will be observed and ensured while opening the Proposals/Bids.

MIDC always reserves the rights to postpone or cancel a scheduled Bid opening.

Bid opening will be conducted in two stages

i. Inthefirst stage, Pre-qualification Proposals and Technical proposals would be opened. The EMD
payment and tender fee payment will be verified from the MahaTender Portal. Pre-Qualification
and Technical Evaluation will be carried out by the Bid Evaluation Committee (BEC) constituted
by MIDC. Authority may choose to seek the clarifications on the pre-qualification and technical

bids during the evaluation stage.

ii. Inthe second stage, Commercial Proposal of those Bidders whose Pre-qualification and Technical
Proposals qualify, would be opened.

iii. Inthe event of the specified date of Bid opening being declared a holiday for MIDC the bids shall

be opened at the same time and location on the next working day.
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9. Pre-Qualification (PQ) Criteria

All the bidding entities should fulfil the PQ criteria mentioned below. Only entities fulfilling these criteria,

will be considered for the Technical and Financial evaluation of the bid.

Bidder's
Eligibility
Criteria

Descriptions

RENMES

Documents Required

1 Tender Fees

The sole bidder or consortium member
should have made a payment of Rs.
1,20,000 (Rupees One Lakh Twenty
Thousand only) for the tender fees.

Proof of Tender form fee payment of
Rs. 1,20,000/- (Rupees One Lakh
Twenty  Thousand only) (non-
refundable) through online payment
gateway available at the e-tendering
portal

Earnest Money

The sole bidder or consortium member
should have submitted an Earnest

EMD payment receipt generated from
the e-tendering portal.

EMD for MSMEs

Enterprises (MSESs) as defined in MSE
Procurement  Policy issued by
Department

2 Deposit (EMD) Money Deposit (EMD) of Rs. | EMD to be paid through online
P 12,00,000/- (Rupees Twelve Lakhs | payment gateway available at the e-
only) tendering portal

Tender fees and Earnest Money Valid Certificate issued to the .bldder
. . to be produced that they are registered

Deposit are to be obtained from the | . . .
Tender Fees and bidders except Micro and Small either with -Department of Micro,
3 P Small and Medium Enterprises

(MSME) or are registered with the
Central Purchase Organisation or the
concerned Ministry or Department.

4 Local Presence

The sole bidder and consortium
member should have their offices/
branch offices in Maharashtra.

Proof of Address (Self Attested copy
of Telephone bill / Electricity Bill /
Property tax bill / Registered Rent
Deed supporting the address at
Maharashtra) in addition to the
documents asked above

5 Legal Entity

The sole bidder and consortium
member should be:

e A company incorporated in India
under the Companies Act, 1956 /
2013, and subsequent
amendments thereto.

e Registered with GST Authorities
in India

e Operating for the last five years in
India as on the date of publishing
of RFP notice (including name

a) Certificate of Incorporation &
Memorandum and Articles of
Association of Bidder to be
enclosed along with full address of
Registered office.

OR

b) A partnership deed duly registered
under the Partnership Act

OR

c) LLP firm registered certificate.
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Bidder's
PQ Eligibility
Criteria

Descriptions

REINEES

Documents Required

change / impact of mergers or
acquisitions).

*Note: In case of consortium,
maximum 1 consortium members are
allowed.

AND
d) Copy of PAN Card

Financial

Minimum Average Annual Turnover
of Bidder should be at least Rs. 60
Crore or more in last 3 years as
mentioned i.e., (FY 2022-2023, 2023-

Audited Balance sheet and Profit &
Loss account statement of the Bidder
for any of the last 3 audited financial
years (FY 2022-2023, 2023-2024 and
2024-25)

2024 and 2024-25) to qualify &
6 Strength — . .
Turnover Minimum Average Annual Turnover Cert!flcate duly S|gned by Statu_t(_)ry
of Consortium should be at least Auditor of the Bidder or Certified
Rs.4Crorein last 3 years as Chartered Accountant for average
méntioned i.e., (FY 2022-2023, 2023- annual Turnover for last 3 financial
2024 and 202 4’_25) to qualify ’ years (FY 2022-2023, 2023-2024 and
2024-25)
(As per Annexure-I11)
Financial Audited balance sheets &
Profit /loss statement, Statutory
Auditor’s Report, Notes to Accounts
) ) and Schedules forming part of
Financial The soI_e bldde_r or lead bidder and EEaTE e e el
Consortium  bidder should have
7 Strength — Net- . . &
worth a positive net worthin last three

financial years (FY 2022-2023, 2023-
2024 and 2024-25).

Certificate duly signed by Statutory
Auditor of the Bidder or Certified
Chartered Accountant.

As per Annexure-I11

Similar Projects
8 Experience
(Email Solution)

The Lead / Sole Bidder should have
experience of supply / implementation
of at least one (1) project of Email
solution in State / Central Government
or Public Sector Unit (PSU) in last five
years as on bid submission date

Client Certificate, Copy of Work
Order/ Agreement
&

Annexure VIII

Similar Projects
Experience

The Lead / Sole Bidder or Consortium
bidder should have experience of
supply / implementation of at least one

Client Certificate, Copy of Work
Order/ Agreement
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PQ

Bidder's
Eligibility

Criteria

(Data Leak
Prevention (DLP
/ Backup
Solution)

Descriptions

(1) project of Data Leak
Prevention (DLP) / Backup Solution
(Server/Endpoint) in State / Central
Government or Public Sector Unit
(PSU)

Remarks
Documents Required

&

Annexure VIII

Similar Projects

The Lead / Sole bidder or consortium
member should have experience of
supply / implementation of cloud
security / email service & security/
Data Leak Prevention (DLP) / Backup
Solution for below project value in
State / Central Government or Public
Sector Unit (PSU) as on the date of bid
submission

1 Project — 9 Crores

Client Certificate, Copy of Work
Order/ Agreement

MAF

proposed solution

10 | Experience or
P 2 Projects — 6 Crores &
(Value)
or . Annexure VIII
3 Project of — 4 Crores
Note: The Bidder shall clearly specify
the project cost/amount for each of
the following service components
separately: (i) Cloud Security, (ii)
E-mail Service and Security, (iii)
Data Leak Prevention (DLP), and (iv)
Backup Solution.
) Self-Declaration on OEMs letter head
Proposed OEM should have experience of confirming no. of users in Government
e supply and dgployment (')f'cloud-based / PSU (Single order) in India.
SSE  solution  of minimum 20000
11 | Cloud SSE o 0
. users in single order for Government / r
(Secure Service . ) . ..
Edge) Public Sector Unit (PSU)in India in | Client Certificate, Copy of Work
last 3 years. Order/ Agreement
OEM The sole bidder or consortium member
o . Refer A XIV. MAF f h
12 | Authorization should provide the MAF for all the e1er Annexure rom the

OEM
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Bidder's
Eligibility
Criteria

Descriptions

The sole bidder must submit the power

REINEES

Documents Required

Power of Attorney by the Company for

13 | PowerOf of attorney to specify an individual | its authorized representative on the
Attorney who will be authorized for legal and | Company Letterhead
financial matters (Refer Annexure 1V)
The sole bidder and consortium
member should have Goods Service
14 | GST Tax number  Registration, as | Copy of GST Registration Certificate
applicable and other such necessary
trade / business registrations
The sole bidder or consortium
member should have any two Copies of the valid certificates from
OEM/Cloud certificates as below: authorized agencies
St exriee 1. CMMI Process Level 3orabove. | Online Link to verify the certificate
15 | providers 2.150 9001:2015. _ from the website of issuing authority /
Qualifications 3. ISQ 27001:2013 for Information partner or any other website (as
Caitiesiias Security Management System. applicable).
4. 1SO/IEC 20000-1:2018. . .
URL of the website to be provided.
The sole bidder and consortium
member should not be declared
blacklisted or ineligible by any Central
or State Government / Urban Local | Self-declaration by the bidder and
Bodies / Government Departments / | consortium member on company
16 Non-Blacklisting | Companies (Public / Private Sector) in | letterhead duly signed by authorized
India due to unsatisfactory past | signatory.
performance, c_orrupt, _fraudulent_ or (Refer Annexure V)
any other unethical business practices
in last 5 yrs. as on date of bid
submission.
The sole bidder and consortium
member should not have withdrawn
from similar government projects and | Self-declaration by the bidder and
should not have any contract | consortium member on company
17 Non-withdrawal termination from similar project with | letterhead duly signed by authorized

Central or State Government / Urban
Local Bodies /  Government
Departments / Companies (Public /
Private Sector) in India

signatory.

(As per Annexure-V1)
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PQ

18

Bidder's
Eligibility

Criteria

Data Security
Declaration

Descriptions

The sole bidder and consortium
member should submit a declaration as
per Annexure XV.

REINEES

Documents Required

Self-declaration by the bidder and
consortium  member
letterhead duly signed by authorized
signatory. (As per Annexure-XV)

on company

10. Technical Qualifications

a) The evaluation of the technical bids will be done by Bid Evaluation Committee (BEC). Technical

b)

evaluation conducted by the BEC shall be final and binding on all the Bidders. Each Technical

Proposal shall be assigned a technical score out of a maximum of 100 points.

Bidders who have qualified as per the Pre-Qualification Criteria of this RFP document shall be

evaluated and scored by the Bid Evaluation Committee (BEC) based on a weighted point system

assessing each Bidder’s ability to satisfy the requirements set forth in the RFP Document.

c) Technical Evaluation of the bids would be carried as follows:

(Email Solution)

supply / implementation of at least one (1)
project of Email solution in State / Central
Government or Public Sector Unit (PSU) in
last five years as on bid submission date

1 Project — 5 marks
2-3 Projects — 7 Marks
4 Projects or more — 10 Marks

1 Annual Turnover Minimum Average Annual Turnover of the Certification / 20
sole bidder or consortium member in last 3 Undertaking Letter
years
e More than INR 120 crore - 20 Marks
e  More than INR 90 crore but < INR
120 crore — 15 Marks
e  More than INR 60 crore but <= INR
90 crore — 10 Marks
2 Project Experience | Lead / Sole Bidder should have experience of | List of customersin | 10

Central / State /
Corporation / PSU
or

Copy of Work
Order / Agreement
Letter & Client
Certificate
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Technical Descriptions Supporting
Parameters Documents
Project Sole Bidder or Consortium bidder should | Work Order / 10
Experience have experience of supply / implementation of | Agreement Letter
(Data Leak at least one (1) project of Data Leak | &
Prevention (DLP)/ | Prevention (DLP)/ Backup Solution | Client Certificate
Backup (Endpoint / Server) in State / Central
Solution) Government or Public Sector Unit (PSU)
1 Project of the same proposed DLP / Backup
Solution — 10 Marks
Or
1 Project of Any DLP / Backup Solution —5
Marks
Similar Projects The Lead / Sole bidder or consortium Work Order / 10
Experience (Value) | member should have experience of supply / Agreement Letter
implementation of cloud security / email &
service & security/ Data Leak Client Certificate
Prevention (DLP) / Backup Solution for
below project value in State / Central
Government or Public Sector Unit (PSU) as
on the date of bid submission
10 Marks if bidder submits:
1 Project of value 9 Crores or
2 Projects of value 6 Crores or
3 Projects of value 4 Crores
Note: The Bidder shall clearly specify the
project cost/amount for each of the following
service components separately: (i) Cloud
Security, (ii) E-mail Service and Security,
(iii) Data Leak Prevention (DLP), and (iv)
Backup Solution.
OEM OEM should have experience of supply and | Self-Declarationon | 15
Experience deployment cloud-based SSE solution | OEMs letter head
of minimum 20000 users in single order for | confirming no. of
Government / Public Sector Unit (PSU)in | usersin
India in last 3year. Government / PSU
(Single order) in
Marks shall be allotted as given below: India.
50000 users - 15 marks &
30000 users - 10 marks
20000 users - 5 marks
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Technical Descriptions Supporting
Parameters Documents
Client Certificate,
Copy of Work
Order/ Agreement
&
Annexure VIII
6 OEM e SEI/CMMI- Process Level 3 or above Copies of 5
Certifications e SO 9001:2015 Certificates with
e IS0 27001:2013 for Information verifiable
Security Management System documentation
e |ISO/IEC 20000-1:2018 including:
e Certification
Marks shall be allotted as given below: Validity
e Any two of the above certifications — Confirmation
3 marks [where SEI/CMMI Process  Linkto Online
Level 3 is mandatory] Certificate
e Every additional certification — Verification
Additional 1 mark each
7 Presentation The sole bidder or consortium member’s Requisite 15
technical presentation showcasing at least the | Presentation
following: material
1. Bidder’s Capabilities
2. Understanding of Scope
3. Relevant Experience
4. Proposed Solution for MIDC
5. Approach and Methodology for MIDC
6. Migration Plan of existing email services
7. Project Management Methodology
8. SLA Management Framework
8 Demonstration Demonstration of Product / Services features | Demonstration 15
as requested by MIDC.
Demonstration details will be shared during
technical evaluation
All the bidders satisfying the above-mentioned parameters with cut off value of 80 Marks will be declared
technically qualified for Commercial bid opening.
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11. Commercial Evaluation Process

A) Total Bid Evaluation
a) Total Contract Value shall be calculated based on the format provided in Commercial Bid. The Total
Contract Value (TCV) for each responsive bid shall be inclusive of all costs of necessary goods such
as software license renewals, all taxes. etc. needed for the continued and proper operations of the

system. (Refer Annexure XI for the commercial bid format)

a) Under QCBS selection, the technical bids will be allotted weightage of 80% (Eighty percent) while

the commercial bids will be allotted weightages of 20% (Twenty percent).

b) The Bid with the lowest cost may be given a commercial score of 100 (one Hundred) and other
proposals given commercial scores that are inversely proportional to their prices with respect to the
lowest offer. Similarly, the Bid with the highest technical marks (as allotted by the evaluation
committee) shall be given a score of 100 (one Hundred) and other proposals be given technical score
that are proportional to their marks with respect to the highest technical marks.

c) The total score, both technical and commercial, shall be obtained by weighing the quality and cost
scores and adding them up. Based on the combined weighted score for quality and cost, the bidders
will be ranked in terms of the total score obtained.

d) The Bid obtaining the highest total combined score in evaluation of quality and cost will be ranked as

H-1 followed by the bids securing lesser marks as H-2, H-3 etc.

e) The Bid securing the highest combined marks and ranked H-1 will be invited for negotiations, if
required and shall be recommended for award of contract. In the event two or more bids have the same
score in final ranking, the bid with highest technical score will be ranked as H-1 and will be invited

first for negotiations.

f) An Evaluated Bid Score (B) will be calculated for each responsive Bid using the following formula,

which permits a comprehensive assessment of the Bid price and the technical merits of each Bid:

, _ Clow T
Evaluated Bid Score (B) = * 20| + * 80

C Thigh
where,
C = Evaluated Bid Price
Ciow = the lowest of all Evaluated Bid Prices among responsive Bids
T = the total Technical Score awarded to the Bid
Thigh = the Technical Score achieved by the Bid that was scored best among all responsive Bids

a) The Bid with the best evaluated Bid Score (B) among the responsive Bids shall be declared
as the Most Advantageous Bid.
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g) An Example demonstrating the calculation of evaluated Bid Score (B) is provided below:

Technical Commercial . Evaluated
W ES Calculation of )
. Quote by . Bid Score
received Bidder Evaluated Bid score ®)
by bidder
1110 T 88 1
Bidder 1 88 110 — %2 — 94.105 H-2
110 * 20) * [95 * 89|
1110 T 190 T
Bidder 2 90 140 _— — 91.503 H-3
720 * 20 T |o5 * 89
1110 T 180 1
Bidder 3 80 160 —x20 —x 80 81.118 H-4
760 " "] T [95* Y
(110 T 95 T
Bidder 4 95 130 — %2 — 96.923 H-1
130 * 20) * [95 * 89

h) The bidder with the highest final score shall be treated as the Most Advantageous Bid. In the above

example, Bidder 4 will be treated as the Most Advantageous Bid.

12. General Instructions for Financial Bid

a) Quantities indicated in the commercial bid format are indicative and may vary as per actual
requirements. MIDC may add, drop, or replace any line item during the contract tenure as specified

in the commercial bid format.

b) Payments will be made by MIDC against individual line items based on delivery and successful

completion of the defined scope of work.
c) Payments shall be processed on a quarterly basis for each line item.

d) The quoted fees shall be inclusive of GST, Income Tax, duties, fees, levies, charges, commissions,
and any other applicable taxes as per Indian laws. Any changes in applicable taxes will be accounted

based on the actual tax rates prevailing on the date of billing.

A) Note to Bidders:
a) Bidders must upload only the ‘Summary of the Commercial Format’ on the e-Tendering portal.

b) Bidders are encouraged to visit the site and collect any additional information required, at their own

cost and responsibility.

c) Bidders should quote rates after considering all costs necessary to fulfil the scope of work detailed in

the bid document.
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d)

9)

h)

)

K)

p)

s))

MIDC will constitute a Project Implementation Committee (PIC) to monitor the selected agency’s

performance and recommend payments accordingly.
Submission of only the ‘Summary of the Commercial Format” on the e-Tendering portal is mandatory
Site visits for additional data are permitted at bidders” own cost and responsibility.

Any penalties or liquidated damages as specified under the Service Level Agreement (SLA) will be

deducted from payments due to the selected agency.

MIDC reserves the right to scale up or scale down resources and to remove any line item at its
discretion during the contract period.

All prices must be quoted exclusively in Indian Rupees (INR).

Quoted prices must be inclusive of all taxes, levies, duties, and applicable charges. A detailed breakup
of applicable taxes, duties, and levies must be provided when requested. MIDC reserves the right to
verify proof of payment for any such taxes or levies during billing/payment.

For the purpose of commercial evaluation, MIDC may apply standardized assumptions to reach a
common bid price across all bidders. These assumptions shall not affect the actual contract value or

payments made.

The contract price must remain firm and fixed throughout the contract duration and in the extension

period if granted; no escalation of price or alteration of price will be accepted.

The selected agency is deemed to have satisfied themselves regarding the accuracy and sufficiency of

the contract price, which shall cover all obligations under the contract without any additional claims.

Line items marked as Lump Sum in the BoQ will be treated as quantity one but bidders must quote a

lump sum amount accordingly.

Payments will be made strictly for goods or services that have been delivered, installed, or
operationally accepted as per the contract implementation schedule and at the unit prices specified in

the commercial bid.

The total quoted bid price shall be considered the final amount for the purposes of commercial

evaluation.

Quoted rates must cover all out-of-pocket and incidental expenses necessary to deliver the scope of
work outlined in the RFP.

Rates must also account for all operational costs required to provide services as defined in the scope

of work.
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B) Additional Reminders:

a) Bidders should ensure all costs, taxes, and charges are accounted for in their bids to avoid future

disputes or claims.

b) MIDC reserves the right to demand supporting documents for payments made towards taxes, duties,

and levies during processing.

c) The contract price is binding and final; no price revisions will be entertained post-award unless

otherwise specified.
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13. Annexures

Annexure | — Bid Covering Letter
(To be submitted by the Bidder on the Company letterhead)
To,

The General Manager,

IT Cell, MIDC Udyog Sarathi,
Mahakali Caves Road,
Mumbai-400093.

Subject — Bid Response to Request for Proposal (RFP) for Selection of Agency for Implementing Cloud-

based Enterprise Email Solution with Email Security, Data Protection and Backup Services for MIDC.

Reference: Tender bearing no. <Tender no.> published on <Publication Date>

Dear Sir/ Madam,

Having examined the RFP, the receipt of which is hereby duly acknowledged, we, the undersigned, offer to
provide the professional services as required and outlined in the Request for Proposal (RFP) for “Selection of
Agency for Implementing Cloud-based Enterprise Email Solution with Email Security, Data Protection and
Backup Services for MIDC.”.

We attach hereto our responses to pre-qualification requirements and commercial proposals as required by the
RFP. We confirm that the information contained in these responses or any part thereof, including the exhibits,
and other documents and instruments delivered or to be delivered to Maharashtra Industrial Development
Corporation (MIDC), Maharashtra is true, accurate, verifiable, and complete. This response includes all
information necessary to ensure that the statements therein do not in whole or in part mislead the department

in its short-listing process.

We fully understand and agree to comply that on verification, if any of the information provided here is found
to be misleading the selection process, we are liable to be dismissed from the selection process or termination

of the contract during the project, if selected to do so.

We agree for unconditional acceptance of all the terms and conditions set out in the RFP document and agree
to abide by this tender response for a period of 180 days from the date fixed for bid opening. We hereby
declare that in case the contract is awarded to us, we shall submit the contract performance guarantee bond in
the form prescribed the RFP.
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We agree that you are not bound to accept any tender response you may receive. We also agree that you reserve

the right in absolute sense to reject all or any of the products/ services specified in the tender response.

We have read, and understood the content, T&C of this RFP. Through this letter, we certify our unconditional

acceptance of the same and submit our bid response hereby.

It is hereby confirmed that I/We are entitled to act on behalf of our company/ corporation/ firm/ organization
and empowered to sign this document as well as such other documents, which may be required in this

connection.

Signature of Authorized Signatory (with official seal)

Name
Designation
Address
Telephone & Fax
E-mail address

Date
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Annexure Il — Bidder’s Particulars

(To be submitted by the Bidder on the Company letterhead)

o Details (to be filled by the
Description

responder to the RFP)

1. | Name of the company

2. | Official address

3. Phone No. and Fax No.

4. Corporate Headquarters Address

5. Type of Organization (Pvt. Ltd/ Public Ltd/ Proprietary etc.)

6. | Website Address

7| Details of Company’s Registration (Please
enclose copy of the company registration document)

8. | Name of Registration Authority

9. Registration Number and Year of Registration

10. | CST/LST/VAT registration No.

11. | Service Tax Registration No.

12. 1 permanent Account Number (PAN)

13. Company’s Revenue for last 3 years (Year wise)

14. Company’s Profitability for the last 3 years (Year wise)

Average Turnover for last three years (CA certified audited
15. | statements to be submitted in company letter head with
signature of authorized signatory)

16.| GsT Registration Number (with document evidence)

Please submit the relevant proofs for all the details mentioned above along with your Bid response.
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Contact Details of officials for future correspondence regarding the bid process:

Details Authorized Signatory Secondary Contact

Name

Title

Company Address

Phone

Mobile

Fax

E-mail

Yours Sincerely,

Signature of Authorized Signatory (with official seal)
Name

Designation

Address

Telephone & Fax

E-mail address

Date
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Annexure Il — Bidders Overall Turnover, Net-Worth for Last 3 Financial Years

<On the letterhead of the Chartered Accountant > <To be submitted along with Audited Financial Statements>
To,

The General Manager,

IT Cell, MIDC Udyog Sarathi,

Mahakali Caves Road,

Mumbai-400093.

Respected Sir/Madam,

I have carefully gone through the Terms & Conditions contained in the RFP Document with tender number
<Tender no.> published on <Publication Date>, for Request for Proposal (RFP) for Selection of Agency for
Implementing Cloud-based Enterprise Email Solution with Email Security, Data Protection and Backup
Services for MIDC.

I have examined the books of accounts and other relevant records of <<Bidder>>. Based on such examination
and according to the information and explanation given to us, and to the best of our knowledge & belief, we

hereby certify that the annual turnover, Profit before Tax and Profit after tax for the three years i.e.

1 Annual Turnover

Profit Before Tax

2
3 Profit After Tax
4

Average Annual Turnover

(Signature of the Chartered Accountant)

| further certify that | am competent officer in my company to make this declaration.

Yours Sincerely,

Signature of Authorized Signatory (with official seal)
Name

Designation

Address

Telephone & Fax

E-mail address

Date
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Annexure IV — Power of Attorney
To,

The General Manager,

IT Cell, MIDC Udyog Sarathi,
Mahakali Caves Road,
Mumbai-400093.

Dear Sir / Madam,

Subject — Power of attorney in response to Request for Proposal (RFP) for Selection of Agency for
Implementing Cloud-based Enterprise Email Solution with Email Security, Data Protection and Backup
Services for MIDC

Reference: Tender bearing no. <Tender no.> published on <Publication Date>

Know all men by these presents, we, (name of Firm and address of the registered office) do hereby constitute,

true and lawful attorney (hereinafter referred to as the “Authorized Representative”) to do in our name and on
our behalf, all such acts, deeds and things as are necessary or required in connection with or incidental to
submission of our Proposal for “Request for Proposal (RFP) for Selection of Agency for Implementing Cloud-
based Enterprise Email Solution with Email Security, Data Protection and Backup Services for MIDC.”
including but not limited to signing and submission of all applications, proposals and other documents and
writings, participating in pre-bid and other conferences and providing information/ responses to the Authority,
representing us in all matters before the Authority, signing and execution of all contracts and undertakings
consequent to acceptance of our proposal and generally dealing with the Authority in all matters in connection
with or relating to or arising out of our Proposal for the said Project and/or upon award thereof to us till the

entering into of the Agreement with the Authority.

AND, we do hereby agree to ratify and confirm all acts, deeds and things lawfully done or caused to be done
by our said Authorized Representative pursuant to and in exercise of the powers conferred by this Power of
Attorney and that all acts, deeds and things done by our said Authorized Representative in exercise of the

powers hereby conferred shall and shall always be deemed to have been done by us.
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INWITNESS WHEREOF WE, .................... THE ABOVE-NAMED PRINCIPAL HAVE EXECUTED THIS
POWER OF ATTORNEY ON THIS............... DAY OF ..coovvvvveiiiinns , 20*%*
FOl,

(Signature, name, designation, and address) Witnesses:
1.
2.

Notarized

Accepted

(Signature, name, designation, and address of the Attorney)
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Annexure V - Non-Blacklisting

(To be submitted by the Bidder as per the Documents Required in PQ/TQ Criteria)

To,

The General Manager,
IT Cell, MIDC Udyog Sarathi,
Mahakali Caves Road,
Mumbai-400093.

Dear Sir / Madam,

In response to the Tender Ref. No. dated for

Selection of Agency for Implementing Cloud-based Enterprise Email Solution with Email Security, Data
Protection and Backup Services for MIDC.

As an owner/ partner/ Director of , 1/ ' We hereby declare that presently our

Company/ firm is having unblemished record and is not declared ineligible for corrupt

and fraudulent practices either indefinitely or for a particular period of time by any State/ Central Government/
PSU.

We further declare that presently our Company/ firm is not blacklisted and not

declared ineligible for reasons other than corrupt and fraudulent practices by any State/ Central Government/
PSU on the date of Bid Submission.

If this declaration is found to be incorrect then without prejudice to any other action that may be taken, my/

our security may be forfeited in full and the tender if any to the extent accepted may be cancelled.

| further certify that I am competent officer in my company to make this declaration.

Yours Sincerely,

Signature of Authorized Signatory (with official seal)
Name

Designation

Address

Telephone & Fax

E-mail address

Date
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Annexure VI — Non-Withdrawal from projects

(To be submitted by the Bidder on the Company letterhead, as per the PQ criteria)
To,

The General Manager,

IT Cell, MIDC Udyog Sarathi,
Mahakali Caves Road,
Mumbai-400093.

Respected Sir,

In response to the Tender Ref. No. dated for

Selection of Agency for Implementing Cloud-based Enterprise Email Solution with Email Security, Data
Protection and Backup Services for MIDC, as an owner/ partner/ Director of ,

I/We hereby declare that we as a company have not withdrawn from similar government projects or terminated
contract for similar project with Government entities (State Govt. / Central Govt./ ULBs/ other govt.) and
other entities (public/private sector entities).

If this declaration is found to be incorrect then without prejudice to any other action that may be taken, my/
our security may be forfeited in full and the tender if any to the extent accepted may be cancelled.

| further certify that | am competent officer in my company to make this declaration.

Yours Sincerely,

Signature of Authorized Signatory (with official seal)
Name

Designation

Address

Telephone & Fax

E-mail address

Date
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Annexure VII - Checklist of Documents to be included in the Pre-Qualification Submission

Submitted Documentary

Pre-Qualification Criteria
(Yes/No/ Proof

NA) (Page No.)

{l Scanned copy of payment slips of EMD & Tender Fee

2 EMD payment receipt generated from the e-tendering
portal

Valid certification from bidders demonstrating their status
3. | as Micro and Small Enterprises (MSES) in accordance with
the MSE Procurement Policy issued by the Department.

4. | Proof of Address

Certificate of Incorporation & Memorandum and Acrticles
of Association of Bidder to be enclosed along with full
address of Registered office.

OR

A partnership deed duly registered under the Partnership
Act

OR

LLP firm registered certificate.

6. | Copy of PAN card

Audited Balance sheet and Profit & Loss account statement
7. of the Bidder for any of the last 3 audited financial years
(FY 2022-2023, 2023-2024 and 2024-25)

Certificate duly signed by Statutory Auditor of the Bidder
8 or Certified Chartered Accountant for average annual
Turnover for last 3 financial years (FY 2022-2023, 2023-
2024 and 2024-25)

Financial Audited balance sheets & Profit /loss statement,
9. Statutory Auditor’s Report, Notes to Accounts and
Schedules forming part of accounts to be submitted.

Client Certificate, Copy of Work Order/ Agreement for
10. | similar projects experience of Email Solution in State /
Central Government or Public Sector Unit (PSU)

Client Certificate, Copy of Work Order/ Agreement for

11. similar projects experience. (Data Leak Prevention (DLP) /
Backup Solution in State / Central Government or Public
Sector Unit (PSU)
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Submitted Documentary

Pre-Qualification Criteria
(Yes/No/ Proof

NA) (Page No.)

Client Certificate, Copy of Work Order/ Agreement for
12, deployment of Cloud Security / Email Service
component(s) in State / Central Government or Public
Sector Unit (PSU)

Client Certificate, Copy of Work Order/ Agreement for
OEM Experience Cloud SSE (Secure Service Edge) - OEM
13, should have experience of supply and deployment cloud-
based SSE solution of minimum 20000 users in single
order for Government / Public Sector Unit (PSU) in India
in last 3year.

14. | Manufacturer's Authorization Form (MAF) for all solutions

15, Power of Attorney / Board Resolution to the authorized
Signatory of the bid

16. | Copy of GST certificate

Bidder’s Details (Refer Annexure IT) & Data Security
Declaration

17.

Criteria related to Quality-of-Service Delivery - Copy of
18. | valid certificate issued to the Bidding Organization:
ISO/IEC 9001:2015, or higher

Criteria related to Quality-of-Service Delivery - Copy of
19. | valid certificate issued to the Bidding Organization: 1SO
27001:2013 or higher

Criteria related to IT Service Management Delivery - Copy
20. | of valid certificate issued to the Bidding Organization:
ISO/IEC 20000-1:2018 or higher

Criteria related to Quality-of-Service Delivery - Copy of
21. | valid certificate issued to the Bidding Organization: (SEI)
CMMI Level 3 or higher

22 Non-Blacklisting Self-Declaration from the authorized
signatory of the bidder. (Refer Annexure V)

23 Non-Withdrawal: Self-Declaration from the authorized
signatory of the bidder. (Refer Annexure VI)

24. | Data Security Declaration (Refer Annexure XV)
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Annexure VIII - Details of Experience of Bidder in Various Projects

Sr.

Details of Experience of Bidder

Name of the Organization - <<Name of the Bidder that have executed / executing the project>>

(\[o}
Parameter Details
General Information
1. Customer Name
Name of the contact person and
2. contact details for the client of the
assignment
3. Whether client visit can be organized (YES/NO)

Project Details

4, Project Title
5. Start Date and End Date
6 Government/Private/PSU/Others
' please specify
7 Geographical Coverage (No. of
' locations the project covers)
8. Date of Go-Live
9. Total Cost of the project
Current Status (Live / completed / on-
10. . .
going / terminated / suspended)
1 No of staff provided by your
" | company
Please indicate the current or the
12. | latest AMC period with the client
(From Month —Year to Month-Year)
Please indicate whether the client is
13. | currently using the implemented

solution

Size of the project

14. | Order Value of the project (in lakhs)
Capital Expenditure involved (in
15.
lakhs)
16 Cost of services provided by the

bidder (in Lakhs)
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Details of Experience of Bidder

Sr.

No Name of the Organization - <<Name of the Bidder that have executed / executing the project>>

Parameter Details

Cost of services provided by the

17 partners if involved (in Lakhs)

Number of total users and concurrent | Tqtal users
18. | users of the solution at the client

location(s): Concurrent users

19. | Training responsibilities of Bidder

Any other information to be shared

20. with MIDC

Narrative Description of the Project:

Detailed Description of actual services provided by Bidder:

Documentary Proof: Copy of Work Order, Agreement and Client Certificate

Highlights of the Key Result Areas expected and achieved

List of modules and sub-modules implemented

Note:
o Any citation that is submitted without the above form will not be considered for evaluation by MIDC.

It is the responsibility of the bidder to provide adequate documents against each citation. MIDC reserves the
right to seek clarification or outrightly reject any citation that do not satisfy the qualification criteria as
mentioned in the RFP. MIDC decision in this regard will be final and biding upon all the bidders.
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Annexure IX - Checklist of Documents to be included in the Technical Qualification

Submitted | Document Proof
Technical Qualification Criteria

(Yes/No) (Page No.)

1 Annual Turnover for last three financial years

Work Order / Agreement Letter along with Client Certificate
demonstrating experience in supply / implementation of

2. projects of Email solution in State / Central Government or
Public Sector Unit (PSU) in last five years as on bid
submission date

Work Order / Agreement Letter along with Client Certificate
3 demonstrating experience in supply / implementation of
project of Data Leak Prevention (DLP) / Backup Solution in
State / Central Government or Public Sector Unit (PSU)

Work Order / Agreement Letter and Client Certificate
evidencing experience of supply / implementation of Cloud
4. security / email service for required project value in State /
Central Government or Public Sector Unit (PSU) as on the date
of bid submission

Self-Declaration on OEMs letter head mentioning OEM
experience of supply and deployment cloud-based SSE
5 solution of minimum 20000 users in single order for
Government / Public Sector Unit (PSU) in India in last 3
year.

Work Order / Agreement Letter and Client Certificate
demonstrating OEM experience of supply and deployment
6. cloud-based SSE solution of minimum 20000 users in single
order for Government / Public Sector Unit (PSU)in India in
last 3 year.

Certifications to be provided for the following industry

standards related to Cloud email, data protection and backup

service solution implementation:

e SEI/CMMI —Process Level 3 or above

e IS0 9001:2015 (Quality Management System)

e SO 27001:2013 (Information Security Management
System)

o |ISO/IEC 20000-1:2018 (IT Service Management)
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Annexure X — Technical Specifications

1. Technical Specifications for cloud-based email solution

Scope of Work

Summary

Compliance

(Yes/ No)

Email as Service
(Basic) — 1200
users

Up to 50 GB primary mailbox + Archival Space
Compliance Archiving & advanced content discovery
Email protection- Anti Spam and Anti Malware

Full synchronization across mobile devices, tablets &
web browsers.

Collaboration Platform for chat, calls, and meetings
with recording.

The proposed OEM should be MeitY empanelled
The proposed solution should have a provision to keep
a copy of data in India as an when required

Data in transit and rest should be encrypted

Logs should be accessible in India

Email as Service
(Standard) -
200 users

Up to 100 GB primary mailbox + Archival Space
In-Place Hold & Litigation Hold: Preserves mailbox
data for compliance or legal reasons.

Auto-expanding archiving and management of inactive
mailboxes.

Email protection- Anti Spam and Anti Malware

Full synchronization across mobile devices, tablets &
web browsers.

Collaboration Platform for chat, calls, and meetings
with recording.

The proposed OEM should be MeitY empanelled

The proposed solution should have a provision to keep
a copy of data in India as an when required

Data in transit and rest should be encrypted

Logs should be accessible in India

Email
Collaborative
Plan (Entry-
Level) - 100 users

Up to 50 GB primary mailbox+ Archival Space

Up to 1 TB cloud storage per user

Compliance Archiving & advanced content discovery
Al Features- inbuilt Generative Al tool with limited Al
functionalities for users with Enterprise Data
Protection.

Email protection- Anti Spam and Anti Malware
Collaboration & productivity enhancement features
including web versions of office apps (word
processing, spreadsheets, presentations), chat,
meetings
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Sr | Scope of Work Summary Compliance

No (Yes/ No)

e Collaboration Platform for chat, calls, and meetings
with recording.
The proposed OEM should be MeitY empanelled
The proposed solution should have a provision to keep
a copy of data in India as an when required
Data in transit and rest should be encrypted
Logs should be accessible in India

4 | Email e Up to 100 GB primary mailbox + Archival Space
Collaborative e Upto1lTB cloud storage per user
Plan (Advanced) e Compliance Archiving, advanced content discovery,
- 100 users Legal hold
e Email Security features — Anti Spam and Anti
Malware

e Al Features- inbuilt Generative Al tool with limited Al
functionalities for users with Enterprise Data
Protection.

e Collaboration & productivity enhancement features
including web versions of office apps (word
processing, spreadsheets, presentations), chat,
meetings

e Collaboration Platform for chat, calls, and meetings
with recording.

e The proposed OEM should be MeitY empanelled
The proposed solution should have a provision to keep
a copy of data in India as an when required
Data in transit and rest should be encrypted
Logs should be accessible in India

2.Email Security

Sr. Compliance
Features

No (Yes / No)

The proposed solution must be compatible with all email services such as Microsoft
! 365, Microsoft Exchange, Google workspaces and more.

The proposed solution must be able to create a direct connection with Microsoft 365
g from the admin console, with no need for MX record redirections.

The proposed solution must be able to use Microsoft APIs to create mail flow rules
3 in the Microsoft 365 environment.
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Sr.

\[o]

Features

The proposed solution must alert customers of any configuration changes from the

Compliance

(Yes/ No)

4 | M365 console that could impact the email gateway mail flow setup and provide one-
click resolution, restoration, and correction to configurations and mail flow.
The proposed solution must protect and manage emails in the cloud through an

5 | intuitive cloud-based console, providing access to the entire range of vendor
products through one interface, including web, endpoint, mobile, and server.
The proposed solution must be able to create unique email security policies for

° individuals, groups or the whole domain.

. The proposed solution must have the option to clone an existing policy in the admin
console.
The proposed solution must provide admin access to end user allow and block lists

8 | with the capability to import, export, search, add, and delete entries directly from
within the admin console.
The proposed solution must be able to add Plain text and HTML disclaimer to

9 | outbound messages that can be configured through the Email Security policy in the
admin console.

10 The OEM should not be dependent on third party solutions, threat intel, Labs,
research, Data Scientist, Threat Researchers or any other platform.

1 The OEM should have a overall catch rate of 99.9% in a leading third comparative
testing reports

12 | Active Directory, Azure Active Directory and Google Directory Sync

13 The proposed solution must have the capability to synchronize with Microsoft
Active Directory.

14 The proposed solution must have the capability to synchronize with Microsoft
Azure Active Directory.

15 The proposed solution must be able to keep users automatically synchronized with
the product using an Active Directory sync tool.

16 The proposed solution must fully support automatic updating of AD data where
businesses have completely moved to the cloud.

17 | The proposed solution must support Google Directory synchronization.

18 The proposed solution must provide the administrator the capability to manually add
mailboxes or import mailboxes and aliases when Active Directory is unavailable.

19 | Self-service portal

20 | The proposed solution must have a self-service portal for end-users.
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Features

The self-service portal must allow users to manage quarantined emails

Compliance

(Yes/ No)

A1 (accept/delete emails).
22 | The self-service portal must allow users to edit the allow/block rules.
’3 The self-service portal must allow users to view messages in the event of an outage
using the emergency inbox.
The end user portal must let users release emails on demand, and in-message
24 | quarantine digests provide a daily summary of quarantined mail, with the option to
release direct from the inbox.
25 | Business Continuity
The proposed solution must have email spooling that ensures no email is lost.
In the event of a disruption to your Microsoft or Google Cloud email service, the
26 | product The proposed solution must have the capability to automatically queue the
recipient’s emails then deliver once the service is restored with a five day retry
period.
- The proposed solution must provide read access to queued email from a 24/7
Emergency Inbox inside the end-user portal.
The proposed solution must have the capability to send administrator alerts when
28 | mail can't be delivered to a server/service in the event of third-party cloud email
service provider outages.
29 | Protection from Spam and Malware
30 | The proposed solution must have live threat updates to stop the latest attacks.
31 | The proposed solution must have anti-spam, anti-virus, and anti-phishing detection.
32 | The proposed solution must have reputation filtering that can block spam.
The proposed solution must have next-generation reputation filtering technology
33 | that eliminates botnet spam at the IP connection level by monitoring connection
requests and rejects those showing evidence of botnet connections.
34 | The proposed solution must protect against snowshoe spam.
35 | Quarantine Summary Email
The solution should be able to access the M365’s Quarantine emails list in the
36 | management console and also should be able to trigger the release or delete of these
emails from Central and the action should be taken in M365.
37 The proposed solution must be able to schedule when quarantine summary emails

are sent to users.
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38

Features

The users be able to release or delete quarantined messages by clicking the

appropriate link in the quarantine summary email.

Compliance

(Yes/ No)

39

Active Threat Protection

40

The proposed solution must have URL re-writing capability to check the website
reputation of email links before delivery and at the time of click — blocking stealthy,
delayed attacks.

41

The proposed solution must have QR Code Scanning that scans messages for
malicious URLs and QR codes that may lead to unsafe websites, malware,

ransomware, or phishing sites when enabled.

42

The proposed solution must have a cloud-based Sandbox that can detect both known

and unknown malware and unwanted applications before it executes.

43

The proposed solution must have the option to submit quarantined emails for cloud
sandbox scanning through the admin console.

44

Post Delivery Protection

45

The proposed solution must be able to automatically remove messages containing
attachments and URLSs that are benign at the time of delivery but later become active

and malicious.

46

The proposed solution must have an 'on-demand clawback' feature that allows
administrators to manually remove any message from users' inboxes with the click

of a button in the admin console.

47

When admins report a threat to the vendor's labs from the Message History report,
it must have an option to 'clawback' the message from the user’s mailbox if the Post

Delivery Protection (PDP) is configured in the account.

48

When admins manually ‘clawback’ a message, it must have an option to specify the
reason for the clawback as spam, malware, phishing, or unwanted email.

Additionally, admins can report the message to the vendor's labs for analysis.

49

The solution should allow administrators to connect their Google gateway domains
for post-delivery protection. Post-delivery protection should automatically search
and remediate messages delivered to users' inboxes that contain malicious URLSs or
attachments. It should also allow administrators to claw back objectionable or

unwanted messages from users' inboxes on demand

50

Block Phishing Imposters

51

The proposed solution must use a combination of authentication techniques to

identify and allow legitimate emails from trusted partners and block imposters.
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52

Features

The proposed solution must use Sender Policy Framework (SPF) to identify IP
addresses authorized to send email from the domain.

Compliance

(Yes/ No)

53

The proposed solution must use Domain Keys Identified Mail (DKIM) check to
provide cryptographic proof that a message was sent from a specific sender and

hasn’t been tampered with.

54

The proposed solution must use Domain Message Authentication Reporting &
Conformance (DMARC) check to determine what to do when messages fail SPF or
DKIM checks from the sender.

55

The proposed solution must have Header anomaly detection to identify if the

sender's display name is the same as one of your internal usernames.

56

The proposed solution must be able to do an analysis of look-a-like domains to

identify domain names similar to the corporate domain.

57

Suspicious messages should have an option to be blocked, quarantined, tagged with
a subject line warning, or have a banner added with a direct link to the user-level
block list.

58

The proposed solution must have an Allow and Blocked senders policy that allows
administrators to restrict messages to or from specific email addresses, IP addresses,
and domains, including support for wildcards, allowing you to block country-level
TLDs.

59

Smart Banners must allow end users to update their personalized allow and block
sender lists from within the email itself, while the Self-Service Portal allows these

lists to be managed.

60

The solution should inform the user via a banner if the user has not received an email

from the sender address before.

61

Impersonation Protection

62

The proposed solution must be able to detect messages that pretend to be from well-
known brands, very important people (VIPs) in your organization, or your vendor,

customer, or partner organizations.

63

The proposed solution must be able to Protect External VIPs. This protects your
users from email attacks impersonating not only your internal VIPs, but also

individuals from your vendor, customer, and partner organizations.

64

The proposed solution must have an option to add these ‘External VIPs’ to your list

of VIPs to detect and flag emails that try to impersonate these important individuals.
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65

Features

The proposed solution must have a VIP management list that can contain a
minimum of 500 email addresses (Internal and External VIPs).

Compliance

(Yes/ No)

66

The proposed solution must be able to import and export VIP list.

67

The proposed solution must have a VIP Impersonation option that detects emails
attempting to impersonate high-profile individuals within your organization
(internal VIPs) or trusted external contacts, such as vendors, customers, or partners

(external VIPs) when enabled.

68

VIP Impersonation must detect emails without an exact name match.

69

VIP Impersonation must have an Aggressive Mode option that detects emails solely
based on VIP name matches, including fuzzy name variations, without relying on

machine learning or heuristics.

70

The proposed solution must have a Brand Impersonation option that detects emails
attempting to spoof frequently targeted brands or domains. This setting helps

prevent impersonation of well-known organizations.

71

The proposed solution must have a General Impersonation option that detects emails
that don't match VIP names or frequently targeted brands but are still considered

impersonation attempts based on machine learning and anti-phishing heuristics.

72

Account Compromise

73

The proposed solution must have an Account Compromise setting that helps admins
detect when a user's account may be compromised. The proposed solution must
allow admins to configure email notifications to alert administrators or key users as
soon as the vendor flags suspicious activity. This allows them to respond quickly

and help prevent a major security breach.

74

The vendor platform must monitor email activity to detect unusual behavior that
may indicate a compromised account. For example, it flags the activity if a user
suddenly sends an unusually high volume of emails or shows patterns that differ

from their normal behavior. It then notifies the recipients you've configured.

75

Geo IP Protection

76

The proposed solution must be able to select the countries from which you want to

disallow messages.

77

Bounce Address Tag Validation (BATV) Protection
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78

Features

The proposed solution must have an option that tags outbound messages so that in
the event of a bounce, its tag can be validated to determine whether the bounce
message is valid. The proposed solution must allow admins to configure an action
for invalid bounce messages to safeguard users from being targeted by backscatter
attacks.

Compliance

(Yes/ No)

79

Data Loss Prevention

80

The Data Control policy must allow admins to configure a rule to search in the email
subject, message body, attachment name, attachment content, or any combination

of those message parts.

81

The proposed solution must be able to create multi-rule Data Control policies for
groups and individual users to ensure protection of sensitive information with
discovery of financials, confidential contents, health information, and PIl in all

emails and attachments.

82

The proposed solution must be able to create custom Content Control Lists (CCL)
using the vendor's CCLs or customize out-of-the-box templates for specific CCLs.

83

The proposed solution must have granular control of data breach prevention
policies, including multi-rule policies for groups and individual users with seamless

integration of encryption

84

The solution should scan images for illicit content in incoming and outgoing email,
and educate offending users, including QR code scanning for redirection to phishing

sites if needed in future.

85

The proposed solution must have a single console, managing data loss prevention

for email, alongside next-gen endpoint protection

86

The proposed solution must be able to inspect the attributes of any email by using

the Message Attribute rule in the Data Control policy

87

The Data Control policy must have a Message Attributes option that allows admins

to filter messages by header, source, and size.

88

The Data Control policy must have a Modify Header action with the following
options:

* Add header — inserts a new header and value in the message
 Edit header value - edits values of all matching headers

» Strip header — strips all matching headers

89

Data Control rules must allow admins to add and change email headers to select

how a message is encrypted.
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Features

The Data Control rule must be able to add the following headers and change the way

Compliance

(Yes/ No)

%0 the encryption is applied to the messages that match the rule's criteria:
Should support Portal encryption without recipient authentication where in the
91 | recipient will receive a link to the portal-encrypted email, which will not require
authentication to view the message if this header is set to true.
Admins must be able to set a message expiry period up to the maximum set in the
92 | account. The default maximum expiry period is 30 days, which administrators may
have modified as part of the account's custom branding.
The sender must receive a notification when the encrypted email is sent to the
% recipient if this header is set to true.
The sender must receive a notification when the recipient reads the encrypted email
94 | ifthis header is set to true. In the case of Push Encryption, the read notification must
only be sent for the registration message.
The admin console must allow admins to strip, re-attach or download attachments
% from quarantined emails.
96 | Email Encryption
o7 The proposed solution must give users the capability to encrypt emails using the
product's M365 add-in.
The proposed solution must have push-based encryption that protects the entire
% email or attachments only.
The proposed solution must have enforced TLS encryption that prevents
% eavesdropping when messages are in transit.
100 The proposed solution must be able to add a digital signature to verify sender
identity with SIMIME.
The proposed solution must have an optional full web portal encryption (requires an
101 | add-on license) that allows users to manage, read, and reply to encrypted messages
in a secure web portal.
The proposed solution must be able to customize the branding of your encryption
102 | portal and encrypted messages with your organization's logo and colors (requires an

add-on license) in the same console
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Sr.

\[o]

Features

The solution must support DMARC Manager features that gives domain owners
clear visibility into how their domains are used in outbound email in the same
console, if needed in future with an additional cost. Some features it should
support:

1. Should aggregate reports and files that must include information on the
authentication status of messages delivered on behalf of a domain. They must

show which sources are sending on your behalf and how their messages were

Compliance

(Yes/ No)

103 | evaluated against your DMARC policy.
2. Must support CNAME-based DNS validation
3. Must support BIMI management, TLS-RPT, and MTA-STS record hosting and
management.
4. Must help enforce DMARC conformance and compliance through reporting,
DNS record management, and process automation.
5. Must verify the identity of senders, ensuring that emails received are from the
trusted source they claim to be.
104 | Comprehensive Reporting
The solution should allow administrators to specify mailboxes or distribution lists
105 to receive a copy of any message reported by administrators. This feature should
provide visibility into messages reported as false positives (clean) or false negatives
(threats).
106 The proposed solution must provide statistics reports within the console in the form
of tables and graphs with custom date ranges.
107 | The proposed solution must have the following reports available:
Shows logs of all mail processed by the system, including visibility into messages
rejected because their TLS did not meet the requirements of the Secure Message
108 | Policy. Also has an option to filter messages by their category, status, and TLS
encryption applied. Also shows inbound messages that were rejected because the
recipient mailbox wasn't found.
Shows a summary of all emails and includes a statistical report about the number of
109 | emails transported inbound and outbound over TLS v1.3, TLS v1.2, and
unencrypted.
110 Shows a summary of inbound messages that were analyzed for threats using static

and dynamic analyses. The report gives verdicts for both types of submissions — the
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Sr.

Features

messages reported as threat (false negative detection) and the messages reported as
clean (false positive detection).

Compliance

(Yes/ No)

111 | Volume of blocked, warned, and allowed URLSs.

112 | Shows a report of all messages logged by the data control policy.

113 | Summary of M365 messages removed post-delivery.

114 | Should provide license Usage Summary

115 The proposed solution must have an API that can query message history information
from the vendor Data Lake using the admin console
The proposed solution must have an API that lets admins manage mailboxes such

116 | as create, read (or find), update, and delete mailboxes in the email protection
solution.

117 | Phishing Simulation & Training
The proposed solution must be able to emulate a range of phishing attack types to

118 help you identify areas of weakness in your organization's security posture and
empower users through engaging training to strengthen your organization's
defenses.

119 The proposed solution must have over 500 customizable, realistic and challenging
phishing attacks.

120 | Email simulations must support min 3 languages:

121 | English

122 | Hindi

123 | Marathi

124 | Campaigns should have the following template categories:

125 a. Phishing: This simulates a phishing attack against your users. It encourages your
users to click a link in an email.
b. Credential Harvesting: This simulates an attack designed to obtain login ids and

126 | passwords. It encourages your users to enter credentials into a fake website. No
passwords are collected.

197 c. Attachment: This simulates an attack designed to deploy malicious attachments
on your system. It encourages your users to open an attachment in an email.

128 d. Training: This allows you to send anti-phishing training to your users without a

simulated attack.
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Sr.

Features

Baseline testing (attack simulation without training) in campaigns should be

Compliance

(Yes/ No)

129
available.
The proposed solution must have the capability to create randomized attacks by
allowing admins to select up to five phishing email templates when building a

130 | campaign. These emails should then be randomly distributed across the selected
users and provide administrators insight into each user’s susceptibility to future
attacks.

131 | Training
The proposed solution must have over 100 interactive training modules that will

132 | educate users about specific threats, such as suspicious emails, credential
harvesting, password strength, and regulatory compliance.

133 | Training materials must support 3 languages:

134 | English

135 | Hindi

136 | Marathi

137 | Training campaigns without attack simulation should be available.

138 The proposed solution must have the option to redirect caught users to your own
hosted training material.

139 | Customization and Scheduling

140 | The proposed solution must have Email Template User Variables

141 | The proposed solution must have Training Reminder Emails

142 | The proposed solution must have customizable Landing Pages

143 The proposed solution must have Immediate or Scheduled Campaign Broadcast
options

144 The proposed solution must have the capability to conduct Distributed Broadcast
across user list

145 | Reporting and Management

146 The proposed solution must have an Outlook add-in that enables users to report
suspected phishing and spam messages with one click right from within Outlook.

147 The Outlook Add-in should work for Office 365 Business subscription (Exchange

online) mail accounts.
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Sr. Compliance
Features

(Yes/ No)

The solution dashboard should provide at-a-glance campaign results on user
148 | susceptibility and allows you to measure overall risk levels across your entire user
group with live Awareness Factor data, including:

149 | Top level campaign results

150 | Organizational trend of caught employees and reporters

151 | Total users caught

152 | Testing coverage

153 | Days since last campaign

154 Drill-down reports should give deeper insight into performance at an organizational
or individual user level.

155 | Reports must have an option to export to a CSV file.

The solution should be easy to use and can be easily accessed on any supported

156
browser.

157 Must have an option to import users manually, from Active Directory or froma CSV
file.

158 Should have a section that lists the domains and IP addresses that the solution uses

to send campaign emails.

159 | Should have an automated report on phishing and training results

3. Advanced Classification, Endpoint, Web and Email DLP

Sr. ) N Compliance
Technical Specifications

No (Yes/ No)

Solution should be delivered through cloud service edge of the solution vendor, and

160 |the actual data processing cloud service edges must in India to ensure no actual data

of customer leaving India geography for processing or storage.

The proposed Secure Internet solution must be cloud native platform and the OEM
161 |should have services hosted in at least 7 own / co-located/ MeitY-empaneled cloud
service provider’s data centers in India with local compute.

The solution provider should have achieved DoD Impact Level 5 (IL5) and FedRAMP
High Authorization to reflect better security standards. The offered solution must be
162 |certified with CSA STAR, Fed Ramp, 1SO 27001, ISO 27017, ISO 27018, SOC2,
SCO3 certification and Zero Trust Architecture designed by NIST (National Institute

of Standards and Technology).
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Sr.

\[o]

163

Technical Specifications

The location of Cloud server should be in India and data should be stored in India
only.

Compliance
(Yes/ No)

164

All the feature functionalities listed in technical specification must be available from
Day-1

165

The endpoint agent of the proposed zero trust should have a packet capture capability
as a built-in feature for ease of troubleshooting with a better user experience. In case
this is not available as a built-in feature, bidders can include additional packet capture
tools in their solution for the user endpoints with the required license, support, and
services and the tool needs to be tightly integrated with the SSE endpoint agent to
deliver the mentioned functionality. To ensure security best practices are followed,
the bidder must avoid using freeware tools and ensure proper patching and upgrades

of the provided packet capture tool.

166

The solution must capture detailed device details like device name, hostname, model,
OS type, version and allow creation of device/device group-based policies. The device
posture check functionality of the zero-trust platform must support minimum 19
different predefined conditions to allow an administrator to define business relevant
conditions for different device types. The conditions much include validating the
Certificate Trust, File Path, Registry Key, Client Certificate, Domain Joined, Process
Check, firewall, Encryption, Detect Antivirus along with AV signature update, OS

Version, etc.

167

The solution must operate in a full-proxy architecture (Hide user and application IP
address) and should perform 100% SSL inspection of the internet traffic at scale

without performance degradation

168

Solution architecture should be designed in such a way that actual data should not
leave India geography and hence should be processed in India based Data Centers

only

169

Solution architecture should ensure that actual data should not be stored temporarily

or permanently in vendors’ cloud service edge irrespective of file type and file size

170

The solution should have a unified singular agent delivering all the critical services
like Data Protection, Internet Security, ZTNA, Digital Experience Monitoring, active

defense

171

All the required functionalities should be delivered through single endpoint agent for

endpoint data protection, data discovery and classification
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Sr.

\[o]

172

Technical Specifications

To avoid DLP policy exception and continuous access to critical SaaS applications
during disaster scenarios when cloud service edge is not reachable/available, the
solution providing vendor must provide disaster recovery for the critical applications
to ensure authenticated users continue to have access to these applications even when

there is a global outage in the vendor's cloud.

Compliance
(Yes/ No)

173

all the required functionalities should be delivered through single endpoint agent for

endpoint data protection, data discovery and classification

174

Solution should be able to provide an automated data discovery report highlighting

SaaS apps / websites are getting accessed by users

175

Solution should be able to categorize such apps into risky / non-risky depending on

various security parameters

176

Solution should be able to provide a consolidated SaaS dashboard highlighting
number of SaaS apps accessed, sanctioned / unsanctioned status of these apps, amount
of data uploaded / downloaded along with relevant logs

177

all the required functionalities should be delivered through single endpoint agent for

endpoint data protection, data discovery and classification

178

Solution should be able to identify any data exfiltration/leakage through images and

screenshots

179

Solution should allow to create DLP policies based on keywords , regex patterns,

Labels , fingerprinting as well as in-built ML (Machine Learning) dictionaries

180

Solution should allow to create DLP policies based on user, user groups, departments,

risk score, file size, file extensions etc.

181

Inline Web DLP should operate in an browser agnostic environment (no dependency

on web browser or its version)

182

Solution should be able to inspect all web traffic like http / https and FTP and provide

granular DLP inspection controls

183

Inline DLP should be able to support file size up to 400 MB for content scanning /

fingerprinting etc. without storing in any of the solution component

184

Solution should be able to detect and block Encrypted/Password-Protected Files

185

Solution should have ability to distinguish between corporate and personal instances
of Outlook, OneDrive, SharePoint, MS Teams and apply granular DLP controls

accordingly
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Sr.

\[o]

186

Technical Specifications

Solution should be able to provide granular controls over SaaS apps like Gmail ,
Facebook, LinkedIn etc. in terms of blocking posts, blocking file attachments, chats
etc. and doing content based DLP inspection

Compliance
(Yes/ No)

187

The Solution should provide the Flexibility of setting up customer notification
template for violations

188

The Solution must provide a way to send attachment of the violating content to the
DLP Administrators

189

The Solution must provide Alerting Mechanism for identifying User Anomalies such

as Bulk Data Transfer, Impossible Travel, Failed Logins etc.

190

Solution should be able to block & monitor emails containing sensitive data in email
subject, email body and email attachment sent to external domains, to personal email

accounts from Gmail, Yahoo etc., to competitors, or to specific recipients

191

Per user email policy enforcement; meaning not all recipients will be blocked when

only some of the recipients in the same email matches an email policy.

192

Email DLP solution should be able to apply granular dilp controls basis per email

recipient or email domain (rather than doing a blanket allow / block)

193

Solution should be able to provide email DLP functionality without any dependency
and deployment of mail transfer agent or co-existence with mail transfer agent or

making any changes in MX records

194

The Solution must be able to Monitor, Block, Quarantine Sensitive Emails and

Attachments as per Pre-defined and Custom Classifiers [for e.g. Pll ]

195

The Solution must be able to Scan Email Body and Attachments for leakages

196

Endpoint DLP should support and protect Bluetooth, printing, network share channel.

197

Solution should offer monitor, block and justification ability for endpoint (user

system) sensitive data movement through printers including print-to-pdf

198

Solution must be able to apply Granular Tenancy Restriction based on classification
of document [PII, PCI, PHI etc.]

199

Endpoint DLP should allow data to be transferred to only authorized USB's

200

Endpoint DLP should be able to protect / encrypt sensitive files copied to USB drive

so that the protected data is accessible from customer managed devices only.

201

Endpoint DLP should offer preventive actions like monitor, block and justification of

sensitive data movement across network shares

202

Endpoint DLP should be able to protect / encrypt sensitive files copied to USB drive

so that the protected data is accessible from customer managed devices only.
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Sr.

\[o]

Technical Specifications

Endpoint DLP solution should monitor & block sensitive data as well as ask

Compliance
(Yes/ No)

203 justification of sensitive data movement across USBs
Endpoint DLP's preventive actions like monitor, block and justification of sensitive

204 |data movement should be applicable across personal sync clients such as Dropbox,
box, google drive, one Drive, iCloud etc.

205 Endpoint DLP should allow customized End user notifications for different endpoint
channels like block for print, monitor for N/w shares, Justify for sync clients etc.

206 Endpoint DLP should perform data discovery on endpoints without any manual
configuration
Endpoint DLP should list all the activities performed on the endpoint without any

207 policy configuration so that data flow can be benchmarked and policies can be
designed to address false positive, to minimize resistance from users and to justify
DLP policies

208 Solution should be able to control hardware devices like USB and Printers by creating
granular policies based on device type, vendor ID, user, department etc.

209 Automated visibility on device inventory if any hardware device such as USB / Printer
is plugged into any enterprise endpoint
Endpoint DLP Controls like allowing approved USBs, content scanning, OCR for

210 |images/screenshots etc. must function when user machine is in offline mode meaning
have no internet connectivity.

211 |Endpoint DLP solution should auto pull inventory attached to the endpoint

212 Endpoint DLP must list all the applications running on the endpoint along with their
associated risk levels

213 Endpoint DLP should provide time-based exceptions on endpoint which gets auto
revoked post expiry of duration

214 The solution must provide User Coaching when any user performs Sensitive Data
Transfer

215 The Solution must support End Point DLP for Windows and MACOS Operating
Systems

216 |Endpoint DLP should allow read only from USB disk drive.

217 Provides device control (i.e.. No need to check for file content) to block usage of
removable storage, printers or Bluetooth.

218 Support Unicode (non-English) and ShiftJIS (specific Japanese character support)

encoding.
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Sr. ) . Compliance
Technical Specifications

No (Yes/ No)
Solution should support where User can request for exemption from endpoint DLP

219
rule enforcement for limited time period by entering a OTP.

Endpoint DLP should Inspect content of file when copying to thick client on the
laptop. Examples of thick clients are WhatsApp, WinSCP, GDrive and OneDrive. The
220 |objective is to provide coverage where the cloud proxy is unable to perform the
inspection because it is not in the traffic path or the traffic is not using the common

data in motion encryption.

-~ Endpoint DLP is able to define custom thick client by their process name, including
their Original File Name (to prevent file name tampering).

Endpoint DLP should inspect content of a paste (i.e.. clipboard) when copying
sensitive context to thick client on the laptop. Examples of thick clients are WhatsApp,
222 |WinSCP, Gdrive and OneDrive. The objective is to provide coverage where the cloud
proxy is unable to perform the inspection because it is not in the traffic path or the

traffic is not using the common data in motion encryption.

4. Backup — Email and Endpoint

Sr. ) Compliance
Endpoints Backup

No. (Yes /No)

The proposed Backup Solution should provide feature for End User Profile Backup.

223 The proposed Email and Endpoint should be from same OEM.

294 The proposed Backup Solution should provide feature for Legal hold capabilities for
data preservation/retention and collections

o~ The proposed Backup Solution should provide feature for PC Settings Migration
(USMT integration)

296 The proposed Backup Solution should provide feature for Centralized Web based

interface for administrative actions

The proposed OEM should have capability to provide Unlimited storage for End
227 | User Backup and MIDC should able to add user-based backup with unlimited

storage for future use at same price of email backup per user cost mentioned in RFP

298 The proposed Backup Solution should provide feature for de-duplication across
devices

299 The proposed Backup Solution should provide feature for Local Cache on device
(allows for offline backups and rapid restore capabilities)
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Sr.

(\\[o}

Endpoints Backup

The proposed Backup Solution should provide feature for Branch Office Cache

Compliance
(Yes /No)

230 (time-shifting upload options and rapid restore)

231 | The proposed OEM should provide feature for Capacity and Device based licensing

232 | The proposed Backup Solution should provide option for Bandwidth management

233 | The proposed solution OEM solution should be hosted on MeitY Empanlled DC

234 The proposed Backup Solution should provide feature for LDAP integration for user
management

235 | The proposed Backup Solution should provide feature for Single sign-on

236 The proposed Backup Solution should provide feature for Option for Unlimited
retention of versions

237 The proposed Backup Solution should provide feature for Forever keeping older
versions (Number of days of version history to be retained for individual files)

238 The proposed Backup Solution should provide feature for Forever Retaining deleted
files

239 The proposed Backup Solution should provide feature for End user self-restore
portal

240 The proposed Backup Solution should provide feature for Option to configure
Backup frequency to 1 minute

" The proposed Backup Solution should provide feature for Frequency based backup
for Endpoint

242 | The proposed Backup Solution should provide feature for Scheduled based backup

213 The proposed Backup Solution should be 1SO 27001, HIPAA, FERPA, GLBA, and
GDPR compliant

244 | The proposed Backup Solution should have Role based Access control

245 | OEM should directly provide post-sales support

246 | The proposed OEM should provide 99.9% uptime

247 | The proposed solution should have export option to onsite storage

248 | The proposed solution should have in-transit and at-rest encryption

249 | Should have Device Deletion

250 | Should have an option to setup maximum upload or download limit

251 | Should have an option to set maximum backup quota for users

25 Should be agent based to ensure remote and travelling users endpoint device should
get backed up without needing to connect to office network

253 | Should have efficient deduplication of encrypted data to optimize storage
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Sr.

(\\[o}

Endpoints Backup

Should operate in a control framework based on adherence to SOC 2 Type 2

Compliance
(Yes /No)

254
standards
Backup Solution - Email
Proposed Backup Solution Provider Should Provide Option for Backup Solution like

255 | Microsoft 365 services (Exchange, OneDrive, SharePoint, Teams), Google
Workspace (Email, Google Drive) or any proposed email solution.

256 Proposed Backup Solution Provider Should Provide Feature for Centralized Web
based interface for user management and administrative actions

257 Proposed Backup Solution Provider Should Provide Option for Permission-only
restore

258 Proposed Backup Solution Provider Should Provide Option for User Self Data
Restore

259 | Proposed Backup Solution Provider Should Provide Option for Unlimited Retention

260 | Proposed Backup Solution Provider Should Provide Option for Unlimited Storage

261 Proposed Backup Solution Provider Should Provide Option for IP restrictions on
access

262 Proposed Backup Solution Provider Should Provide Option for Restore to point in
time

263 | Proposed Backup Solution Provider Should Provide Option for Geo-sovereignty

264 Proposed Backup Solution Provider Should Provide Option for Agentless backup
(nothing on prem)

265 | Proposed Backup Solution Provider Should Provide Option for Auto-discovery

266 Proposed Backup Solution Provider Should Provide Option for Auto-scaling to
onboard new customers

267 | Should have DC in India

268 | Should have MeitY empanlled DC

269 | Should have post-sales support from direct license provider (OEM)

270 | Should have 99.9% uptime

271 | Should have export option to onsite storage

272 | Should have in-transit and at-rest encryption

273 | Should have an option to trigger manual backup for maintenance failsafe

274 | Should have automated backup of Once or Thrice a day

275 | Should have an option to pause or stop the backup for selected users

276 | Should be 1SO27001, HIPPA and GDPR compliant
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Sr.
No.
277 | Should be certified by Microsoft and Google for backup

278 | Should have integration for 2FA, OAuth Access, SAML/OCTA integration

279 | Should have Role based Access control

Compliance

Endpoints Backup (Yes /No)
es /No

280 | Should support multi-admin access with fine-grained access management per admin.

281 Should be able to restrict backup/restore requests to company-approved IP
addresses.

Should Provide Export options: PST (Exchange), ZIP/native file
(OneDrive/SharePoint).

283 | Should Provide Incremental/Differential backups with change tracking.

282

284 | Should Provide Backup of permissions, metadata, sharing settings.

285 | Should Provide Backup of Teams structure (files, conversations, channels, tabs).

286 | Should Provide Point-in-time restore.

287 | Should Provide Restore to original or alternate location; cross-user restore.

5. Email Phishing Stimulation
Sr. Compliance

Technical Specifications
No. (Yes/ No)

The proposed solution should be bundled with overall solution and to be provided

283 to MIDC without any additional cost. The solution shall be a web-based phishing
simulation platform deployed within customer-owned infrastructure / Cloud

Environment

The proposed solution should be perpetual license with support for 2 years from

289 | OEM with updates. The solution should support unlimited user and unlimited

campaigns

290 The solution must support on-premises and private cloud deployment without
dependency on external SaaS services.

201 The solution should support deployment on Windows Server / RHEL / Free Linux
(e.g. Ubuntu) operating systems

292 The proposed solution can be deployed on Virtual Machine and containerized

deployment using Docker.
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Sr.

(\\[o}

Technical Specifications

The solution shall consist of the following components: Web-based Administration

Compliance
(Yes/ No)

Console

203 Campaign Management Engine
Landing Page Hosting Service
REST API Service
Backend Database

294 | The solution shall support deployment behind reverse proxy / load balance

295 | The solution shall support multiple administrative users.

296 | The solution shall provide role-based access control (RBAC).

297 | The solution shall support integration with LDAP / Active Directory.

298 The solution shall support creation, scheduling, execution, and closure of phishing
campaigns.

299 | The solution shall support multiple concurrent phishing campaigns.

300 | The solution shall allow pause, resume, and stop of campaigns.

301 | The solution shall support target user grouping and segmentation.

302 The solution shall support customizable phishing email templates using HTML and
text formats.

303 The solution shall support dynamic placeholders (e.g. username, email ID,
department).

304 | The solution shall support attachment-based phishing simulations.

305 | The solution shall integrate with external SMTP relays.

306 | The solution shall support SMTP authentication and TLS encryption.

307 | The solution shall not include or mandate an internal mail server.

308 | The solution shall support custom phishing landing pages.

309 Landing pages shall be hosted over HTTPS using customer-provided TLS
certificates.

310 The solution shall track the following user actions: Email open, Link click,
Credential submission

311 | The solution shall support post-click redirection to awareness pages.

312 | The solution shall provide campaign-wise and user-wise reports.

313 The solution shall provide metrics including Emails sent, Emails opened, Links
clicked, Credentials submitted

314 | The solution shall support export of reports in CSV and JSON formats.

315 | The solution shall maintain historical campaign data for trend analysis.
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Sr.

(\\[o}

Technical Specifications

Compliance
(Yes/ No)

316 | The solution shall expose RESTful APIs for automation.

317 The APIs shall support: Campaign creation, User and group management, Report
extraction

318 | APl communication shall be over HTTPS using token-based authentication.

319 | The solution shall support an embedded database for small deployments.

320 | The solution shall support opens source database (e.g. MySQL / MariaDB)

21 The solution shall generate audit logs for: User login, Administrative actions,
Campaign modifications

322 | Logs shall be exportable or forwardable to external SIEM platform
The bidder shall provide:
Installation Guide

323 | Administrator Manual

API Documentation
Security Hardening Guide
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Annexure XI — Format for Commercial Proposal and Instructions

(To be submitted by the Bidder on the Company letterhead and in the BoQ excel-sheet or commercial bid

excel-sheet available on tendering site with this RFP)
To,

The General Manager,

IT Cell, MIDC Udyog Sarathi,
Mahakali Caves Road,
Mumbai-400093.

Subject — Commercial Proposal in response to Request for Proposal (RFP) for Selection of Agency for
Implementing Cloud-based Enterprise Email Solution with Email Security, Data Protection and Backup
Services for MIDC.

Reference: Tender bearing no. <Tender no.> published on <Publication Date>

Respected Sir / Madam,
I / We undertake that the prices are in conformity with the requirement as specified in this RFP. We will charge

the department for this project as mentioned below:

Yearly Total Cost

Description o Quantity Cost for 2 Years
(in Rs) (Excl. GST)

A. Licence subscription cost

1.01 | Email Solution — Type 1 Basic (50 GB) NOS 1200
1.02 | Email Solution — Type 2 Basic (100 GB) NOS 100
1.03 | Email Solution — Type 3 Advance (50 GB) NOS 100
1.04 | Email Solution — Type 4 Advance (100 GB) | NOS 100
1.05 | Email Security NOS 1500
1.06 | Data Protection — Email NOS 1500
1.07 | Data Protection — Endpoint NOS 2000
1.08 | Backup — Endpoint (20 TB) NOS 2000
1.09 | Backup — Email NOS 1500

A Total cost (INR)
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Yearly
Quantity Cost
(in Rs)

Unit
Type

Description

Total Cost
for 2 Years
(Excl. GST)

B. One Time Cost

2.01 | Migration of Existing Emails if applicable NOS 1 NA
B Total Cost for Migration (INR)
C. Operation & Maintenance
3.01 | Operation and Maintenance Cost NOS 1
A+B Total Contract Value (INR)
+C
Note:

1. Payments shall be made by the Agency as per the terms and conditions of the Tender Documents.
The Total Contract Value shall be firm and not subject to any alteration.
No column has been left blank otherwise our bid shall be rejected.

All the prices are entered in Indian Rupees Only.

o M w0

Prices indicated in the schedules are inclusive of all taxes, Levies, duties etc. We have provided
breakup of all Taxes, Duties and Levies wherever asked for.

6. During the payment stage, Department reserves the right to ask us to submit proof of payment against
any of the taxes, duties, levies indicated.

7. The Bidder shall quote at special discounted rate for all items listed in the Annexure XI — Format for
Commercial Proposal, given that the contract term is of two (2) years plus one (1) year of extension
if granted, and should be lower than the rates published on their official websites

I further certify that I am competent officer in my company to make this declaration and specify commercial

proposal details given here.

Yours Sincerely,

Signature of Authorized Signatory (with official seal)

Name
Designation
Address
Telephone & Fax
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E-mail address

Date
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Annexure XII — Format for Submission of Pre-Bid Queries

All enquiries from the bidders relating to this RFP must be submitted on email ID mentioned in Bid Control

Sheet in the following format:

Name of Bidder:
Name and position of person submitting queries:
Full formal address of the organization including phone, fax, and email id:

RFP Document Reference | Content of the RFP .
Clarification Sought

(Page No.) requiring clarification
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Annexure X111l - Format for Performance Bank Guarantee

(To be submitted on Rs. 500/- (five hundred) non-judicial stamp paper)

Bank Guarantee No. dated

The General Manager,
IT Cell,

MIDC Udyog Sarathi,
Mahakali Caves Road,
Mumbai-400093

Dear Sir/ Madam,

In consideration of Maharashtra Industrial Development Corporation (MIDC) having agreed to exempt,

M/s having its registered / principal office at

[hereinafter referred to as ‘‘Selected Agency’’ which

expression unless repugnant to the context and meaning thereof shall include its success and assigns], from
depositing with Maharashtra Industrial Development Corporation (MIDC) a sum of Rs.

towards security / performance guarantee in lieu of the said ‘“Selected Agency’’ having agreed to furnish an
irrevocable bank guarantee for the said sum of Rs. as required under the terms and conditions of
Contract / Work Order / Purchase Order no. dated [hereinafter

referred as the ‘Order’] placed by Maharashtra Industrial Development Corporation on the said ‘Selected
Agency’, we

[Hereinafter referred to as ‘the Bank’ which expression shall include its successors and assigns]

do hereby undertake to pay Maharashtra Industrial Development Corporation an amount not exceeding

Rs. [Rupees ] on demand made by Maharashtra Industrial

Development Corporation on us due to a breach committed by the said “Selected Agency”’ of the terms and

conditions of the Order.

1. We the Bank hereby undertake to pay the amount under the guarantee without any
demur merely on a demand received in writing from Maharashtra Industrial Development
Corporation stating that the ““Selected Agency’’ has committed breach of the term(s) and/or
condition(s) contained in the Order and/or failed to comply with the terms and conditions as
stipulated in the Order or amendment(s) thereto. The demand made on the Bank by Maharashtra

Industrial Development Corporation shall be conclusive as to the breach of the term(s) and/or
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condition(s) of the Order and the amount due and payable by the Bank under this guarantee,
notwithstanding any dispute or disputes raised by the said ‘“Selected Agency’’ regarding the
validity of such breach and we agree to pay the amount so demanded by Maharashtra Industrial
Development Corporation forthwith and without any demur. However, our liability under this
guarantee shall be restricted to an amount not exceeding Rs. [Rupees
].

2. We, the Bank further agree that this irrevocable guarantee herein contained shall

remain in full force and effect during the period that would be taken for the performance of the said
Order and that it shall continue to be enforceable till all the dues of Maharashtra Industrial
Development Corporation under or by virtue of the said Order have been fully paid and its claim
satisfied or discharged or till Maharashtra Industrial Development Corporation certifies that the
terms and conditions of the Order have been fully and properly carried out by the ‘‘Selected
Agency’’ and accordingly discharge the guarantee.

3. We the Bank, undertake to pay to Maharashtra Industrial Development
Corporation any money so demanded not withstanding any dispute or disputes raised by the said
“‘Selected Agency’’ in any suit or proceedings pending before any court or tribunal relating thereto
as our liability under this present being absolute and unequivocal. The payment so made by us under
this Guarantee shall be valid discharge of our liability for payment there under and they said
“‘Selected Agency’’ shall have no claim against us for making such payment.

4. We the Bank further agree that Maharashtra Industrial Development

Corporation shall have full liberty, without our consent and without affecting in any manner our
obligation hereunder to vary any of the terms and conditions of the Order or to extend time of
performance by the said ‘“Selected Agency’’ from time to time or to postpone, for any time or from
time to time, any of the powers exercisable by the Maharashtra Industrial Development against the
said “‘Selected Agency’’ and to forbear or enforce any of the terms and conditions relating to the
Order and shall not be relieved from our liability by reason of any such variation or extension being
granted to the said ‘‘Selected Agency’’ or for any forbearance, act or omission on the part of
Mabharashtra Industrial Development Corporation or any indulgence by MIDC to the ‘Selected
Agency’ or by any such matter or thing whatsoever which under the law relating to sureties would
but for this provisions have effect of so relieving us.

5. In order to give full effect to this guarantee, Maharashtra Industrial Development Corporation will
be entitled to act as if the BANK were the principal debtor and the BANK hereby waives all rights
of surety ship.

6. Our liability under this bank guarantee is restricted to Rs. [Rupees ]

and shall remain in force up to and thereafter till the expiry of the extended

period, if any, (hereinafter Validity period ) (the period should be additional six months from

effective period of security/performance guarantee) Unless a demand is made under this guarantee
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on us in writing at any time from the date of issue of the guarantee till the expiry of the Validity
period including additional period of six months over contractual/extended period, we shall be
discharged from all liabilities under this guarantee thereafter.

7. The claim, if any, under this guarantee, shall be lodged at (address of BANK & Branch)

8. This guarantee will not be discharged due to change in the constitution in the Bank or the said
““‘Selected Agency’’ or the provision of the contract between ‘‘Selected Agency’’ and Maharashtra
Industrial Development Corporation.

9. The BANK hereby agrees that the Courts in Mumbai shall have exclusive jurisdiction in any matter
of dispute between Maharashtra Industrial Development Corporation (MIDC) and the Bank and the
Bank hereby agrees to address all the future correspondence in regard to this bank guarantee to
Maharashtra Industrial Development Corporation at its registered office in MIDC Udyog Sarathi,
Mahakali Caves Road, Mumbai, INDIA.

10. We have the power to issue this Guarantee in your favour under the Charter of our Bank and the
undersigned has full power to execute this Guarantee under the Power of Attorney granted to him
by the Bank.

11. We, the Bank lastly undertake not to revoke this guarantee during its currency
except with the previous consent of the Maharashtra Industrial Development Corporation (MIDC)
in writing.

12. SIGNED AND DELIVERED ON THIS DAY OF

Yours faithfully,

Signature of Authorized Official of bank

Name of the Official
Designation of the Official
Name of Bank

Branch

Address of Branch
Telephone / Mobile No
Email Id
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Annexure XIV — Manufacturer’s Authorization Form (MAF)

To,
The General Manager,
IT Cell, MIDC Udyog Sarathi,
Mahakali Caves Road,
Mumbai-400093

Subject: Request for Proposal (RFP) for ‘Selection of Agency for Implementing Cloud-based Enterprise

Email Solution with Email Security, Data Protection and Backup Services for MIDC’.

Ref : Tender No: XXXXXXXXX Dated: XX/ XX/XXXX

Dear Sir / Madam,

We, [Company Name], hereby authorize [Bidder’s Name] to submit a bid, negotiate, and conclude the
contract with [Purchaser/Organization Name] for Selection of Agency for Implementing Cloud-based
Enterprise Email Solution with Email Security, Data Protection and Backup Services for MIDC as specified
in the Request for Proposal (RFP) / Tender Document.

We hereby confirm that:

e [Bidder’s Name] is duly authorized to represent and act on behalf of [Company Name] in all
matters related to the Selection of Agency for Implementing Cloud-Based Email Solution for
Maharashtra Industrial Development Corporation (MIDC).

e [Company Name], in coordination with the Original Equipment Manufacturer (OEM) - shall
provide all necessary technical support, services, warranty, and maintenance as per the terms and
conditions of the contract entered into with MIDC.

o All products and services offered under this engagement fully comply with the specifications,

standards, and requirements detailed in the MIDC RFP document.

This authorization shall remain valid until the successful completion of all contractual obligations associated

with the project.
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Yours faithfully,
For and on behalf of M/s (Name of the Company)

Signature:

Name
Designation
Company Seal
Address
Telephone & Fax
E-mail address

Date

Note: This letter of authority should be on the letterhead of the concerned OEM and should be Ink signed
by an authorized signatory of the OEM.
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Annexure XV — Data Security Declaration

To,
The General Manager,
IT Cell, MIDC Udyog Sarathi,
Mahakali Caves Road,
Mumbai-400093

Subject — Data Security Certificate in response to RFP for Implementation of Cloud-based Enterprise Email

Solution with Email Security, Data Protection and Backup Services for MIDC.

Reference: Tender bearing no. <Tender no.> published on <Publication Date>

I / We hereby certify that the Office of MIDC (Maharashtra Industrial development Corporation) shall have
absolute right on the digital data and output products processed / produced by me / us. | / We shall be
responsible for security / safe custody of data during processing. | / We also certify that the digital
topographical data will not be taken out of the MIDC network on any media by any means by me/us or any
other person deployed by me/us. The original input data supplied to me / us by the Office of MIDC
(Maharashtra Industrial development Corporation) or digital data and output products processed / produced
from input data will not be passed on to any other agency or individual other than the authorized person of
MIDC. I / We shall abide by all security and general instructions issued by MIDC or a person authorized by
MIDC from time to time.

I / We also agree that any data pertaining to MIDC will be handed over / removed (as the case maybe) from

my / our possession in the presence of person(s) authorized by MIDC after completion of the task.

Yours Sincerely,

Signature of Proposed Resources & Counter Signed by Authorized Signatory (with official seal)

Name
Designation
Address
Telephone & Fax
E-mail address

Date
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