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Information to Bidder for the procurement of Hardware SeCIiritv Module (HHSM)

¥

q
Ref: GeM Bid No. GEM/2018/B/50373 dt. 05.03.2018

Al HSM should be quoted as per Technical speciﬁcations given in Annexure-I.

2. Inthe specification wherever support for a feature has been asked for, it will mean that the feature
7 - should be available without RailTel réquiring any other hardware/soﬁware/hcenses Thus, all
' '.jhardware/soﬂware/llcenses requlred for enablmg the support/feature shall be mcluded in the

offer. ; ‘

: “OEM or. Authorized dlstrlbutor/Pa:tner of OEM should have a registered office in India toz.' -
' provide sales and 24x7 support in India. The- cert(ﬁcate to this: effect shouId be submitted The
3 ‘bndder shnuid he e1ther OEM or hIS autl ( mzed dea] r!dlsmbuton B

3 iDehvery penod 30 days from the date of PO

g }_ =.Inspect10n Pre—sinpment/pre—dlspatch mspectmn shall be camed out at manufacmrer s/suppher s?‘ e
works by RailTel’s authorized representative e et

._Conmgnee Sh. Rajesh Pokhriyal (Mob 9717644483) Manager/DC RaﬂTel Corporatlon of Ind;a._
- L4d., Plot No. 143, Sector-44, Gurgaon. =+ - s

"“i:‘-Eamest Money Deposxt (EMD)/ Bid Sectmty Rs 92 500/— -(Rs Nmety two thousand ﬁve'
~rsivind hundred only) in the form of Pay Order/Demand Draﬁ drawn in favor of RaIITeI Corporatlon of
;‘:_ Indla Ltd. payable at New Dethi. L : :

pr NSIC: registered Flrm' - o : ' : B
‘A) For small scale units reglstered with NSIC under smgle -'pomt reglstratlon Scheme and.
: partxclpatmg in this tender enqulry, follomng exemptlons are avaﬂable -

Tl_zey are exempted from: dep031tmg Eamcst money
»These exempuons are apphcab}e prov1ded umts are regx_st

NSIC for tendered :

. #iB)Noe H‘mpuon ls, hOWever 3Pphcal
: mPCI‘fOn‘n ' CC Bank Guarantee b S

12, - Securlty Deposn/l’erformance Bank Guarantee

The successful tenderer shall submit security deposﬂ; in the form -of DD/l*DR or
irrevocable Bank Guarantee from any scheduled bank for due fulfillment of contract as
per the details given below:

*
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i Security Deposit/Performance Bank Guarantee @ 10% of total value of Purchase
Order is required to be submitted within 15 days of issue of Purchase Order with
validity of 3 months beyond warranty period. 1

il The security deposit/PBG shall be submitted to Corporate Office Gurgaon.

.. The security deposit/Performance Bank Guarantee shall be released after successful
.- completion of ‘Contract obligations under the contract, duly adjusting any dues
. recoverable from the successful tenderer. Payment of Security Deposit in the form of Pay

Order/Demand Draft should be made in favor of “RallTei Cmpmanon of India Ltd”

: payable at New Delhi onIy

| - 13. Ellglbillty Criteria for OEM

,,,,, . : e .._____ _ e O S

Lo fa:; Each. OEM can authorize.up toa maxamum of three (3) authomzed partners to bid the tender

.+ b, The: Equipment offered by the OBM or equ;pment of the same smes!famdy from the sameé A '

. OEM should have heen satisfactorily- working in Government/PSUs/Telecom. Serviee ..

‘. Providers network for at least 06 months-as on 25.03:18 in India or Abroad. The certificates ‘-
-+ from the actual users will have to be submitted offline.

¢, The OEM should have supphcd at least 35% of the tendered quantity of the equipment offered
- -+ or equipment of the samie series/family to Government/PSUs/Telecom Service Providers. OEM

- _can submit self-certificate with proper contact detail of clients (Firm Name, Contact persor, - -
‘Designation, Telephone Number, Fax; Official mail id etc.). The same should be issued from

authorized signatory

~d.  The OEM should have proven facilities for Engineering, manufacture, assembly, integration
and testing of Switches and basic facilities with respect to space, Engineering, Personnel,
Test equipment, Manufacture, Training, Logistic Supports for at least past three years in the
.country from . where the -proposed -equipment are planned to be supplied. The

* certificates/Undertaking for the same will have to be submitted offline.

14. Eligibility Criteria for Bidder:

.- a, The tenderer should have executed -single order of supply/ provision of HSM/Router
"+ /Switches/Wi-Fi/AP System equipment’s costing not less than 35% of tendered value during
- .- last proceeding.3 financial years (i.c. current year and three previous financial years) as on
.. 25.03.18. Supply of:this value against a single rate contract, during above period, will also
qualify for this purpose. The bidder shall also furnish Supply/ work completion certificate

issued by customer/s for the Purchase Orders/ Work Orders

'b.  The bidder should have annual turnover of minimum 150% of tendered quantity or above
" during the last 3 financial years (i.e. current year and three previous financial years). The
bidder should provide Audited Balance Sheets and annual reports as documentary evidence

or other such documents so as to establish the financial soundness of their company for the

preceding three financial years.
¢.  The Bidder should have authorization specific to this tender from respective OEM.

M
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d. The Bidder or their promoters having equity stake or operating partnership in bidder, should
not be holding valid License for Telecom service provider/ISP/NLD, Services LiCCI’l‘SB of
Government of India for I‘e]ecom Operation.

§
15 WARRANTY:

-15.1  The materials are fo be warranted for 36 months ﬁrom date of delivery to the consignee.
- The tenderer shall warrant that stores to be supplied shall be new and free from all defects
©and faults in material, workmanship and manufacture and shall be of the hlghcst grade
. and consistent w1th the established and genelally accepted standards of materials of the
S 'type ordered and shall perform in full conformity with the speclﬂcatxons and _drawmgs ;
. The suppher shall be: respon51ble for any defects that may develop under th condltxons,
R prowdcd by ‘the contract’ and under prcpcr usc ans1ng ﬁom fauity m te: ls,_ desxgn or

sl workmanshl' X

- abovc mentioned penod of tweive months whlchever may. bc 1ater ;If any:. defect is not . L
v remedied within a reasonable time, the Purchaser may ‘proceed. to do the v wor ‘,at.thc o
“ contractor’s ‘Tisk..and SXpenses, “but without prejudice to any ‘oth
& :'Purchaser may have agamst thc conn*actor in respect of such defects

“153 - Replacemcnt under warranty clausc shal] be made by the contractor ﬁ'ce of all charges at
BRI sﬁe mcludmg frclght, lnsu.rancc and other 1nc1dental charges B SRR

- Dur i ‘an‘anty pcnod ‘the: contractor shall remam rcspon 1o arrange’
Sl :zr_replacemcnt within 15 days and for- setting right at his own cost.an cqm ment'mstalledi
e by: hlm whlch is. of defec‘avc manufacture T des;gn or becomes

| ‘Dun‘ng Warranty and AMC pcr:od 1f the Bldder faﬂs to rcplace /Equipmq
L ‘-_f-ncxt busmcss day, the fo]lowmg penaltles wﬂl bc 1mposcd

| Eqmpment ' . Duratlon of repair : Deductlon/Penaltlcs
All' Modules and | More than I days and up | 2% of the cost of affectcd
accessories to 7 days part/module
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Note:

All  Modules and | More than 7 days and up | 10% of the cost of affected
accessories to 15 days part/module

Al Modules and | More than 16 days and | 25% of the cost of affected
: accessories . up "to 30 days ¥ part/module

All  Modules and | More than 30 days 100% of the cost of affected
accessories part/module

- In event of that bidder fails on both service SLA and replacement services the maximum
- -aggregate penalties would be limited to equipment cost. OEM should provxdc facility to RallTei :
- for d;rect fault case open on TAC Support in case emergency . o

- ) i7h ,. " .

R ;of the Wan*anty obhgatlons for a minimum period of 5 years “The ong tenn;ﬁ,-_ -

o mamtenance support shaIl be eomprehenswe and mciude ali hardWare and

» ."-_the beneﬁts of penodlcal software patches/updates made by OEM on the 3

- from time to time for equipment security/performance w1thout any addltlonalhcost:jf_jl g
: toRallTel , wpna e R

Tenderer/OEM(through its Indian sub31d1ary), shaIl be: pald @ 3 5% of supply* |

.In case teﬁ r quotes AMC rates Iower than 3. 5%, no ad /a
“him for evaluation purposes. In case the tenderer wins the contract’ R
reduced by differential (w.r.t. 3. 5%) AMC rates & he. wﬂl be: pa:d accordmgly LR

AMC charges to him, however be paid only @ 3.5% per ¢ annum

Separate agreement for AMC (Long term Maintenance Support) before expiry of
warranty period shall be entered with OEM/the authorized partner of OEM by
RailTel. A fresh Bank Guarantee valid for four years for 10% of the Long Term
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Maintenance Support cost of four years quoted by the tenderer, shall be required
to be submitted by bidder for due fulfillment of long term maintenance support
obligation.
o Quarterly payment for AMC Charges would be made by RailTel after sticcessful
- completion of AMC Services of that quarter and on the certificate furnished by
concerned RailTel representative of the CNOC. ‘

oté}?'Ailf;iéi'geﬁiéht]wii_l-be'rsigﬁ_ed;w_u"t'ﬁ e successful bldderforexecutlonof the order. R
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Annexure-¥

Technical Specifications of Hardware Security Module (HSM) .

Note 1: It may kindly be noted that in the specification wherever support for a feature has been asked
for, it will mean that the feature should be available without RailTel requiring any other
. hardware/software/licenses. Thus all hardware/software/hcenses required. for enabling the.

- support/feature shall be mcIuded in the offer.
~ . Note 2: Bidder should submlt the vetted BOM from their respective OEMs.

8 N(_)tc,-_3 : The Bidder should have OEM authorization sp_eg;f” ¢ for this tender.

{Requirement | Requirement Partic

o Safety, Secur:ty and T
| environmental comphance ' AT
4 Hashimessage dlgest - | Minimum SHA~1 SHA-2 (224 256 and 384) [ B
! | Public Key Algorithm RSA encrypt/decrypt RSA 31gn/ver1fy
Cryptography sy® mmetric ECC (Elhptlc Curvé crypto graphy) 1 S
g .' Cryptography Asymme tric ngp}t)oSgArAaphiq algonthm leﬁe-Hellman RSA (2048, 4096

Full suite B. unplementatmn w1th fully llcensed EIhptlc Curve"': -

ot C"YP“’g“‘P“Y ECC Cryptography (ECC)ECDSA and ECDH
s .'C’Yi’togml”““ ‘“Od““’ | Compllanceto FIPS 1402 level3 u
securxty

Apphcat:on R RIS -PubhshedAPI forvanous_ab vefunctlonahues for
S . R .. | integrating with the Application software; Should be
_ | Mmterfaces(APT) | compatible PKCS#11, CAPLONG,JCAIICE. |
AR "Abllltyto generaIeRSAk :96) on board on '

| 12 Keys

4 AR Authentxcated mult1~leve1 access control_-Ro es- -upiiib‘r’t' for
13 Access control S Rt 2 et
- role based access control (mmlmum 2 rolcs)
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Must be scalable to support more transactions, with horizontal
scalability that is, adding more devices for load sharing.

14 Load Balancing &
Scalability Multiple HSMs to be supportable for DR, key backup, key
& T, s update, and key process, load balancing and failover.
1 5"' | Key backup and With complete backup solution to securely store the keys at
| restoration DC, at DR and restore them in case of necessity
16 . | Key Processes - On-Board key generation and digital signing .
N IR Logical/cryptographic separation of application keys. Should
A 3 | Farttions support at least 1500 keys inside the HSM.
A8 ?dwer.sourée~ S SR ], hot-swap power supplles field semceable

: '._ Standard mechamsm for: momtonng thc dcvwc v

'hardware and.soﬂwarc

GGM/OperatIons
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